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1.1 Introduction 
 

History of mobile ad hoc networks began with the applications of tactical networks related 

applications to develop battlefield communications. Military personnel use highly dynamic 

environment for executing war related operations that’s why they cannot rely on access to a 

fixed infrastructure in battlefield. In wireless communication, radio signals with interference 

and radio frequency higher than 100 MHz rarely propagate beyond line of sight (LOS) [2]. 

Mobile ad hoc network creates an appropriate framework to deal with these issues by 

providing a multi-hop wireless network without pre-placed infrastructure and connectivity 

beyond LOS.  

The whole life-cycle of ad hoc network could be classified into first, second, third and 

fourth. Present ad hoc networks systems are considered the third-generation which opens the 

door for fourth-generation ad hoc networks. The first generation of Ad hoc networking 

applications started with packet radio networks called PRNet with DARPA project in 1972 

[2], which was mainly inspired by the effectiveness of the packet switching technology. 

Packet switching technology has the capabilities like bandwidth sharing and store-and-

forward routing, and made possible application in mobile wireless environment. PRNet 

provides a distributed architecture consisting of network of broadcast radios with minimal 

central control; a combination of Aloha and CSMA channel access protocols are used to 

support the dynamic sharing of the broadcast radio channel and to provide different 

networking capabilities in a combat environment. In addition, to cover a very large 

geographical area and to remove radio coverage limitation, protocol use multi-hop store-and-

forward routing techniques.  

The thought of second generation of ad hoc networks was started in 1980s, with the 

advancements in ad hoc networks as Survivable Radio Networks (SURAN) being developed 

by DARPA in 1983. The main motive was to improve PRNet, to scale the areas of network, 

to provide protection, dealing out capability and to save energy and to develop such type of 

network algorithms that can scale to tens of thousands of nodes and use small, low-cost, low-

power radios that could maintain complicated packet radio protocols [2]. This program 

proved to be beneficial as it improved the radios' performance by making them small in size, 

cheap in cost, and durable to electronic attacks and further marks in the plan of Low-cost 

Packet Radio (LPR) technology in 1987 [3, 4], which characterises a digitally controlled DS 

spread-spectrum radio with an incorporated Intel 8086 microprocessor-based packet switch.  
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To sustain network scalability several advanced network management protocols came 

into existence. At that time, to support network scalability, hierarchical network topology 

based on dynamic clustering has been also used. Through management of spreading keys, 

other improvements in radio flexibility, safety, and increased capacity are achieved [4]. Just 

before late 1980s and early 1990s, the development of the Internet infrastructure and the 

microcomputer uprising made the initial packet radio network ideas more relevant and 

practicable [2]. In the 1990s, the concept of commercial ad-hoc networks [5] came with 

notebook computers and other workable communications equipment. At the same time, the 

thought of a group of mobile nodes was projected at several research conferences. The IEEE 

802.11 [6, 10] subcommittee has approved the word "ad-hoc networks" and the research 

society has started to look into the options of deploying ad-hoc networks in other areas of 

application. To influence the worldwide information infrastructure into the mobile wireless 

environment, DoD began DARPA Global Mobile (GloMo) Information Systems program in 

1994 [7], which intended to maintain Ethernet-type multimedia connectivity all time, 

everywhere among wireless devices. Numerous networking plans were investigated; for 

example the Space and Terrestrial communications directorate (STCD) started a data radio 

market survey in May, 1994. The survey was for off-the-shelf commercial high data 

networked radio technology that could be used by the Army. The results from the survey 

were used to prepare a Future Digital Radio Broad Area Announcement (FDR BAA).  

Shortly after the release of the BAA, the FDR BAA merged into the Near Term 

Digital Radio (NTDR) program started by the Army Acquisition Executive [8]. NTDR [9] is 

the only "genuine" non-prototypical ad-hoc network that is in exercise today. It exploits 

clustering and link-state routing. Further it is self-organized into a two-tier ad-hoc network 

[11]. Progress of various channel access methods now in the CSMA/CA and TDMA patterns, 

and numerous other routing and topology control systems were a few other developments of 

that time.Wireless Internet Gateways (WINGs) at UCSC sets up a flat peer-to-peer network 

structural design, while Multimedia Mobile Wireless Network (MMWN) project from GTE 

Internetworking exercises a hierarchical network architecture that is based on clustering 

techniques.  

Tactical Internet (TI) implemented by US Army at 1997 is by far the largest-scale 

implementation of mobile wireless multi-hop packet radio network [1, 2]. Direct-sequence 

spread-spectrum, time division multiple access radio is in use with data rates in the tens of 

kilobits per second ranges. Whereas, to create networking among nodes, modified 

commercial Internet protocols are used. It emphasizes the view that commercial protocols for 
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wired infrastructure were not good at handling frequent topology changes with low data rate, 

and high bit error rate wireless links [12]. Later on in mid-1990s, within the Internet 

Engineering Task Force (IETF), the Mobile Ad-Hoc Networking working group was 

structured to regulate routing protocols for ad-hoc networks. The improvement of routing 

protocol within the operational group and the larger society answered in the discovery of 

reactive and proactive routing protocols. 

In 1999, expanding the Littoral Battle-space Advanced Concept Technology 

Demonstration (ELB ACTD) was another MANET exploitation to express the feasibility of 

Marine Corps war fighting thoughts that involve over-the-horizon (OTH) communications 

from ships at sea to Marines on land via an aerial relay. Around 20 nodes were put together 

for the network. Further, Lucent’s WaveLAN and VRC-99A were applied to construct the 

access and backbone network connections. The ELB ACTD was victorious in representing 

the utility of aerial relays for linking users beyond LOS. In the centre of 1990, with the 

description of standards (e.g., IEEE 802.11 [4, 13]), commercial radio technologies have 

started to come into prominence, and the wireless research society became attentive of the 

great industrial prospects and advantages of mobile ad hoc networking outside the military 

domain.  

The IEEE 802.11 subcommittee standardized a medium access protocol that was 

based on collision avoidance and tolerated hidden terminals thus making it functional for 

structuring mobile ad-hoc networks. Wireless local area products (IEEE 802.11, Hiperlan 

[14]) offer in-building wireless access, though they are generally set up as access connections 

only, packet spreading being executed by conventional bridges or routers. For short range 

communication, Bluetooth is a low cost technology. Its target market included appliances, 

watches, PCs, phones etc. It helps several nodes to join to each other in a multi-hop 

arrangement. 

Attempts are on to regulate the methods offered for different ad hoc networks, 

organized into a single skeleton which could be established as a standard for the future 

implementations [15]. Day by day, Wireless devices are getting small in size, cheap in cost, 

and more sophisticated. As these devices are accepting ubiquitous concept, societies are 

coming across for economical approaches to stay connected using these devices and Ad-hoc 

network can provide this successfully [16]. Most of the existing ad hoc networks outside the 

military arena have been developed in the academic environment followed by commercially 

oriented solutions.  
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The main objective for 4G Wireless evolution is to provide pervasive computing 

environments that can seamlessly and ubiquitously support mobile users in completing their 

activities, in assessing information or transferring data with other users at any point of time 

and from any device [17, 18, 19, 20]. The new trend is to help users in the tasks of everyday 

life by exploiting technologies and infrastructures hidden in the background, exclusive of 

involving any major alteration in the users’ behavior. This new philosophy is the root of the 

Ambient Intelligence idea [21].  

The purpose of ambient intelligence is the combination of digital devices and 

networks into the daily situation, rendering handy, through simple and ‘‘natural’’ dealings. 

Ambient intelligence keeps the customer at the centre of the information society. This 

outlook greatly relies on 4G wireless and mobile communications. 4G is all about an 

incorporated, universal network, based on an open systems approach [22]. The main foci of 

4G are on to put together diverse types of wireless networks with wired infrastructure as 

backbone network seamlessly, and union of voice, multimedia and data traffic over a single 

IP-based core network. With the accessibility of ultra-high bandwidth of up to 100 Mbps, 

multimedia facilities can be maintained efficiently. With enhanced system mobility and 

portability support, ubiquitous computing can be enabled in any network. 4G starts with the 

assumption that future networks will be entirely packet-switched [23]. For example, voice 

and data union can be maintained by using readily obtainable VoIP group of protocols such 

as MGCP, SIP, MEGACOP, H.323, SCTP, etc [5, 22]. 

 

1.2 Challenges  
 

Ad hoc networks are different from infrastructure-based networks in two ways first ad hoc 

networks always use peer-to-peer communication secondly each node in the ad hoc networks 

work as a host as well as router. These differences make base for challenges in ad hoc 

networks. These challenges are unique from challenges in infrastructure-based networks and 

open door for research and opportunities for making significant contributions:-.  

� Nodes working in ad hoc networks have limited resources like bandwidth, energy, 

computational power, battery, memory [24, 25]. 

� Mobility in nodes make ad hoc network dynamic in nature and result in frequent route 

breaks. The sudden change in movement of nodes often occurs with frequent network 

partitions that creates problem to intermediate nodes [26, 27].  
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� Discovery of mobile terminals and right routing of packets to and from each terminal 

while moving are surely challenging [28, 29]. 

� The limited radio frequency is available for wireless communication. Therefore, 

reusing frequency in efficient way is a big challenge to increase number of mobile 

users [30, 31]. 

� Due to hidden terminals, interference, frequent breakage in paths and unidirectional 

links, the condition of collisions occur during communication. This results higher 

packet loss in Wireless Mobile Ad hoc Networks during transmission [32, 33].   

� Mobility characteristics of node allows mobile node to join or leave network anytime. 

There is no need for centralized administration for establishing MANETs. Because of 

this, these networks are susceptible to variety of attacks [34].  

� Apart from above discussed challenges, a very important challenge is security [35, 

36].  

� The other characteristics of MANETs that make network vulnerable are consistent 

zero-administration personal environment, the absence of infrastructure and the 

consequent absence of authorization facilities [36, 37].   

 

Therefore, there is a need of clear guidelines to detach the trusted available solutions for 

mitigating attacks from the non-trusted solutions. This will be based on an appropriate 

security policy, control of necessary identification and the capability of nodes to validate 

them.  

 

1.3 Problem Statement 

 
Security in mobile ad hoc networks has been a burning issue and several solutions are 

available for various attacks. Sometimes many effective solutions for a particular attack are 

available and there are also some scenarios where same technique can be used to mitigate 

different attacks. Implementing these piecemeal solutions increase the operational overheads 

of MANETs which are already constrained.   Development of a framework to mitigate 

attacks can be more effective, but it is revealed from the review of literature that no such 

work has been cited or no flexible framework is available to detect and prevent malicious 

node attacks in hostile environment. Thereby, given the need and urgency of the work, a 

problem has been formulated with the title, “A Framework to Detect and Mitigate 

Wormhole Attack in Mobile Wireless Ad-Hoc Network”, to carry out the research.  
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1.4 Research Objective  
 

In order to achieve the goal of working on a framework of mitigating malicious node attacks 

in wireless network, following objectives are set: 

• To review and critically examine the literature on routing security, various 

malicious node attacks, different techniques for detecting malicious node in 

wireless environment and available strategies for preventing of damages from 

different attacks in wireless Ad Hoc network.    

• To develop comprehensive framework for detecting malicious node in a hostile 

environment in terms of algorithm. 

• To compare proposed strategy with existing strategies in already implemented 

situation. 

• To implement a metric for preventing malicious node attacks in wireless 

environment. 

 

1.5 Research Contributions 
 

The secure AODV is the extended version of AODV. The objective of SAODV is to provide 

secure environment during transmission between source to destination. As AODV is mostly 

used because of its speed of transmission but it does not provide security during transmission. 

Therefore, there is a need of secure environment to send data packets between two nodes. 

Researcher is presenting a protocol with adding security feature. This is called ‘Secure 

AODV’. The developed algorithm is given below:- 

Secure-AODV (SAODV) Protocol  

Notations Used: 

SN : Source Node     

DN : Destination Node 

IN : Intermediate Node    

FN : False Node  

RREQ       :  Route Request 

RREP        : Route Reply 

Functions Used: 

initiateRREQ()  :  Source node Initiates route establishment process by 

sending  initiateRREQ().   
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acceptRREQ()  :  intermediate node receiving acceptRREQ for 

destination node. 

createRouteEntry()  :  nods create or update the route entry in the routing table 

validateRREQ()  :  check if node knows the route to FN 

promoteRREQ()  :  Forwarding RREQ for FN 

initiateRREP(DN)  :  Generating RREP by DN 

promoteRREP(DN)  :  Forwarding RREP from DN 

acceptRREP(DN)  :  Receiving RREP from DN 

includeBlackListTable(DN)  :  Insert DN into BlackListTable 

confirmBlackListTable(DN)  :  Check Values of DN in BlackListTable 

hinderRoute(DN)  :  Disable Route for DN 

Tables Used: 

RoutingTable : Stores route entry for valid routes  

BlackListTable : Stores entry of black-listed (Wormhole) nodes  

Functions Description: 

� Source Node SN: 

a. initiateRREQ(FN)   

Step 1. CHECK IF  no route exists 

Step 2. THEN  

Step 3.      check request buffer for requests already sent for destination 

Step 4.      CHECK IF  no request sent already  

Step 5.   THEN 

Step 6.          create a RREQ packet 

Step 7.          add values of destination address, broadcast ID to request 

buffer 

Step 8.          locally broadcast RREQ 

Step 9.    set timer for RREP_WAIT_TIME before rebroadcasting RREQ 

Step 10.          increment broadcast ID 

Step 11.   ELSE  

Step 12.          buffer packet from stream or discard, according to need 

� Intermediate Node IN: 

a. acceptRREQ (FN) 

Step 1. CHECK IF  source address, broadcast ID exists in request buffer  

Step 2. THEN 
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Step 3.       discard request -- already heard and processed 

Step 4. ELSE 

Step 5.       add source address, broadcast ID to request buffer  

Step 6. Call createRouteEntry(FN) 

b. createRouteEntry(FN) 

Step 1. CHECK IF  no route to source address exists in RoutingTable 

Step 2. THEN 

Step 3.      create a route entry in RoutingTable for source address 

Step 4. ELSE CHECK IF source seqno in RREQ > source seqno in RoutingTable  

Step 5. THEN 

Step 6.      update route entry in RoutingTable for source address 

Step 7. ELSE CHECK IF source seqno in RREQ = source seqno in RoutingTable 

AND hop count in RREQ < hop count in RoutingTable  

Step 8. THEN 

Step 9.  update route entry in RoutingTable for source address 

Step 10. Call promoteRREQ(FN) 

c. validateRREQ(FN) 

Step 1. CHECK IF current node is destination of RREQ 

Step 2. THEN 

Step 3.   create a RREP packet 

Step 4.       unicast RREP to source of request 

Step 5. ELSE CHECK IF  exists route to destination  AND 

destination seqno in RoutingTable >= destination seqno in RREQ 

Step 6. THEN 

Step 7.          create a RREP packet 

Step 8.          unicast RREP to source of request 

Step 9. ELSE 

Step 10.      Call promoteRREQ 

d. promoteRREQ (FN) 

Step 1. CHECK IF current node is destination of RREQ 

Step 2. THEN 

Step 3.   create a RREQ packet 

Step 4.   copy all fields from received RREQ into new packet 

Step 5.   increment hop count field 
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Step 6.     locally broadcast new RREQ packet 

Step 7.     discard received RREQ 

� Destination (Worm holeNode) DN: 

a. initiateRREP(DN) 

Step 1. create a RREP packet 

Step 2. unicast RREP to source of request 

� Intermediate Node IN: 

a. promoteRREP (DN) 

Step 1. CHECK IF  route to requested destination does not exist  

Step 2. THEN 

Step 3.      create a route entry in RoutingTable for requested destination 

Step 4.   ELSE CHECK IF  destination seqno in RREP >  

     destination seqno in RoutingTable 

Step 5.   THEN 

Step 6.           update route entry in RoutingTable for requested destination 

Step 7.   ELSE CHECK IF  destination seqno in RREP =  

     destination seqno in RoutingTable AND   

    hop count in RREP < hop count in RoutingTable entry 

Step 8.   THEN 

Step 9.           update route entry for requested destination 

Step 10. CHECK IF route to requesting source exists 

Step 11. THEN 

Step 12.      Call promoteRREP (requesting source) 

� Source Node SN: 

a. acceptRREP (DN) 

Step 1. CHECK IF route to destination does not exist 

Step 2. THEN 

Step 3.      create a route entry for destination 

Step 4. ELSE CHECK IF  destination seqno in RREP >  

    destination seqno in RoutingTable 

Step 5. THEN 

Step 6.          Call BlackListTable(DN) 

Step 7. ELSE CHECK IF  destination seqno in RREP =  

    destination seqno in RoutingTable AND  
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    hop count in RREP < hop count in entry  

Step 8. THEN 

Step 9.          Call BlackListTable(DN) 

Step 10. ELSE 

Step 11.      discard RREP 

b. includeBlackListTable (DN) 

Step 1. find insertion point in BlackListTable 

Step 2. CHECK IF entry is already there in the precursors list  

Step 3. THEN 

Step 4.   don't need to add another 

Step 5. ELSE 

Step 6.  increment size of blacklistTable 

Step 7.   allocate memory for newNode 

Step 8.   assign address of Nn to newNode 

Step 9.   insert newNode in blacklistTable   

� Intermediate Node IN: 

a. confirmBlackListTable (DN) 

Step 1. search for destination address in blackListTable 

Step 2. CHECK IF current address = destination address 

Step 3. THEN 

Step 4.          Call hinderRoute (DN) 

Step 5.   return TRUE 

Step 6. ELSE 

Step 7.         return FALSE 

b. hinderRoute (DN) 

Step 1. set destination to DN 

Step 2. empty the precursors table for the route 

Step 3. set last hop count to hop count  

Step 4. set destination hopCount to INFINITY  

Step 5. set destination activated to FALSE 

Step 6. set destination lifetime to DELETE_PERIOD 

Step 7. increment destination sequence number  

Step 8. check and set routeExpireHead and routeExpireTail to correct position 
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Therefore, the above given algorithm is suitable for detecting wormhole nodes present in the 

data transmission process.  

The full form of SAODV is Secure Ad hoc On Demand Distance Vector. It is the 

extension of already available routing protocol AODV.  It is based on the algorithm given 

above. The aim of this protocol is to detect and prevent wormhole attack during transmission 

between sender and destination nodes.  Whenever, sender wants to communicate with any 

node in the network, it will firstly send the Modified RREQ message that contains the IP 

address of the false node, which is not present in the network, to the all its neighbors.  

All neighbors checks whether they are destination nodes or not. If they are not destination 

node, they forward this modified RREQ message to all its neighbors. If suppose there is a 

wormhole tunnel during communication then the nodes creating tunnel will reply that they 

have path towards the destination node. By this they will be trapped and prevented to send 

packets in future. This can also be understood by the figure1 given below:- 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure1: Flow Chart showing Working of SAODV 

InitiateRREQ (FN) AcceptRREQ (FN) 

CreateRouteEntry (FN) 

ValidateRREQ (FN) 

PromoteRREQ (FN) InitiateRREP (DN) 

PromoteRREP (DN) AcceptRREP (DN) 

IncludeBlackListTable (DN) ConfirmBlackListTable (DN) 

HinderRoute (DN) 

SOURCE NODE DESTINATION NODE INTERMEDIATE NODE 
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In this protocol, Security is considered in two parts. Firstly, when communication 

takes place within the network which is called local communication. Secondly, when two 

nodes, that belongs to different networks are communicating. This is called as inter network 

communication. When local communication is continuing, at that time source node broadcast 

the RREQ packet which contains the IP address of false node. Now the message will be 

received by the direct neighbours. They check their entries in the table if they are not 

wormhole node than they will forward message to the next neighbour. If the malicious node 

present in the network it will give immediate response to the source node by the intermediate 

node. As it will give response, the source node catches it as a wormhole node and blocks the 

wormhole node. After this, the source node sends information to the direct neighbour for 

updating their entries.  

Here, the both type of security that means for local communication and for inter 

network communication have implemented. Suppose, N1, N2, N3, ………., Nn-1 are the nodes 

between the source N0 and the destination Nn in a network (it is considered, Ni  and Nj are 

wormhole nodes and making wormhole tunnel). The algorithm works as-  

To detect wormhole node, origin N0 sends modified RREQ packet which contains the 

address of the false node, to the nearest node N2.  It will check its table for entry of false 

node. If it is not in its table it will propagate this RREQ message to the intermediate nodes till 

Ni node.   As Ni node receives the RREQ message, it will reply that it has the shortest route to 

destination false node through Nj node. Because of this declaration by Ni node, the whole 

traffic will diverted through the Ni node and Nj node. Ni node and Nj node are connected with 

each other through tunnel. Whenever, the Ni node declares against the modified RREQ packet 

that it has shortest route to destination false node with the help of RREP packet, the Ni node 

will be detected as wormhole node and prevented further involvement in communication.  

After receiving RREP packet, N0 node will broadcast BLOCK (Ni, Nj)
AODV 

 packet 

information to all other nodes in the network for Ni node and Nj node as wormhole nodes. 

Each node other than Ni node and Nj node will update entries in their table.    

The same procedure will be followed for inter network communication. Therefore, 

from the above discussion it can be said that this algorithm may be helpful for detecting and 

preventing wormhole node.  
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 Design of Experiment 

 
There are two scenarios implemented using QualNet Simulator 4.0. The first scenario is 

implemented for In-Band Wormhole Attack. For this, three conditions have been taken. 

These are 1) Ad hoc Network with no Attack, 2) Ad hoc Network with Attack using AODV 

and 3) Ad hoc Network with Attack using SAODV. All the three conditions are implemented 

to compare the performance of the AODV and SAODV under wormhole attack. 

        

Scenarios for In-Band Wormhole Attack 

 
In an In- Band Wormhole Attack, tunnel is created by using the already available nodes in the 

network. This condition makes the MANET more critical because of the involvement of the 

nodes in the network.  That means apart from the two nodes that are working as initiator 

nodes for creation of wormhole node, other legal nodes are helping initiator nodes in 

performing mischievous activities in the network. At that time it is difficult to trust on legal 

nodes also. Therefore, the motive of this solution is to block the whole path after detecting 

the malicious nodes that are creating wormhole tunnel. This situation mostly occurs in local 

communication. The scenarios implemented for In-Band wormhole attack are discussed 

below: 

  

 Ad Hoc Network with no Attack: In this set up, an ad hoc network is designed with 

no attack using AODV routing protocol. That means no mischievous activities are going on 

during transmission.   

 Ad Hoc Network with Attack using AODV: In this set up, an ad hoc network is 

taken in to account in which wormhole attack is present. The AODV routing protocol is used 

for this scenario. 

 Ad Hoc Network with Attack using SAODV: In this set up, ad hoc network is 

available in which wormhole attack is present. At this time, SAODV routing protocol is used.  

 

Scenarios for Out-of-Band Wormhole Attack 

 
The working of out-of-band wormhole attack is different from the in-band wormhole attack 

in the sense that out-of-band attack do not use the other legal nodes present in the network. 
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The motives of both attack either in-band attack or out-of-band attack is same. In out-of-band 

wormhole attack, the tunnel is created using two nodes that are wormhole nodes. Therefore, a 

virtual connection is established between these wormhole nodes. This situation mostly occurs 

in inter network communication. The scenarios implemented for out-of-band wormhole 

attack are discussed below: 

 Ad Hoc Network with no Attack: In this set up, an ad hoc network is implemented 

with no attack using AODV routing protocol. That means no mischievous activities are going 

on during transmission. In this situation, two networks are taken to show inter network 

communication.    

 Ad Hoc Network with Attack using AODV: In this set up, an ad hoc network is 

taken in to account in which wormhole attack is present. The AODV routing protocol is used 

for this scenario. In this situation, two networks are taken to show inter network 

communication.    

 Ad Hoc Network with Attack using SAODV: In this set up, ad hoc network is 

available in which wormhole attack is present. At this time, SAODV routing protocol is used. 

In this situation, two networks are taken to show inter network communication.    

 

Hypothesis Testing for In-Band Wormhole Attack  

 
It is mandatory to check the validity of the proposed framework for acceptance. The corollary 

1 [39] has been introduced to test the significance of the framework. 

H0: (Null Hypothesis): Wormhole Nodes identified using corollary 1 [39] and SAODV are 

not same. 

Suppose, wormhole nodes identified using corollary 1 is denoted by µ0 and wormhole nodes 

identified using SAODV is denoted by µ1. Therefore, according to H0:- 

H0: µ0 ≠ µ1 

H1: (Alternate Hypothesis): Wormhole Nodes identified using corollary 1 and SAODV are 

same. 

Therefore,           

H1: µ0 = µ1 

 

From the scenario, it is clear that there are 25 nodes in the network. In that scenario, it 

is assumed that all nodes are legal nodes and they are not involved in creating wormhole link 
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in the network. Now, to find out wormhole link during transmission, connectivity values of 

geometry graph and communication graph should be evaluated. The scenario is given below:- 

 

 

 

   

 

 

 

 

Figure2: A Wireless Ad hoc Network with In-Band Wormhole Attack 

 

  From figure2, suppose node 1 wants to communicate with node 22. Node 1 will send 

RREQ packet to its neighbours the process will continue till any node advertise shortest route 

to the destination. In this case, node 9 will announce route to the destination. Therefore, the 

RREP packet will be generated in backward direction towards source. After receiving RREP 

packet, source node will start the communication.  Now, to identify the wormhole node it is 

the time to evaluate connectivity value of geometry graph and communication graph for node 

9 and after getting the values of C9 and G9, XOR operation should be performed. The values 

of C9 and G9 and XOR result are given below:- 

 

G9 = 0000001101110000000000000 

C9 = 0000001101110000001000000 

     = 0000000000000000001000000 

 

From the result, it is clear that one bit value at position 19 is one.  It can be said that, there is 

presence of wormhole link in the network. And node 9 and node 19 are involved in creating 

wormhole link.   

 Therefore, the value of µ0 = 9, 19…………………………………………..(1) 

  it is clear that using SAODV routing protocol in scenario 3 all nodes in the network 

are able to receive and relay data packets except node 9 and 19.   

 Therefore, the value of µ1 = 9, 19…………………………………………….(2)  

 From the equations 1 and 2, it is shown that the value of µ0 and the value of µ1 are 

same. These same values are 9 & 19.   

10 

11 

12 

13 

14 
15 

19 

16 

17 

18 20 21 

24 

23 
25 

1 
2 

3 

5 

4 

6 

7 

8 

9 

22 



17 

 

That means the value of µ0 = the value of µ1 

Because of same value of µ0 and µ1, therefore the null hypothesis is rejected and alternate 

hypothesis H1: µ0 = µ1 is accepted.  

 

Hypothesis Testing for Out-of-Band Wormhole Attack 

  
It is mandatory to check the validity of the proposed framework for acceptance. The corollary 

1 has been introduced to test the significance of the framework. 

H0: (Null Hypothesis): Wormhole Nodes identified using corollary 1 and SAODV are not 

same. 

Suppose, Wormhole nodes identified using corollary 1 is denoted by µ0 and Wormhole nodes 

identified using SAODV is denoted by µ1. Therefore, according to H0:- 

H0: µ0 ≠ µ1 

H1: (Alternate Hypothesis): Wormhole Nodes identified using corollary 1 and SAODV are 

same. 

Therefore,           

H1: µ0 = µ1 

From the scenario in section 4.5.6, it is clear that there are 18 nodes in network1 and 25 

nodes in the network2. In that scenario, it is assumed that all nodes are legal nodes and they 

are not involved in creating wormhole link in the network. Now, to find out wormhole link 

during transmission, connectivity values of geometry graph and communication graph should 

be evaluated. The scenario is given below:- 

 

 

 

 

 

   
 

 

 

 

Figure3: A Wireless Ad hoc Network with Out-of-Band Wormhole Attack 

 From figure3, suppose node 1 of network1 wants to communicate with node 15 of 

network2. Node 1 will send RREQ packet to its neighbours and the process will continue till 
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any node advertise shortest route to the destination. In this case, node 12 of network1 will 

announce route to the destination node 15 of network2. Therefore, the RREP packet will be 

generated in backward direction towards source node 1 of network1. After receiving RREP 

packet, source node will start the communication.  Now, to identify the wormhole node it is 

the time to evaluate connectivity value of geometry graph and communication graph for node 

12 of network1 and after getting the values of C9 and G9, XOR operation should be 

performed. The values of C12 and G12  of network1 and XOR result are as followed:- 

 

G12 = 000000011000000011            0000000000000000000000000 

C12 = 000000011000000011            0000000000100000000000000 

       = 000000000000000000            0000000000100000000000000 

 

From the result, it is clear that one bit value at position 11 of network2 is one.  Therefore, 

there is presence of wormhole link in the scenario. And node 12 and node 11 are involved in 

creating wormhole link.   

Therefore, the value of µ0 = 12, 11…………………………………………..(3) 

  it is clear that using SAODV routing protocol in scenario 3 all nodes in the network 

are able to receive and relay data packets except node 12 from network1 and node 11 from 

network 12.   

Therefore, the value of µ1 = 12, 11…………………………………………….(4)  

 From the equations 3 and 4, it is shown that the value of µ0 and the value of µ1 are 

same. These same values are 12 & 11.   

That means the value of µ0 = the value of µ1 

Because of same value of µ0 and µ1, therefore the null hypothesis is rejected and alternate 

hypothesis H1: µ0 = µ1 is accepted.  

 

Hypothesis Testing for In-Band Wormhole Attack: Packet 

Delivery Ratio 

It is mandatory to check the validity of the proposed framework for acceptance. A paired t-

test has been introduced to test the significance of the framework [40]. The two data sets are 

obtained using AODV and SAODV in presence of in-band wormhole attack. A hypothesis 

test based on paired t-test is being performed and confidence interval is being observed by the 
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difference of two standard mean. For this, the null hypothesis and alternative hypothesis are 

presented below:-   

H0: (Null Hypothesis): The impact values derived from SAODV cannot significantly reflect 

the threat element with existing approach in packet delivery ratio under in-band wormhole 

attack.  

H1: (Alternate Hypothesis): The impact values derived from SAODV can significantly reflect 

the threat element with existing approach in packet delivery ratio under in-band wormhole 

attack. 

The t-test history for in-band wormhole attack of packet delivery ratio is given in Table1. 

 

t-Test for In-Band Wormhole Attack : Packet Delivery Ratio 

 Mean Std. 

Deviation 

Std. 

Error 

No. of 

Sample 

Two-

tailed P-

Value 

Degree 

of 

Freedom 

t-Value 

With 

Attack 

& Using 

AODV 

28.65 23.73 4.95  

 

 

 

23 

 

 

 

< .0001 

 

 

 

 

22 

 

 

 

 

6.7252 With 

Attack 

& Using 

SAODV 

82.73 26.95 5.75 

. 

 Table1: t-Test for In-Band Wormhole Attack: Packet Delivery Ratio 

To find out the significance of the difference between the means of ‘With Attack & 

Using AODV’ values and ‘With Attack & Using AODV’ values, the means for both AODV 

and SAODV is calculated. The P-value is less than 0.0001. This value shows that the values 

with AODV and SAODV are highly correlated and extremely statistically significant. The 

degree of freedom for both AODV and SAODV is 22. This test provides the ground for 

applicability of t-test. The t-test value comes out to be 6.7252. As the value exceeds the t 

critical value of 2.074 for two tailed test at the 0.05 level for 22 degree of freedom, thus the 

null hypothesis H0 is strongly rejected and the alternate hypothesis H1 is accepted.  The 
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impact values derived from SAODV can significantly reflect the threat element with existing 

approach in packet delivery ratio under in-band wormhole attack. 

 

Hypothesis Testing for Out-of-Band Wormhole Attack: Packet 

Delivery Ratio 

It is mandatory to check the validity of the proposed framework for acceptance. A paired t-

test has been introduced to test the significance of the framework [40]. The two data sets are 

obtained using AODV and SAODV in presence of out-of-band wormhole attack. A 

hypothesis test based on paired t-test is being performed and confidence interval is being 

observed by the difference of two standard mean. For this, the null hypothesis and alternative 

hypothesis are presented below:-   

H0: (Null Hypothesis): The impact values derived from SAODV cannot significantly reflect 

the threat element with existing approach in packet delivery ratio under out-of-band 

wormhole attack.  

H1: (Alternate Hypothesis): The impact values derived from SAODV can significantly reflect 

the threat element with existing approach in packet delivery ratio under out-of-band 

wormhole attack. 

The t-test history for out-of-band wormhole attack of packet delivery ratio is given in Table2. 

 

t-Test for out-of-Band Wormhole Attack : Packet Delivery Ratio 

 Mean Std. 

Deviation 

Std. 

Error 

No. of 

Sample 

Two-

tailed P-

Value 

Degree 

of 

Freedom 

t-Value 

With 

Attack & 

Using 

AODV 

26.37 20.87 3.18  

 

 

 

43 

 

 

 

< .0001 

 

 

 

 

42 

 

 

 

 

12.5783 With 

Attack & 

Using 

SAODV 

87.57 19.99 3.08 

  

Table2: t-Test for Out-of-Band Wormhole Attack: Packet Delivery Ratio 
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To find out the significance of the difference between the means of ‘With Attack & Using 

AODV’ values and ‘With Attack & Using AODV’ values, the means for both AODV and 

SAODV is calculated. The P-value is less than 0.0001. This value shows that the values with 

AODV and SAODV are highly correlated and extremely statistically significant. The degree 

of freedom for both AODV and SAODV is 42. This test provides the ground for applicability 

of t-test. The t-test value comes out to be 12.5783. As the value exceeds the t critical value of 

2.021 for two tailed test at the 0.05 level for 42 degree of freedom, thus the null hypothesis 

H0 is strongly rejected and the alternate hypothesis H1 is accepted.  The impact values 

derived from SAODV can significantly reflect the threat element with existing approach in 

packet delivery ratio under out-of-band wormhole attack. 

 

Hypothesis Testing for In-Band Wormhole Attack: Average End-

to-End Delay 

It is mandatory to check the validity of the proposed framework for acceptance. A paired t-

test has been introduced to test the significance of the framework [40]. The two data sets are 

obtained using AODV and SAODV in presence of in-band wormhole attack. A hypothesis 

test based on paired t-test is being performed and confidence interval is being observed by the 

difference of two standard mean. For this, the null hypothesis and alternative hypothesis are 

presented below:-   

H0: (Null Hypothesis): The impact values derived from SAODV cannot significantly reflect 

the threat element with existing approach in end-to-end delay under in-band wormhole attack.  

H1: (Alternate Hypothesis): The impact values derived from SAODV can significantly reflect 

the threat element with existing approach in end-to-end delay under in-band wormhole attack. 

The t-test history for in-band wormhole attack of end-to-end delay is given in Table3. 
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t-Test for In-Band Wormhole Attack : Average End-to-End Delay 

 Mean Std. 

Deviation 

Std. 

Error 

No. of 

Sample 

Two-

tailed P-

Value 

Degree 

of 

Freedom 

t-Value 

With 

Attack 

& Using 

AODV 

0.04852 0.04279 0.00892  
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< .0001 

 

 

 

 

22 

 

 

 

 

6.1625 With 

Attack 

& Using 

SAODV 

0.14673 0.04960 0.01058 

 

 Table3: t-Test for In-Band Wormhole Attack: Average End-to-End Delay 

 

To find out the significance of the difference between the means of ‘With Attack & 

Using AODV’ values and ‘With Attack & Using AODV’ values, the means for both AODV 

and SAODV is calculated. The P-value is less than 0.0001. This value shows that the values 

with AODV and SAODV are highly correlated and extremely statistically significant. The 

degree of freedom for both AODV and SAODV is 22. This test provides the ground for 

applicability of t-test. The t-test value comes out to be 6.1625. As the value exceeds the t 

critical value of 2.074 for two tailed test at the 0.05 level for 22 degree of freedom, thus the 

null hypothesis H0 is strongly rejected and the alternate hypothesis H1 is accepted.  The 

impact values derived from SAODV can significantly reflect the threat element with existing 

approach in end-to-end delay under in-band wormhole attack. 

 

Hypothesis Testing for Out-of-Band Wormhole Attack: Average 

End-to-End Delay 

 

It is mandatory to check the validity of the proposed framework for acceptance. A paired t-

test has been introduced to test the significance of the framework [40]. The two data sets are 

obtained using AODV and SAODV in presence of out-of-band wormhole attack. A 

hypothesis test based on paired t-test is being performed and confidence interval is being 
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observed by the difference of two standard mean. For this, the null hypothesis and alternative 

hypothesis are presented below:-   

H0: (Null Hypothesis): The impact values derived from SAODV cannot significantly reflect 

the threat element with existing approach in End-to-End Delay under out-of-band wormhole 

attack.  

H1: (Alternate Hypothesis): The impact values derived from SAODV can significantly reflect 

the threat element with existing approach in End-to-End Delay under out-of-band wormhole 

attack. 

The t-test history for out-of-band wormhole attack of End-to-End Delay is given in Table4. 

 

t-Test for out-of-Band Wormhole Attack : Average End-to-End Delay 

 Mean Std. 

Deviation 

Std. 

Error 

No. of 

Sample 

Two-

tailed P-

Value 

Degree 

of 

Freedom 

t-Value 

With 

Attack 

& Using 

AODV 

0.5935 0.15752 0.00709  

 

 

 

43 

 

 

 

< .0001 

 

 

 

 

42 

 

 

 

 

10.3865 With 

Attack 

& Using 

SAODV 

0.04650 0.3916 0.00604 

. 

 Table4: t-Test for Out-of-Band Wormhole Attack: Average End-to-End Delay 

 

To find out the significance of the difference between the means of ‘With Attack & 

Using AODV’ values and ‘With Attack & Using AODV’ values, the means for both AODV 

and SAODV is calculated. The P-value is less than 0.0001. This value shows that the values 

with AODV and SAODV are highly correlated and extremely statistically significant. The 

degree of freedom for both AODV and SAODV is 42. This test provides the ground for 

applicability of t-test. The t-test value comes out to be 10.3865. As the value exceeds the t 

critical value of 2.021 for two tailed test at the 0.05 level for 42 degree of freedom, thus the 

null hypothesis H0 is strongly rejected and the alternate hypothesis H1 is accepted.  The 
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impact values derived from SAODV can significantly reflect the threat element with existing 

approach in End-to-End Delay under out-of-band wormhole attack. 

 

1.6.         Major Findings 

  

In this thesis, SAODV, a secure routing protocol has implemented to provide security 

in Mobile Ad hoc Network using the QualNet simulation environment. Six experiments are 

conducted to see the effectiveness of the SAODV protocol. Two types of wormhole attacks 

are taken in this research. First is In-Band wormhole attack and second is Out-of-Band 

wormhole attack. 

  

� For In-Band wormhole attack, three scenarios are taken into account:- 

1. A Network is simulated that has no wormhole attack and using 

AODV routing protocol: - In this scenario, 23 nodes are taken in a network. 

And AODV routing protocol is used. It is seen that all nodes are working 

properly and they are receiving and relaying data packets with normal behavior. 

2. A Network is simulated that has In-Band wormhole attack and 

using AODV routing protocol: - In this scenario, 25 nodes are taken in a 

network. In-Band wormhole attack is present in the network and AODV routing 

protocol is used. It is seen that node 9 and 19 nodes are initiating wormhole 

attack. Due to them, nodes 10, 11, 12, 13, 14, 15, 16, 17, 18 are not able to 

receive data packets.  

3. A Network is simulated that has In-Band wormhole attack and 

using SAODV routing protocol: - In this scenario, 25 nodes are in the 

network as above. Difference is that this scenario is using SAODV routing 

protocol. It is seen that SAODV has successfully stopped to node 9 and 19 in 

receiving and relaying data packets.  

 

� For Out-of-Band wormhole attack, three scenarios are taken into account:- 
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1. A Network is simulated that has no wormhole attack and using 

AODV routing protocol: - In this scenario, there are two networks. No 

wormhole attack is present in the network and networks are using AODV routing 

protocol. Network1 has 18 nodes whereas Network2 has 23 nodes in the network. 

It is seen that all nodes in both the network are working properly and they are 

receiving and relaying data packets with normal behavior.  

2. A Network is simulated that has Out-of-Band wormhole attack 

and using AODV routing protocol: - In this scenario, Network1 has 18 

nodes and Network2 has 25 nodes in the network. It is seen that node 12 from 

Network1 and node 11 from Network2 are launching Out-of-Band wormhole 

attack. Due to them, nodes 13, 14, 15, 16, 17, 18 from Network1 and nodes 1, 2, 

3, 4, 5, 6, 7, 8, 9, 10 from Network2 are not involve in exchanging data packets.  

3. A Network is simulated that has out-of-Band wormhole attack 

and using SAODV routing protocol: - In this scenario, Network1 has 18 

nodes and Network2 has 25 nodes in the network as above. Difference is that this 

scenario is using SAODV routing protocol. It is seen that SAODV has 

successfully stopped to node 12 from Network1 and node 11 from Network2 in 

receiving and relaying data packets.  

Therefore, from the above discussion, it is clear that SAODV can work effectively in 

presence of both the wormhole attacks, In-Band wormhole attack and Out-of-Band 

wormhole attack.    

 

Other Findings  

 
The packet delivery ratio and average end-to-end delay is computed in In-Band wormhole 

and Out-of-Band wormhole attack, as discussed below:- 

 

� Packet Delivery Ratio for In-Band wormhole attack 

In this scenario, there are 23 mobile nodes in a network. Packet delivery ratio is shown with 

three conditions, first, packet delivery ratio without attack and using AODV routing protocol, 

second, packet delivery ratio with attack and using AODV routing protocol, and packet 

delivery ratio with attack and using SAODV routing protocol. From the scenario, it is clear 
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that in presence of wormhole attack, the packet delivery ratio is between ‘40%’ to ‘55%’. At 

this time, AODV routing protocol is used. Whereas in normal condition that means no attack 

and using of AODV routing protocol, this ratio is between ‘70%’ to ‘85%’. This ratio has 

increased i.e. ‘80%’ to ‘95%’, if SAODV is used in presence of In-Band wormhole attack.  

Therefore, it is clear that the SAODV routing protocol is working efficiently even if In-Band 

wormhole attack is present.   

 

� Packet Delivery Ratio for Out-of-Band wormhole attack in 

Network1 

This scenario and next scenario show the collaborative function of two networks, Network1 

and Network2. In this scenario, there are 18 mobile nodes in Network1. Packet delivery ratio 

is shown with three conditions, first, packet delivery ratio without attack and using AODV 

routing protocol, second, packet delivery ratio with attack and using AODV routing protocol, 

and packet delivery ratio with attack and using SAODV routing protocol. From the scenario, 

it is clear that in presence of wormhole attack, the packet delivery ratio is between ‘35%’ to 

‘50%’. At this time, AODV routing protocol is used. Whereas in normal condition that means 

no attack and using of AODV routing protocol, this ratio is between ‘75%’ to ‘90%’. This 

ratio has increased i.e. ‘85%’ to ‘95%’, if SAODV is used in presence of Out-of-Band 

wormhole attack.  Therefore, it is clear that the SAODV routing protocol is working 

efficiently even if Out-Band wormhole attack is present.   

 

� Packet Delivery Ratio for Out-of-Band wormhole attack in 

Network2 

In this scenario, there are 25 mobile nodes in Network2. Packet delivery ratio is shown with 

three conditions, first, packet delivery ratio without attack and using AODV routing protocol, 

second, packet delivery ratio with attack and using AODV routing protocol, and packet 

delivery ratio with attack and using SAODV routing protocol. From the scenario, it is clear 

that in presence of wormhole attack, the packet delivery ratio is between ‘30%’ to ‘50%’. At 

this time, AODV routing protocol is used. Whereas in normal condition that means no attack 

and using of AODV routing protocol, this ratio is between ‘75%’ to ‘85%’. This ratio has 

increased i.e. ‘85%’ to ‘98%’, if SAODV is used in presence of Out-of-Band wormhole 
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attack.  Therefore, it is clear that the SAODV routing protocol is working efficiently even if 

Out-of-Band wormhole attack is present.   

 

� Average End-to-End Delay for In-Band wormhole attack 

In this scenario, there are 23 mobile nodes in a network. Average End-to-End Delay is shown 

with three conditions, first, packet delivery ratio without attack and using AODV routing 

protocol, second, packet delivery ratio with attack and using AODV routing protocol, and 

packet delivery ratio with attack and using SAODV routing protocol. From the scenario, it is 

clear that in presence of wormhole attack, the Average End-to-End Delay is between ‘0.06’ 

sec to ‘0.12’ sec. At this time, AODV routing protocol is used. Whereas in normal condition 

that means no attack and using of AODV routing protocol, this delay is between ‘0.1’ sec to 

‘0.12’ sec. This delay has increased i.e. ‘0.12’ sec to ‘0.18’ sec, if SAODV is used in 

presence of In-Band wormhole attack.  Therefore, it is clear that the SAODV routing protocol 

is working efficiently even if In-Band wormhole attack is present.  

  

� Average End-to-End Delay for Out-of-Band wormhole attack 

in Network1 

This scenario and next scenario show the collaborative function of two networks, Network1 

and Network2. In this scenario, there are 18 mobile nodes in Network1.  Average End-to-End 

Delay is shown with three conditions, first, packet delivery ratio without attack and using 

AODV routing protocol, second, packet delivery ratio with attack and using AODV routing 

protocol, and packet delivery ratio with attack and using SAODV routing protocol. From the 

scenario, it is clear that in presence of wormhole attack, the Average End-to-End Delay is 

between ‘0.08’ sec to ‘0.1’ sec. At this time, AODV routing protocol is used. Whereas in 

normal condition that means no attack and using of AODV routing protocol, this delay is 

between ‘0.12’ sec to ‘0.16’ sec. This delay has increased i.e. ‘0.12’ sec to ‘0.18’ sec, if 

SAODV is used in presence of In-Band wormhole attack.  Therefore, it is clear that the 

SAODV routing protocol is working efficiently even if Out-of-Band wormhole attack is 

present.  
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� Average End-to-End Delay for Out-of-Band wormhole attack 

in Network2 

In this scenario, there are 25 mobile nodes in Network2.  Average End-to-End Delay is 

shown with three conditions, first, packet delivery ratio without attack and using AODV 

routing protocol, second, packet delivery ratio with attack and using AODV routing protocol, 

and packet delivery ratio with attack and using SAODV routing protocol. From the scenario, 

it is clear that in presence of wormhole attack, the Average End-to-End Delay is between 

‘0.08’ sec to ‘0.1’ sec. At this time, AODV routing protocol is used. Whereas in normal 

condition that means no attack and using of AODV routing protocol, this delay is between 

‘0.1’ sec to ‘0.16’ sec. This delay has increased i.e. ‘0.12’ sec to ‘0.2’ sec, if SAODV is used 

in presence of In-Band wormhole attack.  Therefore, it is clear that the SAODV routing 

protocol is working efficiently even if out-of-Band wormhole attack is present.   

 

1.7 Significance of the Work 

 
It is observed that the contribution from this proposed study may prove to be important for 

the following: 

 

• The proposed framework may minimize time and space complexities for attack 

prevention. 

• The proposed framework may lower the cost of implementation and production of 

MANETs. 

• The proposed framework may provide a common base for threat prevention 

approaches drafted by various researchers. Thus it will help researchers for future 

implementation. 

 

1.8       Future Work 

 
There are different types of attacks available in Mobile Ad hoc Network. Most of the attacks 

against security in Mobile Ad hoc Network are related to routing information within the 

network. In this research work, the wormhole is simulated in the Ad-hoc Networks and 

applied SAODV protocol to detect and remove wormhole node from the network. A no. of 

techniques has been proposed by various researchers to detect wormhole node. So the next 
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logical outcome is to compare these techniques and evaluate them.  However, developing 

such a detection mechanism and making it efficient represents a great research challenge. 

Many of today’s proposed security schemes are based on specific network models. 

 

 A combined effort to take a common model to ensure security for each layer is not 

present in literature, therefore in future there will be requirement of well established security 

mechanisms for each individual layer and all the mechanisms should be worked together in 

collaboration with each other that will also incur a hard research challenge. In this work, only 

wormhole node is found out and block them to send or receive packets. In the future work 

researchers can use this protocol with more parameters.  The cost-effectiveness and energy 

efficiency to employ such mechanisms could still pose great research challenge in the coming 

days. The mathematical modeling of different threats present in the MANET is another aspect 

of this work. 

 

It is known that mobile devices use small portable batteries in many of the 

application. Therefore, to develop energy efficient routing protocol that can maximize the life 

of batteries is also a top importance.  

 

1.9 Thesis Outline 

The thesis has five chapters. Chapter wise summary is as follows:- 

 

Chapter 1: Introduction  

This provides an introduction of Mobile Ad Hoc Networks (MANETs) that includes a brief 

history, challenges in wireless ad hoc network, routing in wireless ad hoc network, routing 

protocols in wireless ad hoc network, further, security attributes and also discuss secure 

routing in wireless ad hoc network. Motivation, problem statement, objectives of thesis and 

research methodology is also defined in this chapter.  

 

Chapter 2: Wormhole Attack in Ad Hoc Network: A Review  

 This chapter discusses the exhaustive review on specific problem of wormhole attack with 

types of wormhole attack in MANETs and reviews the existing approaches to mitigate 

wormhole attack, proposed in the literature. Researcher makes two contributions in this 
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chapter. First is to compare existing approaches and second is to separate approaches with 

security enhancements in AODV.  

 

Chapter 3: Proposed Methodology 

 This chapter shows the major contribution by researcher in the form of SAODV to mitigate 

wormhole attack in ad hoc networks.  

 

Chapter 4: Implementation and Validation  

The implementation of SAODV in presence of in-band wormhole attack and out-band 

wormhole attack is described and results validation in Chapter 4.  

 

Chapter 5: Conclusion & Future Work  

Conclusions with major findings are drawn in chapter 5 along with discussion of potential 

future work followed by references and appendix A that includes the abbreviations.  
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