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ABSTRACT 

 

Si n ce  i t s  i n cep t i on ,  t h e  In t e rn e t  o f  T h in gs  ( Io T)  s ec to r  h a s  

ex p e r i en ced  exp onen t i a l  g r ow th .  To day ,  a lm os t  ev e r y  in d i v i du a l  i s  

co nn ec t ed  to  t h e  In t e r n e t .  Th i s  a l a r mi ng  g r ow th  in  In t e rn e t - en ab led  

d ev i ces  p o i n t s  t o war d  th e  g ene r a t io n  o f  h ig h  am ou n t s  o f  d a t a  i n  

d em an d  o f  p ro ces s i ng ,  co mp ut a t io n ,  an d  s to r age .  In  t h i s  s i t u a t io n ,  

c l ou d  com pu t i ng  em erg es  as  a  v i ab l e  s o l u t i on  th a t  en ab l e s  i t s  u se r s  

t o  u t i l i z e  i t s  ab und an t  r es ou r ces  as  p e r  t h e  p ay - as - yo u- u s e  mo d e l .  

T h ou gh  c l ou d  comp ut in g  t e ch no l og y  w o r ks  q u i t e  e f f i c i en t l y  i n  t h e  

p r e s en t  d i g i t a l  s cen a r i o ,  b u t  a t  t h e  s ame  t i me ,  i t  f a i l s  t o  d e l i v e r  

p r om pt  r es po ns e s  i n  t h e  cas e  o f  l a t ency - s ens i t i v e  sm ar t  ap p l i c a t io ns  

s u ch  as  hea l th ca r e ,  t r a f f i c  m an ag em ent  s ys t ems ,  e t c .  H ence ,  t h e  n eed  

f o r  r e a l - t im e  r esp o ns es  i n  t i me - c r i t i ca l  s cen ar io s  l ed  t o  t h e  

i n t ro du c t io n  o f  fo g  com put in g  t e chn o lo g y  i n  20 12 .   

Fo g  com put in g  i s  a  h ig h l y  v i r tu a l i z ed  p l a t f o rm th a t  p ro v i d es  

co mp ut i ng ,  s t o r ag e ,  and  n e tw o rk i ng  s e rv i ces  b e t w een  en d  d ev i ces  an d  

t r ad i t i on a l  c l ou d  com pu t in g  d a t a  c en t e r s ,  t y p i ca l l y  bu t  no t  

ex c lus iv e l y  l o ca t ed  a t  t h e  edg e  o f  t h e  ne t wo r k .  In s t ead ,  t he  co mp ut i ng  

f ac i l i t i e s  may  l i e  an y wh e r e  b e t w een  th e  d ev ice - t o - c lo ud  co n t i nu um ,  

w h ich  s ig n i f i c an t ly  mi n i mi zes  t h e  s e rv i ce  l a t en cy .  Bu t ,  a s  ev e ry  co i n  

h a s  a  f l i p  s id e ,  fo g  co mp ut i ng  t e ch no log y  a l s o  p r e s en t s  un i qu e  i s su e s  

an d  ch a l l en g es  du e  to  i t s  h ig h ly  d i f f e r en t i a t i ng  fu n dam ent a l  

ch a r ac t e r i s t i c s .  Fo r  i n s t ance ,  i n t r od u c in g  a  p r o ces s in g  l aye r  b e t w een  

t h e  c l ou d  an d  end  us e r s  i n c r eas e s  t h e  a t t a ck  s u r f ace ,  m ak i ng  th e  

s ens i t i ve  us e r  da t a  t r av e l in g  t h ro ug h  t h e  f og - Io T  s e tu p  p r o n e  to  f a l l  

p r ey  t o  ad v e rs a r i es .  Th e r e fo r e ,  a  com p reh ens i v e  secu r i t y  se t up  f o r  t he  

f o g - Io T  s cen ar io  beco mes  in ev i t ab l e .   
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In  t h i s  l i g h t ,  t h e  r es ea r ch e r  h a s  add r e s s ed  s ecu r i ty  i s s u es  i n  t he  

f o g - Io T  p a r ad i gm  i n  t he  p r o po s ed  th e s i s .  To  beg i n ,  a  S ys t em a t i c  

L i t e r a t u r e  R ev iew  ( S LR )  h ig h l i gh t in g  s ecu r i t y - re l a t ed  asp ec t s  o f  t h e  

s a id  env i r on m ent  i s  co n du c t ed .  T he  r e sea r ch e r  h as  f r am ed  fo ur  

r e s ea r ch  qu es t i on s  to  p ro v i d e  an  ov e r v i ew o f  t h e  o r i en t a t i on  o f  

s ecu r i t y  ex p er t s  t ow ar d  secu r i t y  a t  t he  fo g  l ev e l .  T h es e  p r e - de f i n ed  

r e s ea r ch  qu es t i ons  a r e  an sw er ed  by  ex p l o r in g  1 34  p r im a ry  s t ud ie s .  

S ub sequ en t l y ,  t he  r es ea r ch e r  h as  a l so  id en t i f i e d  d i f f e r e n t  f o g  

co mp ut i ng  secu r i ty  f a c t o r s  an d  s ub - f ac to r s  t h ro ug h  th e  S LR  an d  

d i s cuss io n  wi th  ex pe r t s .  T h e  su b - f ac t o r s  a r e  t h e  m ech an i sm s  th a t  m ay 

b e  d ep l oy ed  t o  d ea l  w i th  t he  co r r es po nd in g  s ecu r i t y  f a c t o r s .  

Fu r th e r ,  t h e  i d en t i f i ed  f og  com put in g  s ecur i ty  f a c t o r s  a r e  

p r io r i t i z ed  u s i ng  an  i n t eg r a t ed  M ul t i -C r i t e r i a  D ec i s io n -M akin g  

( MC D M)  m eth od o lo g y  n am ed  N eu t ro so ph i c  A n a ly t i c a l  H i e r a r chy  

P ro cess  ( NA HP ) .  Th e  m ai n  id ea  b eh ind  p r i o r i t i z a t io n  i s  t o  s pec i f y  t h e  

o r d e r  i n  wh i ch  th e  id en t i f i ed  f og  s ecu r i t y  f a c t o r s  sh ou l d  be  add r es s ed  

f o r  e f f i c i en t  s ecu r i t y  m an ag em ent  i n  t h e  s a i d  en v i ron m ent .  Th e  

p r io r i t i z a t i on  p av es  t he  w ay  fo r  t h e  r e sea r ch e r  by  d ef in in g  a  s eq u en ce 

i n  w h i ch  i d en t i f i ed  fo g  com put in g  s ecu r i t y  f a c t o r s  need  t o  b e  

ad d r es s ed .  T h i s  i s  h e lp fu l  f o r  t h e  e f f ec t i v e  ov e r a l l  s ecu r i t y  o f  t h e  f og  

co mp ut i ng  en v i ron m ent .  A s  p e r  t h e  s t ud y ,  ' p r i vacy '  i s  h i gh ly  

p r io r i t i z ed ,  an d  t hus  ' p r iv acy  p r e se r v a t io n '  i s  t ak en  u p  a s  a  r e s ea r ch  

p r em is e  o f  t h e  p ro po s ed  t h es i s .   

In  t h i s  d i r ec t io n ,  t he  r e sea r ch e r  h as  p ro p os ed  an  en c ry f usca t i o n  

m od e l  t h a t  d ea l s  w i t h  p r iv acy  a t  t h e  f og  l ev e l .  Th e  t w o  h ig h ly  

p r io r i t i z ed  su b - f ac t o r s  o f  p r i v acy ,  v i z . ,  ob fu s ca t i on  and  enc r yp t io n  

t e chn i qu es ,  a r e  s e l ec t ed  f o r  t h e  s am e.  Th e  r es ea r ch e r  h a s  i n t ro du ced  

t h e  S ecur e  S e rv i ce  O f f lo ade r  (SS O)  as  t h e  o f f lo ad in g  d ec i s io n -m ak i n g  

en t i t y  i n  t h e  fo g - Io T  p a r ad igm .  Th e  SS O t ak es  t h e  j ob  r eq u es t  a s  t h e  

i np u t  and  o f f l o ad s  t h e  sam e t o  e i t h e r  f o g  o r  c l ou d ,  d ep en d i ng  u po n  
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t h e  sev e r i t y  o f  t he  jo b .  Fu r t h e r ,  a  s u i t ab l e  p r i v acy  p r e s e rv a t io n  

s ch em e ou t  o f  o b fu s ca t i on  an d  en c ry p t i o n  i s  i mp lem en t ed  b e fo re  

s end in g  t h e  jo b  da t a  t o  t h e  fo g /  c lo ud  l ay er .  

In  ad d i t i o n ,  t he  r e s ea r ch er  ha s  a l s o  p ro po sed  p r iv acy  

p r e s e r v a t i on  s ch emes ,  n am el y  a  d a t a  ob f us ca t io n  app r oach ,  a  l o ca t io n  

o b fu s ca t i on  ap p ro ach ,  an d  a  B lo wC urv e  en cr yp t io n  m ech an i sm  fo r  

i mpl emen t in g  t h e  p r o po s ed  en c ry fu s ca t io n  m od e l .  As  p e r  t h e  p r op os ed  

m od e l ,  t h e  d a t a  b e in g  o f f lo ad ed  to  t h e  f og  l ay e r  n eeds  t o  be  

o b fu s ca t ed  b e fo r e  i t s  t r an smi ss i on .  Fo r  t h i s ,  t h e  p ro p os ed  d a t a  

o b fu s ca t i on  app r oach  co nv e r t s  t h e  Ac t u a l  S ens ed  D a ta  ( AS D)  in to  

O b f us ca t ed  S en s ed  D a t a  ( O FS D ) .   

T h e  mo d e l  a l s o  co n f i rm s  t h a t  t h e  l o ca t io n  coo r d in a t es  a r e  

o b fu s ca t ed  in  bo th  ca s e s  o f  e i t h e r  t h e  s e r v i ce  b e in g  o f f l oad ed  t o  fo g  

o r  c l ou d .  Th e  p rop os ed  lo ca t io n  obf u s ca t i on  ap p ro ach  t ak e s  t h e  

A c tu a l  Lo ca t io n  Co o rd in a t e s  ( AL C)  an d  U s er  P r i v acy  P r e f e r en ce  

R ang e  (U PPR )  a s  i np u t  and  p r ov id es  Ob f us ca t ed  L o ca t i on  C oo r d in a t e s  

( O FLC ) .  T h e  O FLC i s  c a l cu l a t ed  on  t h e  b a s i s  o f  U PPR ,  s ay  L ow  

S ens i t i v i ty  R an g e  (L SR ) ,  M ed iu m S ens i t i v i ty  R ang e  ( MSR) ,  an d  Hi gh  

S ens i t i v i ty  Rang e  (H SR ) .  Th e  p ro pos ed  d a t a  o b fu s ca t i on  an d  l o ca t io n  

o b fu s ca t i on  app r o ach es  a r e  s im ul a t ed  ov e r  M AT L AB R2 0 21 a ,  an d  

t h e i r  i n s ig n i f i c an t  ru n  t im es  ju s t i fy  t h e i r  ap p l i c ab i l i t y  i n  t im e - c r i t i c a l  

f o g  s cen a r i o .   

Fu r th e r ,  a s  pe r  t h e  p r op os ed  en c r y f usca t i on  mo d e l ,  t h e  sen so r  

d a t a  n eed s  to  b e  en c r yp t ed  b e fo r e  g e t t i n g  o f f l o ad ed  to  t h e  c lo ud .  

T h us ,  t h e  r es ea r ch e r  h a s  p r op os ed  a  d yn ami c ,  u s e r -cen t r i c ,  and  

l i g h t we ig h t  en c ry p t io n  a l go r i thm  n am ed  B lo wCu r v e ,  t h a t  pu t s  t h e  

u s e r  i n  ch a rg e  o f  h i s / h e r  p r iv a t e  i n fo r ma t i on .  Th e  s t r en g t h  o f  t h e  

d y nami c  k ey  i s  a s  p e r  t he  us e r - s e l ec t ed  p r iv acy  l ev e l .  Th e  p r op os ed  

a l go r i thm  i s  s i mul a t ed  us in g  Py t ho n  3  ( J up y t e r  6 .0 .0  n o t eb o ok ) .  Th e  
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ex ecu t i on  t i m e  g ive s  a  s t ro ng  i nd i ca t i on  o f  i t s  app l i c ab i l i t y  i n  t h e  

l a t en cy -s ens i t i v e  fo g - Io T  con t ex t .   

In  a d d i t i o n ,  t h e  p ro po s ed  d a t a  o b f us ca t io n ,  l oca t i on  

o b fu s ca t i on ,  an d  B l o wCu r ve  en c ry p t io n  app r oach es  h ave  a l so  b een  

v a l id a t ed  s t a t i s t i c a l l y  by  ap p l y in g  t h e  t - t e s t :  t w o  s ampl e  f o r  m ean s  

f o r  u n eq ua l  v a r i ance s  a t  a  5 %  l ev e l  o f  s i gn i f i c an ce .  A s  p e r  t he  

v a l id a t io n  r e su l t s ,  t h e  p ro po sed  app r oach e s  h av e  s i gn i f i can t ly  be t t e r  

r e s u l t s  t h an  t he  com p ar ed  app r oach es .  

M o r eo v er ,  t o  g u aran t ee  a  f u l l y -p r i v a t e  f og - Io T  n e t w ork ,  t h e  

r e s ea r ch e r  h as  p rop os ed  a  M ach i n e  L ea r n in g  (M L) - b ased  s t a ck ed  

en s emb l e  m od e l  n am ed  P r iv acy - P r es e rv in g  At t ack  De t ec t i on  

F r am ewo r k  (P2 A DF) .  I t  d e t ec t s  t wo  p r omi n en t  p r i v acy - o r i en t ed  

a t t a cks ,  M an - in - the - Mi dd l e  (Mi TM )  an d  D en i a l -o f -S e rv i ce  (D oS )/  

D i s t r i b u t ed  D oS  ( DD oS )  in  t h e  s a id  en v i r onm ent .  I t  op er a t es  i n  t wo  

p h as e s .  In  t h e  f i r s t  p h as e ,  t h e  p ro po s ed  f ea t u r e  se t  r ed u c t io n  app r o ach  

r ed u ces  t h e  f ea tu r e  se t  an d  p r ov id es  i t  a s  an  in pu t  t o  t he  p r op os ed  

s t ack ed  en s emb l e  M L  mo d e l  t h a t  o p er a t es  i n  t h e  s econ d  p h as e .   

A d d i t i o na l l y ,  t h e  re s ea r ch e r  h a s  d ep lo y ed  th e  p r op os ed  m od e l  

a t  a  sp ec i f i c  fo g  n od e  ca l l ed  fo g  l e a rn e r  t o  m ee t  t h e  l a t en cy  

r eq u i r em en t s  o f  t he  f og  env i r on m ent .  Th e  s o l e  r es po ns ib i l i t y  o f  t h e  

f o g  l e a rn e r  i s  t o  an a ly ze  t h e  fo g  t r a f f i c  fo r  t h e  s p ec i f i ed  p r i vacy -

b as ed  a t t a ck s  an d  b l o ck  th e  s am e.  I t  a l s o  up d a t e s  t h e  a t t ack  r eco r d  a t  

t h e  c lo ud  l ev e l .  T h i s  a i ds  i n  e f f ec t i v e  p r iv acy - p r e s e rv a t i on  i n  t h e  fo g  

en v i ro nm ent .  


