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CHAPTER 1 

INTRODUCTION 

 

1.1 Background 

The World Wide Web (WWW) has completed three decades since it  

was first proposed by Tim Berners-Lee. Now, the number of active 

websites on the Internet has crossed the billion mark and is growing 

rapidly.  The Internet has become an inevit able part of our lives. It  keeps 

people connected to their dear ones globally with the help of social media  

at the comfort of their homes. 

 

We often resort to the Internet to get abreast with the live news and 

weather updates.  Be it  some knowledge gathering or entertainment,  

Wikipedia and YouTube are always there as a savior.  The increasing 

dependence on the Internet for online shopping  driven by the ease of 

access has created a boom in the electronic commerce sector so much so 

that  its  global worth is in trill ion US dollars.  The Internet currently has 

about 4.6 billion
1
 users thereby reaching nearly to more than half of the 

planet’s population. 

 

1.1.1 Dark Web: Looking Beyond the World Wide Web 

Internet and the World Wide Web (WWW) despite considered 

synonymous are two different things. The web is just a part of the Internet 

for sharing and accessing information . The websites that we search for the 

information on popular search engine like Google constitutes  only a 

portion of the web called the “Surface Web”.  Beyond the easily available 

surface web lies another much larger layer of content that is not  

searchable through Google, Yahoo o r any other traditional search engine.  

This layer of the Internet is called the “Deep Web” [1].  

                                                           
1
 h t tps: / /www.stat is ta .com/  
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The content on the deep web is not indexed by the search engines 

and thus it is not openly available for the general users.  The content 

available on the intranet of government and corporate offices, academic 

institutions, databases of financial entit ies l ike the banks and insurance 

companies, dynamically generated content of websites through user filled 

forms and queries etc constitutes the deep web. The deep web content is  

not indexed for various reasons to ensure security, privacy and 

confidentiality of users data.  Sometimes the content is not relevant to 

every user on the Internet hence it is not indexed and is accessible on ly 

through the deep web. 

 

The deepest layer of the Internet is known as the “Dark Web” or the 

“Darknet” [2]. The websites on the dark web are hidden in such a way that  

it  requires a special  browser and mechanism to access them. Unlike the 

surface and deep web, the dark web utilize s the Onion Routing [3] 

technique to establish the connection between the user and the website.  

The dark websites can only be accessed via the Tor browser that ensures 

the anonymity of the users while s urfing the dark web.  Given the level of 

anonymity provided by the dark web platforms, the users may leverage 

this to perform several legal and illegal tasks.  A comparison of the layers  

of the Internet is  shown in Table  1.1.  

 

Table 1.1: An Overview of the Web Content Layers. 

Web Content  Access ibil ity  Indexing  Users  

Surface  Web Regular  Web 

Browser  ( l ike 

Chrome,  Fire fox,  

Safar i)  

Indexed by search 

engines  

General  user  

Deep Web Regular  Web 

Browser  ( l ike 

Chrome,  Fire fox,  

Safar i)  

Not Indexed by 

search engines  

Users  who have 

permissions  

Dark Web Specia l  Browser  

 ( l ike Tor  browser)  

Not Indexed by 

search engines  

Users  who want to  

remain anonymous  
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Accessing the Dark Web: The Onion Routing (Tor)  

The dark web can be reached via multiple methods using 

decentralized and anonymous hops. Some of the methods include The 

Onion Router (Tor), the Invisible Internet Project (I2P)
2
 and the Freenet

3
. 

Among all the tools available, the Tor is the most commonly us ed for 

accessing the dark web [4]. The Tor was initially developed by the United 

States Naval Research Laboratory as The Onion Routing Project in 2002 

for the secret communication of electronic messages.   

 

The idea behind the development of the onion routing technique was 

to conceal the communication between the two users. It aims to provide 

the utmost privacy and anonymity while using the Internet  [5]. In onion 

routing, whenever communication is made between the client and the 

server,  instead of a direct connection, a circuit of three random nodes is  

created between the two ends.  These nodes are called the relays and each 

of the relays only knows about the relay it receives the data from and the 

relay to which it sends the data. All the relays in the circuit are unaware 

of the complete path taken by the data packet. The data is encrypted for  

each of the relays with separate encryption keys  before reaching the 

destination.  

  

The data packet  from the sender with the three layers of encryption 

is passed on to the first node  of the circuit called the guard  node. The first  

layer of the data packet is decrypted by the entry node with i ts key.  The 

entry node only knows about the sender.  The packet is then transferred to 

the middle node which decrypts the second layer of encryption. The 

middle node does not have any information about the sender.  Finally,  the 

data packet is  moved to the last  node called the exit node which remove s 

the last layer of encryption.  

                                                           
2
 h t tps: / /get i2p.ne t /  

3
 h t tps: / / f reenetprojec t .org /  
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The exit nodes can see the original data received from the sender 

but it  does not know who the sender is . The data packet is then forwarded 

to its actual destination over the open Internet. The destination only has 

the information of the exit node and is unaware of the actual source of the 

packet.  The destination can use the s ame connection to send the response 

to the actual source.  Figure 1.1 shows the graphical representation of the 

onion routing and how it differs from the regula r routing technique.  

 

 

Figure 1.1:  The Onion Routing Technique.  

 

The Tor Browser  

The Onion Router browser or the Tor browser is similar to the 

conventional  Internet browsers like Google Chrome or the Internet  

Explorer except that  it  is modified to keep its  user identity anonymous . 

The Tor browser disguises the original Internet Protocol (IP) address of 

its users in an attempt to provide anonymity while surfing the web.  The 

Tor browser is available for download from the official website of the Tor 

Project
4
.  It  comes both as a standalone app lication bundle in the form of a 

modified Firefox browser  or an embedded operating system package.  

                                                           
4
 h t tps: / / torprojec t .org /  
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As per the Tor Project Inc., the Tor browser is  being used to 

safeguard the privacy of the users while accessing the Internet.  It  may be 

beneficial to access the websites that are blocked in oppressive regimes, it  

also allows the residents of oppressive regimes to securely communicate 

over the Internet without the fear of censorship.  Since the Tor browser 

employs the onion routing technique to conceal  the connections, it  can 

effectively be used to access the dark we b. The websites on the dark web  

that are accessible through Tor are commonly known as the hidden 

services.  

 

Hidden Services  

The Tor allows setting up the servers  that are hard to trace and can 

only be accessed through the Tor browser. It enables to host any type of 

content on the servers bypassing all forms of restrictions and monitoring. 

The actual  location of these servers  is unknown to the Internet Service 

Providers (ISPs), law enforcement agencies and  even to the Tor project.  

These servers are commonly referred to as the Tor hidden services which 

constitutes the Tor dark web.  Unlike the surface web, the web address of 

the hidden services consist s of sixteen alphanumeric characters which are 

difficult to understand (for example,  uzxmoz3g7gsfvita.onion) and ends 

with the top-level domain of .onion .  The .onion domains do not map to an 

IP address and hence could not be traced anywhere.  

 

There is no database (like the Domain Name System (DNS) on the 

surface web) of the hidden services that contain the onion addresses.  

Moreover, the hidden services are not indexed by traditional search 

engines like Google or Yahoo. The sites like The Hidden Wiki
5
 provides 

some of the onion addresses on the dark web.  Once the address of the 

hidden service is known, an encrypted connection is established both by 

the client and the server to an intermediary node called the rendezvous 

                                                           
5
 https://thehiddenwiki.org/ 
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node that  acts as a bridge between the two ends for the communication. In 

this way, the anonymity of both the client and the server is ensured.  

  

1.1.2 Need for the Dark Web 

The dark web may be used for many reasons by people to hide their 

online presence. It was primarily developed to ensure the privacy of 

communications in a variety of domains. The use of Tor has been 

extensively promoted to protect the freedom of speech, online privacy and 

security [6]. Some of the common purposes of the use of the anonymous 

platform are discussed below.  

 

Secret Communication:  The anonymous platform may be utilized by 

individuals or groups of people for discussing sensitive information on 

private chat  services and online forums. The users may leverage this 

platform to discuss their private matters such as serious diseases or 

bullying or injustice they have faced. The corporate environment may also 

use this to discuss thei r business strategies and plans .  

 

Whistleblowing:  Whistleblowing is the act  of disclosing government or 

organization confidential  information in the public domain. Though the 

sharing of private government information to the public has been 

advocated as the right of the public [7], it  is considered a treacherous act  

in many countries.  Moreover, the disclosure of an organization or 

company’s private information also falls under illegal acts in countries 

like the United States.   

 

The dark web is a safe den for journalists, whistleblowers to 

connect with the general public to disseminate secret  information 

regarding the government or an organization. They can secretly share 

classified documents and texts with other individuals.  The prime example 

of whistleblowing on Tor was that of Edward Snowden. Snowden 
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reportedly used Tor to connect with the journalists to share some of the 

most secret  information of the United State s (US) security forces [8]. He 

exposed the mass surveillance program PRISM of the US that  attempts to 

reveal  the identity of people who use anonymizing tools l ike the Tor  [9].  

 

Censorship Evasion:  Tor can be used by the citizens of the oppressive 

government to evade censorship on the blocked content  [10]. They can 

securely access the websites that are banned from us e by the government.  

People can express their poli tical views, dissents with their governments  

without any action [11]. It is beneficial in the countries with strict  

monitoring and government -sponsored censorship against  journalists,  

protestors and poli t ical activists.  For example,  Tor has enabled the 

journalist to evade government censorship and let the world know about 

the situation when the riots were happening in Egypt  [12]. The political  

activists may uti lize Tor in the repressive governments for secret 

communications with other individuals,  advocating  social reforms, etc.  

 

1.2 Illegal Activities on the Dark Web  

The use of the dark web is not l imited only to the good purpose but 

is also used by bad actors for unethical  and illegal activities.  The dark 

web is infamous for being a safe ground for several il legal activities [13].  

Some of the activit ies are illicit  drug trafficking, firearm t rafficking, fake 

documents and counterfeit currencies . Other disgusting things include  

child abuse content,  violence and human experiments [14].  There have 

also been reports on the usage of dark web platform s by terrorist and 

extremist  groups to spread their propaganda [15].  

 

Malware has used the Tor network to sniff the victims off their 

private and confidential information [16]. Ransomware has also been 

found to be originating from the dark web where they take full control  

over the infected system by encrypting user 's data and demand ransom in 
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the form of cryptocurrency for decryption [17]. The term dark web would 

refer to the Tor dark web unless specifically mentioned.  A brief  

description of some of the illicit acts on the dark web is given in Table 

1.2.  

 

Table 1.2: Some of the illegal activities on the Dark Web and their 

description.  

Activ ity  Descr iption  

Drugs  Prescr ipt ion drugs l ike s t imulants,  depressants ,  

narcot ics ,  e tc  are  o ffered i l lega lly  

Adult  Content  Extreme pornographic content  l ike bes t ia l i ty,  

amputee porn and  chi ld  abuse  content  

Firearms and 

Ammunit ions  

I l legal  t ra ff icking of f irearms,  ammuni t ion,  

exp losives and  other  defensive gears  

Credit  Card Dumps  Detai ls  o f c loned and  s tolen credi t  cards ,  PayPal 

and  bank accounts  

Counterfe its  Fake  currencies  l ike the  US Dollars,  Euros and GB 

Pounds  

Hitman Contrac t  ki l lers  to  assassinate  anyone on the  plane t  

(as cla imed)  

Human Experiment  Visual  content  depict ing vict ims be ing mut i lated  

Gore  Graphic content  o f medical  procedures,  agony and 

bloodshed  

Fake Documents  Forged documents  l ike passport ,  academic degrees,  

c i t izenship documents e tc  

Wildlife  Products  Products  o f endangered and  vulnerable spec ies 

( f lora and fauna)  l ike rhino  horn,  e lephant ivor y 

Digital  Materia l  Ebooks and guides on unethical  hacking,  3D 

print ing of f irearms,  DIY explos ive prepara t ion  

 

The major hubs of illegal activities on the dark web are  

cryptomarkets or darknet marketplaces or simply marketplaces.  

Cryptomarkets are virtual markets that  sell a range of products in a single 

place. Many of the products  and services discussed in the Table 1.2  can 

easily be found on a single marketplace.  
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1.2.1 Cryptomarkets  

Cryptomarkets are hidden services that deal in the trade of illegal 

and controversial goods and services. Some of the goods include illegal 

firearms, stolen products,  counterfeits , credit  card dumps, pirated 

software among others with d rugs being the most popular product  [18].  

The cryptomarkets operate similarly to Amazon or eBay on the surface 

web except that the users are allowed to remain anonymous while 

completing transactions on the dark web cryptomarkets.  

 

The most notable example of the cryptomarkets is the Silk Road  

marketplace that appeared in the year 2011. The rapidly growing 

marketplace had generated a revenue of around 15 million US dollars in 

the year 2012 bringing it under the lens of the law enforcement agencies  

[18]. In October 2013, Silk Road was shut down by the Federal  Bureau of 

Investigation (FBI) followed by the arrest of i ts administrator. However,  

Silk Road version 2 was soon launched under a different domain.  

Moreover, the extensive populari ty of the Silk Road lead s to the 

emergence of several other cryptomarkets with a la rge number of vendors 

offering a multitude of both legal and illegal  products [19].  

 

Exploring the Cryptomarkets  

An individual can explore the products available on the 

cryptomarkets by creating a user account [18]. Vendors advertise their 

products on the cryptomarkets through their respective vendor accounts.  

Each of the vendors has their profile information that  shows their 

popularity,  reputation, products they offer and their ratings. The products 

available online contain their vendors and price. It may also include the 

shipping location of the vendor and a review of the products purchased by 

the customers from that vendor. The majority of the products on the Silk 

Road goes out of the stock within three weeks and one -fourth of them 

were in stock for not more than three days [18].  
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The product may be available as an open listing or through a direct  

invitation link intended to be displayed only to specific customers. Such 

types of listings are only provided to users which are trusted by the 

vendors with positive transaction history.  Many times, a user can directly 

contact the vendors through the messaging service to enquire about 

specific products of their interest. Once a product has been finalized by 

the user, it  can proceed to buy either through the escrow service or by 

directly transferring the amount to the vendor.  

 

Products Offered on Cryptomarkets  

Cryptomarkets  are known to offer a multitude of products including 

both physical  and digital  items.  The users can comfortably go through the 

complete product catalog available under one roof.  The marketplace 

usually has a similar layout displaying main product categor ies and the 

sub-categories . The individual product pages display the product 

specifications in detail along with the vendor description.  A user can add 

its desired product into shopping cart of the marketplace and proceeds to 

checkout to confirm the order.  

  

Among all the products available on the dark web, drugs were the 

most popular [18]. The type of drugs include some of the most harmful 

drugs like heroin, crack cocaine, fentanyl  etc. Party drugs like ecstasy  

and LSD  pills are also popular.  The catalog of the Silk Road contains 

more than 200 distinct categories of items . Other products include digital  

items like e-books, hacking guides,  software, hacking tools,  credit card  

dumps, fake documents etc.   

 

1.2.2 Cryptocurrencies  

To complete the transaction on the cryptomarkets, users must have 

cryptocurrencies. Bitcoin  is predominantly the preferred cryptocurrency 

followed by others l ike Monero, Etherium, Litecoin  etc.  Cryptocurrencies 
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are digital currency that employs cryptographi c techniques for the 

execution of a transaction. Contrary to regular banking currency,  

cryptocurrencies are decentralized where each transaction is authorized by 

all the involved participants instead of a central nodal authority.  This also 

keeps the Bitcoin transaction away from the control of any central  

monitoring agency [20].  

 

For example, Bitcoin uses blockchain technology that  maintain s the 

historical record of all the Bitcoin transactions that ever happened and is 

publicly available. Whenever a new transaction has to be completed, it  is 

added to the blockchain and has to be approved by all the participating 

entit ies. Bitcoins can be bought using platforms similar to that of online 

Internet banking. As per the writ ing of this thesis, there was near about 

18.6 million Bitcoin currently in circulation in the market. The price of 

Bitcoin is highly unpredictable and varies irregularly.  Moreover, the 

mining of Bitcoin requires high computing power.  

 

The individual user can create online wallets to acquire Bitcoin and 

use it to perform any transaction. Once the user  has a sufficient 

cryptocurrency in the account, he/she can begin to initiate the transaction 

on the cryptomarket.   

 

Shipping of Goods  

Cryptomarkets offers both electronic and physical items. The 

electronic or digital items can be delivered to the buyer di rectly through 

his/her email address. However, delivery of physical items is only 

possible at the buyer 's location. The buyers can share their physical  

location with the vendors through secret communication services available 

on the dark web. The secrecy o f the communication can be enhanced with 

the encryption techniques like P retty Good Privacy (PGP). The 

cryptomarkets prefer the PGP to resist law enforcement actions [19].  
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PGP is an encryption technology that  ensures the privacy and 

security of the messages involved in the communication  between the two 

parties. It is a cryptographic technique where a pair of public -private keys 

is generated for encrypting the message. The sender of the message shares 

the public key with the receiver for encrypting the message. The receiver 

upon receiving the message from the sender decrypts it  with the private 

key.  

 

Upon receiving the address from the buyer, the vendors pack  the 

bought i tem in different forms depending on the nature of the item to 

minimize the suspicion on the packaging. Drugs a re packed in airtight 

packets and concealed in envelopes to minimize their smell so that the 

frequent posts from the same address do not look dubious .  Vendors may 

also post shipments  at different times and may also use different 

addresses to minimize the suspicion from the intelligence agencies.  The 

buyers of the products  may use the address of some other buildings in the 

locality or that  of abandoned locations instead of their correct address.  

They then receive the package from that address to avoid possible law 

enforcement intervention [21].  

 

Once the buyer receives the shipment successfully,  he/she is 

expected to post the feedback of the purchase on the cryptomarkets via 

online feedback forms. Most of the buyer 's feedback on the cryptomarkets 

indicates the positive review of the products [19]. The prospective 

customer can examine th is feedback about vendors and their products to 

make any future purchase.  The buyers can also use  the cryptomarket 

forums to share their shopping experiences on the dark web. The 

cryptomarkets can directly host  their discussion forums or they may 

provide a link to an individual hidden service specifically providing the 

forums. Cryptomarkets like Alphabay and Dream  market have their forums 

to facili tate interaction between the customers and the vendors  [19].  
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1.2.3 Why use Cryptomarkets?  

The main reason behind the popularity of the cryptomarkets for 

purchasing drugs was the comfort of getting them delivered at the 

doorstep from the varied range of dru g types with different qualities from 

the different vendors [22]. This is  complemented by the transparent 

review of the products through discussion forums and online ratings  [18],  

[22-24]. Many users have also acknowledged the level of safety when 

buying online instead of conventional street purchasing where there is a 

risk of violence [25].   

 

Furthermore, the anonymity that  comes with the cryptomarkets like 

Silk Road was also the critical factor in building user trust  as i t  makes the 

buyer thinks that there was much less risk of being intercepted by the law 

enforcement agencies  [24]. However, many users have reported several  

cases of monetary loss and unable to receive the products when shopping 

on the cryptomarkets [26].  

 

The above findings of the user experiences on cryptomarkets 

indicate several advantages of buying goods especially drugs online 

instead of streets.  Though they come with some risks buying on 

cryptomarkets that when happens could mar the joy of first -time shoppers.  

 

1.3 Law Enforcement Actions on the Dark Web  

The illicit  nature of the products available on the cryptomarkets ha s 

put them under the radar of law enforcement and surveillance agencies.  

Several attempts have been made to take down the illicit cryptomarkets 

and were successful.  

 

Silk Road  was busted in the year 2013 by the FBI and reportedly 

recovered Bitcoin amounting to the value of around 3.6 million US dollars  

[21]. The agents of the FBI disguised as vendors have managed to reach 
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and communicate with Ross Ulbricht,  the administrator of the Silk Road  

[27] .  Consequently, after the closure of the Silk Road, Ross Ulbricht was 

taken into custody and was charged under the narcotics laws which 

sentenced him to l ife imprisonment  [28].  

 

The closure of the Silk Road did not have much effect on  the dark 

web ecosystem and the sales of products grew rapidly after a short time 

[19]. The Dutch Police conducted Operation Commodore in February 2014 

to bust another marketplace called Utopia .  The Dutch Police utilized the 

same technique as that of the FBI in the case of Silk Road. 

 

However, one of the most disruptive law enforcement actions was 

Operation Onymous  that  was carried out in November 2014. The Europol, 

Department of Homeland Security and the FBI collaborated to attack the 

Tor dark web. The result of Operation Onymous was that seve ral Tor 

hidden services were taken down including eleven marketplaces namely: 

Alpaca, Black Market,  Bluesky,  Cannabis Road 3,  Cloud9, Flugswamp, 

Hydra, Pandora, Silk Road 2.0 ,  Topix2  and Torbazaar [29]. Several  

individuals were arrested who were involved in the functioning of these 

cryptomarkets and were prosecuted  [30].  

 

In Operation Hyperion carried out in November 2016, a d ifferent 

approach was taken from the previous attempts. It was join tly conducted 

by the intelligence agencies of Australia, Canada, New Zealand, the 

United Kingdom and the US. It was not aimed to close the marketplace 

instead focused to contact the people who were allegedly involved in this  

trade. The specific persons were warned to stop their activity immediately 

and failing to do so would lead to legal actio n. Several  thousand people 

were talked in this regard by the Swedish police only among others.   The 

names of the individuals who were found to be involved were made 

publicly available by the Dutch police  [31]. 
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The most recent law enforcement action happened in July 2017 

jointly conducted by the FBI, the Drug Enforcement Administration 

(DEA) and the Dutch Police. The operation resulted in the s hutdown of 

Hansa  and Alphabay cryptomarket.  The Dutch police took control over the 

Hansa  but did not shut it  down, instead, it  was kept online to keep watch 

on the user activities. They then collaborated with the DEA and FBI to 

watch the movement of users to Hansa  after the closure of the Alphabay. 

As expected, the dislodged users of the Alphabay  have moved to the 

Hansa giving an opportunity to the law enforcement agencies to better 

understand their activities  [32].  

  

1.3.1 Impact of the Law Enforcement Actions 

The impact of law enforcement action on the cryptomarkets was 

analyzed in multiple studies.  The closure of the Silk Road  saw a drastic  

reduction in the sales volume but it  began to increase rapidly after a short 

time [19]. After the shutdown, the usage of the cryptomarket remain s 

popular with the rise of new marketplaces [33]. The same track of events 

happened after Operation Onymous indicating that such operations do not 

have a long-lasting impact on i ts users [34] . 

 

The dark web ecosystem is highly unstable and ever -evolving where 

new hidden services rapidly come up and go down [35]. Therefore,  

continuous monitoring of these websites is necessary to control their 

illicit  activities. The law enforcement agencies should also focus on new 

techniques and methodologies to detect i lleg al activities being carried out 

on the cryptomarkets.  This thesis aims to propose new methodology and 

techniques to counter illegal activities on the dark web which are 

important in terms of the law enforcement agencies.  It  specifically 

focuses on the two i llicit  activities: drugs and firearms trafficking on the 

Tor dark web. These activities were identified based on their prevalence 

on the dark web and their negative impact on society.  
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1.4 Motivations and Problem Formulation  

In today’s scenario, a popular search engine like Google is  

inevitable while gathering information from the Internet. However, they 

still  cannot index the hidden services on the dark web despite employing 

the state of the art indexing and crawling algorithms.  The profound 

amount of anonymity guaranteed by the Tor infrastructure  has always 

tempted the criminals and fraudsters to expand their online trade thereby 

opening new challenges for the cyber -security and law enforcement 

experts [36].  

  

Several  individuals and collaborated attempts have been made by 

law enforcement agencies to disrupt the grey trade areas on the dark web 

with much success.  However, the strong resilient nature of the hidden 

services has mandated continuous efforts by the law enforcement agencies 

to tackle illicit  activities.  Moreover, there also exist some key hidden 

services that are a crucial player in the sustenance of the dark web 

ecosystem [37]. Therefore identification and monitoring of such key 

websites could play an important role in studying the structure of dark 

web markets.   

 

The dark web environment is dynamic in nature which requires 

continuous surveillance by law enforcement agencies. In such type s of 

scenarios, automated tools and methodologies have a clear advantage over 

manual approaches.  Hence, the researchers should focus on proposing 

automated approaches  for tracking il licit activities over the dark web.    

 

The literature review of the dark web  in general  and Tor hidden 

services, in particular,  has uncovered that the trade of illicit drugs and 

other psychoactive substances  is the most common illegal activity among 

others on the dark web. Moreover as discussed in section 1.3, the majority 

of the law enforcement actions on the cryptomarkets have the primary 



17 

 

goal of disrupting the drug trafficking network. Infact, the infamous Silk 

Road  got busted by the FBI because of the volume of illicit drug business 

being carried out there. Therefore, preventing drugs sale on the dark web 

is on the priority list of the en forcement agencies. On the other hand ,  

firearm trafficking on the dark web though small in number poses a great  

threat to the lives of people. A single pistol sold on a hidden service 

could endanger several lives if it  gets into the hand of a criminal.   

 

The existing studies have managed to expose only the qualitative 

characteristics of the dark web marketplaces. These studies have analyzed 

the data extracted from the marketplaces that have been shut down by law 

enforcement agencies. However, there is a ne ed to develop dynamic 

methods that can be applied to any of the hidden services or marketplaces.  

Also, such methods should consider the content of the hidden services so 

that they can be applied to any type of hidden services. The present work 

in this thesis attempts to provide the solutions to these problems by 

proposing automated methods for identifying illicit activit ies on the dark 

web platform.  

 

Machine learning and natural language processing methods have 

garnered good popularity in the domains of academic research. These 

methods have been proven to show good results accuracy and optimal 

performance in their relevant fields. These methods can also be applied in 

the current study to develop methods for identifying ill ici t activities on 

the dark web. The li terature review of the existing work conducted in the 

next chapter reveals that albeit there ha s been several efforts to index the 

illicit activities on the dark web, still  there are some gap and limitations 

in the existing methods.  

 

To help support the law enforcement and intell igence agencies for 

monitoring and further investigation of il licit  activities on the dark web, 



18 

 

we propose techniques based on machine learning and natural language 

processing. These techniques could prove beneficial in identify ing key 

hidden services on the dark web involved in the il licit trade of drugs  and 

firearms trafficking. Therefore, a study focusing on providing solutions 

for tackling the illegal dark web trade is proposed under the following 

title:  

 

“Identification and Classification of Illegal Content 

on Tor Dark Web” 

The research solutions to the problems presented in this work can 

be broadly divided into the following parts:  

 

1.4.1 Hidden Services Classification   

The classification unit can be applied to classify a hidden service 

into one of the pre-defined categories based on the textual content of the 

service. The objective here is to classify the il legal hidden services into 

various classes. There are different types of content present on the dark 

web including legitimate content but the law enforcement agencies are 

interested in only those services which offer illegal content. Moreover,  

manual monitoring of a large number of hidden services continuously may 

prove to be an impractical approach in terms of resources  and cost-

effectiveness. This motivated us to propose an automatic and efficient 

tool for the monitoring of the Tor hidden services by the law enforcement 

agencies. The main advantage of this tool is the automatic tagging of the 

hidden services that host i llegal content.  

 

1.4.2 Content Based Identification  

This component could be used to identify key hidden services 

dealing in drugs and specific firearm list ings  using content based textual 

features.  The proliferation of the hidden services on the Tor networ k 
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brings us the need of identifying the key domains and specific product 

listings among others.  The content based identification could provide 

solutions to the problems like What are the most harmful drug providing 

services in the Tor network?  or Where are the firearm listings available 

on the Tor network?   

 

The answer to these questions may enhance the ability of law 

enforcement agencies in locating the key hidden services by channeling 

their efforts in monitoring them instead of the less signific ant ones. The 

content based identification would  easily recognize a hidden service 

hosted under a new domain with the same content if it  is previously been 

taken down by law enforcement actions.  Moreover, it  easily identifies a 

newly established service be fore it gains popularity among the users if it  

hosts similar content to a service that has previously been tagged by our 

methodology.  In this way, the law enforcement agencies could take down 

newcomers before they could impose any threat to the users.  

 

1.4.3 Link Based Identification  

The last component could be applied to identify influential hidden 

services based on their  hyperlink connectivity to the other services in the 

network. The link based identification of influential  domains works by 

representing the Tor network into a directed graph where vertex 

represents a hidden service and an edge denotes the hyperlinks between 

the services. In this approach, the edges of the graph determine the 

influence of the node in the whole network. Contrary to the co ntent based 

approach, the link based does not require a previously trained model for 

its working.  

 

The link based can also identify the influential domains irrespective 

of the content hosted on it,  thus i t can be uniformly applied for any type 

of hidden services.  However, one major drawback of the link based 
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approach is that  it  cannot identify the isola ted nodes in the graph even if 

it  is an influential  one. The link based identification could act as a 

complementary approach along with the content based approach enabling 

the law enforcement agencies to direct their resources towards monitoring 

the specific and key services.  

 

1.5 Research Objectives  

The dark web is a hotspot of criminal activities.  Drugs and firearm 

trafficking, child abuse, and even human trafficking and kidney racket are 

some of the most disgusting things that could be found online. The dark 

web can be regarded as an advanced and more sophisticated mechanism 

used by miscreants as compared to cybercrime. Moreover, i t  also serves as 

an example of how criminals leverage anonymous platforms for meeting 

out their il l  intentions. It is compleme nted by the global reach of these 

activities that surpass the local geographical boundaries to mark their 

ubiquitous presence. The government and law enforcement agencies strive 

to ensure that  these activities should not happen on anonymous platforms.  

  

This thesis aims to put forth methods to identify and monitor the 

nefarious activities of the hidden services on the Tor dark web. To 

achieve this task, we proposed various methodologies based on machine 

learning, natural language processing, feature engineering and grap h 

analysis that could be used for monitoring and further investigation by the 

law enforcement agencies.   

 

The following objectives are adopted to accomplish this task:  

 To design a crawler for scraping the textual content of the Tor 

hidden services .  

 To study the network topology of the Tor dark web using the graph 

metrics.  
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 To use machine learning techniques for the classification of illicit  

activities on the dark web. 

 To propose dimensionality reduction techniques for optimal 

classification performance. 

 To propose a metric for calculating the harmful impact of the 

hidden services that is selling ill icit  drugs .  

 To detect and identify the popular firearm listings using ensemble 

machine learning methods on hidden services offering the illegal 

trafficking of firearms. 

 To identify important hidden services in the Tor network using 

hyperlink analysis .  

 

1.6 Main Contributions  

The major contributions of the thesis are summarized below:  

 A dataset of the Tor hidden services consisting of 4102  Tor hidden 

services categorized into 31 different categories is presented. Each 

of the hidden services is manually labeled into the corresponding 

category.  

 In first of its kind, a language -wise categorization of the hidden 

services in the dataset is performed. Beside s English, hidden 

services were separately categorized  for each of the 31 non-English 

languages.  

 A two-step dimensionality reduction scheme is proposed for  

obtaining an optimal feature set to be used in  the textual 

classification of the hidden services.  

 A text classifier using the two-step dimensionality reduction 

scheme is proposed to classify the hidden services into five 

categories with better performance than the baseline methodology.  

 A metric is proposed to rank the hidden services based on the harm 

level of the il licit drugs they offer to the users.  
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 An ensemble classification model  with an engineered feature set  is  

proposed to predict  the specific firearm listings (handguns and 

rifles) on the cryptomarkets with good classification performance.  

 We study the effect of the part -of-speech tagged feature set on the 

performance of the proposed ensemble model and demonstrate their 

superiority over the original feature set  through experiments.  

 We study the statistical mechanics of the Tor network by analyzing 

the topological and graph-theoretic properties. We uncover the 

small  world and scale-free nature of the Tor dark web network.  

 We propose a link based ranking methodology to identify the 

influential domains in the Tor network.  

 

1.7 Limitations  

Every study is limited by some facts that  need to be discussed. The 

advantage of proposing new methods is that it  provides whole new 

dimensions to the area under consideration while limitations reveal the 

possible points that the proposed study is lagging.  Despite several reasons 

that move the current work in the direction of applying i t in real practical  

scenarios,  there are some limitations  also.  Some of them are listed below:  

 The current approach only considers t he textual content though 

there are multimedia content that could enhance the current work . 

 The present work only consider the two illegal activities among a 

range of others on the dark web . 

 The current work has only studied the Tor dark web skipping the 

I2P and the Freenet environment .  

 

1.8 Thesis Outline  

The thesis consists of seven chapters. The first chapter gives an 

introduction to the problem, motivation behind the study, research 

objectives and main contributions.  A brief description of the remaining 

chapters is given as follows.  
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Chapter 2: Literature Review  

This chapter reviews the existing literature for the methodologies 

and techniques associated  with the objectives of research as discussed. It 

discusses the published work on the expl oration of the dark web networks, 

automatic methods for identification and classification of illegal content 

on the dark web. Next, it  analyses the work on focusing on the 

vulnerabilities in the Tor software and tools to further enhance the 

privacy of the users.  

 

Moreover, it  explores the studies on the topological properties of 

the dark web as well  as the surface web.  Next, it  focuses on the variety of 

illegal products and services available on the Tor marketplaces, their 

mode of operations and other characteristics.  Finally,  it  explores several  

link analysis algorithms for identifying important nodes in the web graph.  

 

Chapter 3:  Hidden Services Classification  

This chapter describes the automatic classification of hidden 

services using the machine learning  models.  It  starts by explaining the 

process of collection of the dark web text dataset  followed by its analysis 

and manual categorization. Additionally,  it  addre sses the problem of 

feature selection and proposed a two -step dimensionality reduction for 

generating an optimal feature set for the classifier. The effectiveness of 

the two-step dimensionality reduction scheme is tested on the two datasets  

using standard classification metrics. The results are also compared with 

the baseline methodology for the  classification of Tor hidden services.  

 

Chapter 4: Content Based Identification -Ranking Drugs Hidden 

Services  

Chapter four describes the content based techniques proposed for 

identifying the il legal activities on the T or dark web. A ranking 

methodology is proposed for ordering the hidden services involved in 
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illicit drug trafficking based on the severity and harmful effects of the 

controlled drugs. Next, it  describe s the generation of the ground truth data 

to be used as a benchmark for evaluating the performance of the proposed 

ranking technique.  

 

Chapter 5: Content Based Identification-Predicting Firearm Listings  

In this chapter,  the methodology for predicting the specific firearm 

listings on the Tor dark web has been proposed. Furth ermore, it  describes 

the construction of the ensemble classification model and the engineered 

feature set for the prediction of firearm listings. Finally,  i t  concludes with 

the results of the experiments followed by a discussion.  

 

Chapter 6: Link Based Identification 

Chapter 6  describes the algorithm for ranking the hidden services to 

identify the influential domains among them. It  describes several factor s  

that  govern the influential  nature of the hidden service followed by the 

formulation of the algorithm to rank them by their influence. It further 

describes the graph robustness metric that will be used for evaluating the 

performance of the ranking algorithm. Finally,  it  concludes with the 

experimental setup, results and their interpretation.  

 

Chapter 7: Conclusions  

The final chapter of the thesis outlines the research work carried 

out along with its  conclusions followed by the possible future work that  

can be undertaken.  
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CHAPTER 2  

LITERATURE REVIEW  

 

The Internet has been the main driver behind the tremendous change 

in the lifestyle of the global population. It  has surpassed the geographical  

boundaries to mark its appearance to even in the remotest place on the 

earth. However, i t  also opens up new directions for criminals to carry out 

unlawful activities.  The dark web is one such platform that  is infamous 

for its controversial activities carried out under the umbrella of 

sophisticated routing techniques that  guarantee a nonymity.  In this 

chapter, detailed literature of the existing work on the various aspect s of 

the dark web platform and its usage is discussed.  

 

2.1 On Content Analysis of Tor Hidden Services  

The research on the dark web has focused on exploring and 

analyzing the nature of the content available on the Tor hidden services 

and their classification based on the legality of the content.  One of the 

first studies in this direction was conducted by Guitton in the year 2013 

[38]. The author has managed to collect around 1171 .onion  addresses 

from three available databases. The collected data of hidden services w ere 

analyzed and classified into two main categories na mely:  ethical  and 

unethical. They were further classified into 23 sub -categories.  Around 45 

percent of the content was reported to be into the unethical category with 

child abuse content having a major share.  The results have so much 

shaken the author that  he advocates stopping the further development of 

the Tor platform. 

 

Biryukov et al .  [39] perform the content analysis of the Tor hidden 

services on a much larger dataset than Guitton 's [38] study. They analyzed 

the content of nearly forty thousand hidden services and classified them 
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into eighteen categories using automatic tools.  They have utilized the 

MALLET and the uClassifiy  tool for classification purposes.  Around 44 

percent of content was related to counterfeits products, drugs and weapon 

trafficking, personal and identifying information from the hacked 

accounts. They also examine the linguistic diversity of the hidden services 

and found content available in 16 different languages  other than English.  

They concluded that  both the legal and illegal content is present on the 

dark web albeit  their volume is not clear.  

 

Biryukov et al.  [39] also performed the popularity analysis of the 

hidden services by recording the number of requests for a hidden service 

descriptor from the client -side and found that the botnet -related services 

were in demand.  Following the same line, Spitters et al.  [40] performed 

the classification of around a thousand hidden services using topic 

modeling and machine learning approaches. They confirm the findings of 

previous work [38] about the major presence of child abuse content  along 

with other illegal and controversi al content . However, they identify thirty 

languages in which content was present,  much diverse than the previous 

study about the variety of languages present.  

 

A study spanning six months has tried to explore the content and 

usage of the Tor hidden services  [41]. The authors have set  up the Tor 

servers and extracted the data from the Tor distributed hash table which 

resulted in the collection of a list of around 80,000 hidden services.   

According to the study,  only 45,000 services were accessible of which 

drugs-related hidden services occur for around 15 percent of the total  with 

fraudulent websites and marketplaces behind it with nine  percent each.  

One of the important results  that came out of the study was that a 

significant amount of the generated traffic (around eighty percent) 

contains the requests for the child abuse content.  Additionally,  they also 

discovered other i llegal and unethical content in their work.  
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A study by Intelliag [42], has identified nearly 30,000 .onion  

domains, however, due to the transitory nature of the hidden services,  

only half of those could be reachable. It  was found that  the sites on file  

sharing, leaked data and financial  fraud  were prevalent  among others,   

however, the sites promoting il legal weapon trafficking w ere much less 

(less than one percent). Also, the study did not try to explicitly categorize 

the content into the legal and illegal parts, though they reported that  the 

majority of the content was of questionable nature that requires law 

enforcement attention.  

 

The dubious nature of the dark web has perpetually attracted the 

researcher community. The studies focusing on indexing the hidden 

services have been continuously published. In this regard, Moore and Rid 

[2] has performed the classification of hidden services into 12 categories .  

They aim to reveal the true  picture that depicts the nature of content  

hidden behind the curtain of the Tor  network. They designed the 

customized web crawler that scrapes the text content and skip s other types 

of content (like multimedia, graphics) to avoi d immoral and unethical  

content which is a common problem in this domain.  Similar to the results 

obtained in the previous studies, they also confirm ed the presence of the 

child abuse content.  Another notable finding in their results was the 

negligible presence of the extremist websites on the Tor.  

 

The picture of the Tor dark web gets more cleared in yet another 

empirical analysis where the number of hidden services categories were 

refined into 26 different classes  [43]. The size of the dataset  under study 

was relatively large containing around eight thousand records. Out of 26 

categories, eight were related to illegal activities.  The authors of the 

study have also proposed the pipeline of the text classification for 

automatic labeling of the dark web textual content into one of the 

predefined categories.  
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2.2 On Automatic Classification of Tor Hidden Services  

The literature review related to the content  based classification of 

the web pages has been conducted in this section. The objective of the 

content based classification of web pages is to label them with one of the 

predefined classes. The text based classification is increasingly being 

applied in the detection of spam, sentiment analysis, hate content 

identification and identifying controversial content on the dark web 

network [39], [44-46]. The success of such methods depends on the 

availabili ty of an adequate amount of training data [47] as well as the 

quality of the representative features [48]. 

 

Initially,  when the dark web was not much popular among Internet 

users, the scientific community has focused its efforts on the surface web 

[49], [50]. However,  the shutdown of the Silk Road had brought the dark 

web networks into the limelight after which several researchers have 

moved on to propose automatic methods for exploring the dark web. In a 

study specifically on the Agora  marketplace, the authors presented the 

classifier for classifying the available products on the marketplace into 

twelve classes [51].  They have employed the feature selection in the 

combination of Principal Component Analysis for d imensionality 

reduction. The Support Vector Machine (SVM) classifier has achieved 

79% classification accuracy.  

 

In another study, the researchers proposed a hybrid term weighting 

technique to specifically target the terrorist  content present on the dark 

web. They have combined the Entropy, Term Frequency-Inverse Document 

Frequency (TF-IDF) and Glasgow techniques and assessed their efficacy 

on the five different classifiers including SVM [52]. Al-Nabki et al .  [43] 

have employed the automated approach for the classif ication task. The 

TF-IDF along with the logistic regression classifier have produced the 

highest classification accuracy.  They have also set the baseline 
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methodology to assess the performance of the text classifier for 

categorizing the dark web content.   

 

The automated approach was also used to classify products from the 

different discussion forums. More than four lakhs of forum posts were 

manually annotated to generate the training set for the classifier. The 

Neyman-Pearson prediction was found to be the most accurate, though not  

as good as the accuracy achieved through manual annotation [53].  

 

An automatic classification model called the Tor -use Motivation 

Model (TMM) was proposed that was specifically designed to help the law 

enforcement agencies in identifying the illegal activ ities [54]. Their 

model has classified the hidden services into the illegal and legal and 

found that the majority of the content was of nefarious nature.   

 

In another study, a parallel Tor browser framework was proposed 

with the aim of enhancing the scraping mechanism of the Tor hidden 

services [55].  A supervised classifier employing TF-IDF weighting and 

Naïve Bayes classifier was proposed for the categorizat ion of the illicit  

activities on the Tor dark web [56].  

   

Table 2.1 summarizes the various indexing efforts of the Tor hidden 

services.  The categories defined and the  size in the percentage of some 

key categories  (if reported by the author)  for each of the study is shown.  

It  can be seen that  the weapon-related hidden services remain almost 

constant across the studies. The drug-related services were changed from 

five to fifteen percent in different studies.  However, the number of 

Bitcoin-related services depicts an upward trend with the percentage 

getting almost doubled in the recent study.  The increasing popularity of  

Bitcoin also comes along wi th the related scams and frauds that could 

affect naïve users .  
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Table 2.1: Categories of the Tor hidden services content identified in 

different studies.  

Research 

Work 

Categories of  Content  Identif ied  

Gui t ton,  

2013 [38]  

-  Child  Abuse  

-  Hacking  

-  B lack Market   

-  Pornography  

-  Drugs (4)  

-  Hi t  man  

- Weapons (1)  

-  Surve il lance  

-  B itco in (2)  

-  Everything  

- Search engine  

-Racia l  

jDiscr imination  

- Personal  

-  Fi le  Sharing  

- Informat ics  

-Subversion of 

the  j s ta te  po wer  

-General  fo rum 

jwi th unethica l  

j topics  

-Ethical  and 

j speci f ic  topic  

 

-  Pol i t ics  

-  Anarchism 

- Energy 

- Pol i t ics  

-  Communism 

- Unknown  

Biryukov,  

et  al . ,  2014 

[39]  

-  Adul t   

-  Drugs (15)  

-  Pol i t ics  

-  Counter fe i t  

-  Weapons (4)  

-  FAQs,  Tutor ials  

-  Securi ty  

-  Anonymity  

-  Hacking  

- Software,  

AHard ware  

-  Art   

-  Services  

-  Games  

- Sc ience  

-  Digital  l ibs  

-  Spor ts  

-  Technology  

- Other  

Owen and 

Savage,  

2015 [41]  

-  Drugs (15)  

-  Market  

-  Fraud  

- B itco in (6)  

-  Mail  

-  Wiki  

-  Whist leblo wer  

-  Counter fe i t  

-  Forum 

- Anonymity  

-  Search  

- Hacking  

- Host ing  

- Porn  

- B log 

- Directory  

-  Books  

-  Abuse  

-  News  

-  Guns (~1)  

-  Gambling  

Intel l iag,  

2016 [42]  

-  Fi le  Sharing  

- Leaked  Data  

-  Financial  Fraud  

- News Media  

-  Promotion  

- Discussion 

FForum 

- Drugs (4)  

-  Internet  /  

CComputing  

- Porno /Fet ish  

-  Hacking  

- Weapons (0 .3)  

-  Other  

 

Moore and  

Rid ,  2016 

[2]  

-  Arms  

- Drugs  

-  Extremism 

- Finance  

- Hacking  

- Nexus  

-  I l legi t imate  

PPornography  

- Other  I l l ic i t  

-  Socia l  

-  Vio lence  

-  Other  

-  Unknown   

Al Nabki et  

al . ,  2017 

[43]  

-  Vio lence  

-  Services  

-  Drugs  

-  Marketplaces  

-  Pornography  

- Socia l  Network  

- Cryptocurrency  

- Art /Music  

 

-  Gambling  

- Down 

- Empty  

- Forum 

- Hacking  

- Host ing and 

aSoftware  

-  Fraud  

- Wiki  

-  Leaked  Data  

-  Locked  

- Personal  

-  Pol i t ics  

-  Religion  

- Library/Books  

 

-  Counter fe i t  

wMoney 

- Counter fe i t  

aCredi t  Cards  

-  Counter fe i t  -  

qPersonal  

dIdenti f icat ion  

- Human 

TTraff icking  

Dal ins,  

2018 [54]  

-  Drugs/Narco tics  

-  Extremism 

- Finance  

- Child  

EExploi ta t ion  

- Hacking  

- Ident i ficat ion 

/Credentia ls  

-  Inte l lectual  

PProperty/  

hCopyr ight  

hMater ia ls  

-  Pornography-

AAdult  

-  Search Engine /  

AIndex 

- Unclear  

-  Vio lence  

-  Weapons  

-  Other -Not o f 

DInterest  
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2.2.1 On Language Analysis of Tor Content 

A limited number of studies have also tried to identify the variety 

of languages other than the English in which the content is offered on the 

Tor dark web.  Table 2.2 shows the non-English languages identified in the 

Tor content across the three studies.  Biryukov et al.  have applied the 

Langdetect  tool to identify the type languages in their dataset  [39]. They 

have reported that  84 percent of the total content was in English followed 

by the other languages. They have iden tified 16 different non-English 

languages of which the majority of them were European languages.  

 

Table 2.2: Non-English languages identified in the Tor content in 

different studies.  

Research 

Work 

Number of  

languages 

ident if ied  

Languages  

Biryukov,  e t  

al . ,  2014 [39]  

16 Arabic  

Bantu  

Basque  

Chinese  

Czech 

Dutch  

French 

German 

Hungarian  

I tal ian  

Japanese  

Polish  

Portuguese  

Russian  

Spanish  

Swedish  

Spi t te rs et  a l . ,  

2014 [40]  

29
*
 I ta l ian  

German 

Russian  

French 

Albanian  

Slovene  

Bulgarian  

Spanish  

Polish  

Danish  

Hungarian  

Czech 

Finnish  

Portuguese  

Swedish  

Dutch  

Romanian  

Turkish  

Greek 

Croatian  

Chinese  

Japanese  

Intel l iag,  2016 

[42]  

30 German 

Chinese  

French 

Russian 

Spanish 

Dutch 

Quechuan  

Portugese  

I tal ian  

Tai-kadai  

Polish 

Norwegian 

Danish 

Swedish 

Finnish  

Armenian  

Kinyarwanda 

Mal tese I r i sh 

Greek 

Bulgarian 

Luxembourgish 

Kurdish  

Chinese  

Korean  

Amhar ic 

Georgian 

Malay 

Kannada 

Romanian 

Hebrew 

 

*
So me languages wi th less percentage were  not  expl ic i t ly mentioned   
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Spitters et al.  [40] also use the automated classifier to identify the 

non-English languages.  They have identified 30 different languages with 

English being the majority with 83.27 percent.  The Intelliag report [42]  

published in the year 2016, has identified 31  different languages in their 

collected dataset . However, the report  explicitly did not tell about the 

method of language detection. With a small dip in the percentage as 

compared with the previous findings, English again topped the chart with 

76 percent followed by German and Chinese languages.   

 

All three studies have only identified the percentage of content 

present in non-English languages. The bifurcation of content among 

different categories for the non-English content has not yet  been explored 

in any of the studies to the best of our knowledge.  

 

2.3 On Tor Vulnerabilities  

A number of studies have focused on identifying the loopholes and 

vulnerabilities in the Tor software ,  or customized attacks on the network  

and providing adequate measures to tackle the Tor anonymity. In this 

regard, TorFlow, a collection of tools was proposed for quantifying the 

effectiveness of Tor routers in terms of their reliability  [57]. Through the 

Tor directory, such measurement could be made available to the Tor client 

in choosing efficient relays.  In a study, it  was found that  a malicious 

router could corrupt the information funneling through it by modifying it s  

settings [58]. To counter such types of at tacks, the authors introduced the 

opportunistic algorithm for measuring the bandwidth that could help the 

users in achieving better anonymity.  

 

In another study, StegoTorus [59], tool was proposed to conceal the 

Tor usage from the protocol analysis t echnique. It achieves this by 

disguising the packets in such a way that  it  resembles it coming from the 

other protocols like the HTTP. In the same way, at  the transport layer, the 
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Tor circuits are spread over a number of small connections for each 

packet to hide the actual protocol.  In Biryukov’s, et al.  work [39], they 

took the advantage of the entry nodes or guard nodes of the onion routing 

circuit to reveal the identity of the users of a hidden service. They also 

performed the populari ty analysis of the  hidden services by analyzing the 

traffic directed towards them.  

 

TorBen [60], a deanonymization technique was put forth that  

leverages the two vulnerabil ities in a web page. The first  of them was 

loading malicious content from the un -trusted source and ineffective 

protection of the request -response pair size.  TorBen was designed to 

manipulate a web page in a way that could expose the identity of the user 

visiting that  specific web page.  

 

2.4 On Tor Network Structure  

Limited work has discussed the graph-theoretic properties of the 

Tor dark web graph. A web graph is a graph consisting of a set of nodes 

(or vertices) and edges connecting the nodes. A node in a web graph may 

either refer to the complete website or some web pages of the website.  

The edge in a web graph is the hyperlinks between any two website s.  

  

Griffith et al.  [61] were one of the first  to analyze the Tor hidden 

services from a graph-theoretic perspective. They have used the 

scrapinghub.com  service to crawl the Tor hidden services via the tor2web  

proxy.  The nodes in the web graph were the domains and the edge denotes 

a hyperlink between any of the web pages of the two domains. The most 

notable result they found was that most of the hidden services (87 

percent) do not have outgoing links to the other services. Also, the entire 

network is susceptible to disintegration upon removal of the central nodes 

with high in-degree values. They have also confirmed the presence of t he 

bow-tie structure in the graph, albeit  relatively smaller in size.  
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In the same year , Bernaschi et al .  [62] analyzed the Tor hidden 

services graph at three aggregation levels on a relatively large dataset.  

They have used the BUbiNG crawler that made connections to nearly a 

million of the .onion  addresses.  Several graph metrics were reported at the 

page level, host  level and service level for both directed and undirected 

versions of the graph.  They have also reported that the majority of the 

hidden services have zero out -degree. In fact , around 90 percent o f the 

hidden services have at  most  one out-degree.   

 

Consequently,  the graph was highly disconnected with some of the 

directory/Wiki services located at  the center of the graph.  The graph 

resembles much like the forest of directed extended stars where a sm all  

number of nodes connects to nearly all the services in the graph having 

very small in-degree and almost zero outgoing links.   A semantic analysis 

of the results was performed to identify any relationship with the topology 

of the network structure.   

 

In a similar, study Bernaschi et al .  [63] again analyzed the Tor web 

graph constructed from the data captured at the three different time 

periods. They have tried to relate the Tor graph web with the three well -

known random graph models namely: Erdos-Renyi (ER), Watts-Strogatz 

(WS) and Barabasi -Albert  (BA) models.  Though the Tor graph shows 

many distinctive features,  a deeper analysis is  required to affirm that it  

matches with the characteristics of any of the random network mode ls.  

However,  it  was quite clea r that the Tor graph bears the properties of the 

small-world networks.  

 

The Tor hyperlinks graph was also used to perform social network 

analysis to know about how the criminals and fraudsters take advantage of 

such structures to perform their illicit activities [64]. They have collected 

the data from 1120 dark web hidden services in their study.  The social  
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network analysis found that the mutual connection among the Tor nodes 

facili tates the homophily effect in the network.  A group of around 60 

websites was found that  form the core-periphery of the network that acts 

as a gateway to the incoming users.  The top sites in this group were 

providing the directory/services to other hidden services and removal of 

these sites could be proved beneficial  in limitin g its  further use.  The 

network was not resilient to the removal of the hubs  leaving the network 

vulnerable to the law enforcement or hacktivist  that always look to disrupt 

such criminal networks. Moreover, the removal of central hubs may also 

restrict  a large number of users from entering the network.  

 

In one of its first kind, the authors study the network structure 

properties of the dark web forums on the Tor network and compared their 

properties to their counterparts on the open web  [65]. They aimed to 

reveal the effect of the anonymous forum users on the structure of the 

network. To achieve their aim, they have created the interaction graph 

from the forum data where the participant  makes up the nodes and their  

mutual interactions were represented by th e edges of the graph.  The 

degree distribution of the graph shows that most of the users have either 

one or two degree values while few highly active users have much larger 

degree values.  

 

Moreover, a public forum user easily posts  a message while a dark 

web forum user prefers not to leave any comments on the post.  This also 

led to a slower decay in the life -time of public forum threads as compared 

with the dark web forum.  The hierarchical structure of the network is 

governed by the behavior of the root commentator, the user who initiates 

the conversation in a thread. The levels of hierarchy in the network 

decrease if the root commentator responds back to a large number of other 

users in the thread. However, the structure starts to t ake a more  

hierarchical form if the root commentator does respond back to other s.  
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Several works are also carried out for the surface web graph with 

some of the early studies that focused on studying the topological  

properties of the network [66], proposing family of the graph models that  

suited the surface web [67], identification of the bow-tie structure in the 

graph [68] and performing the analysis of the surface web graph at the 

different aggregation levels  [69].   

 

Some of the early studies include Kumar  et al .  [66] that uncover the 

polynomial distribution of the in -degree and out-degree of the nodes.  

Contrary to that,  Barabási et al .  [70] showed that the degree distribution 

follows the power law. Broder et al .  [68] analyses the graph constructed 

from the sufficiently large dataset and found that the web graph resembles 

a structure similar to the bow-tie arrangement consisting of six different 

components. They also confirm the presence of the power law in the 

degree distribution as claimed in the earlier study. In yet another study,  

the authors again confirm the power law in the degree distribution [70].  

They also compare the size of the bow -tie components with that of the 

Broder et al .  [68].  

 

Lehmberg et al .  [71]  perform the analysis of the aggregated version 

of the web graph. Their dataset consist s of 3.5 billion web pages and 128 

billion hyperlinks among them. As found in the earlier studies, power -law 

was followed by the degree distribution along with the prese nce of the 

bow-tie structure.  They have proposed a hypothetical structure 

corresponding to the web graph that is composed of two layers. The Low 

Degree Layer contains sparsely connected websites while the High Degree 

Layer contains the densely connected we bsites.  

 

Meusel et al .  [69] separately analyze the web graph at the three 

aggregation levels: page, host and pay-level domain. The data for the web 

graph was compiled by the Common Crawl Foundation.  They observed a 
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considerable increase in the connectivit y and average in-degree value of 

the page graph. They also computed and compared the various graph 

metrics at different aggregation levels.  A study has also analyzed the 

effect of the crawling mechanism for data on the various graph metrics 

[72]. They suggest the need for a framework to analyze the sampling 

errors that arise due to different scraping mechanism s. This would help in 

defining the correct structure of the web unaffected by the change in the 

scraping technique.  

 

These studies could act as a base for further research in getting 

insight into the network structure and their probable role in facili tating 

criminal activities on the dark web.  The application of the social network 

analysis can help identify the nodes that  form communities tha t allow for 

better traversal  of the Tor network and could better help in identifying the 

criminal activit ies occurring there.  

 

2.5 On Tor Cryptomarkets  

Many research studies have been performed on the various aspects 

of the cryptomarkets like the nature of products, customer and vendor 

characteristics, business environment, quali ty of products, the 

geographical reach of shipments etc.  Some studies have tried to classify 

drugs into different categories while others have focused on analyzing the 

extent of illegal wildlife and firearm trafficking. The relevant literature 

pertaining to the above-discussed aspects shall be explored in the 

subsequent sections.  

 

2.5.1 On Customers and Vendors 

A study has observed and collected data from 16 cryptomarkets 

spanning over the period of four years  to get insight into the vendor 

characteristics [19]. They have continuously monitored the active vendors 

and found that  over 10 percent of the vendors remain active throughout 
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their monitoring time period. They also noticed the surge in the number of 

vendors after the shutdown of the Silk Road. The majority of vendors  

have only managed to sell under USD 1000 of the products with only a 

few have crossed the 100 thousand USD mark. This evaluation was based 

on the price of the product and the corresponding number of user reviews 

it has got.  Two-thirds of the vendor chooses to use the PGP keys for 

ensuring their security and it further increased after several law 

enforcement actions.  

 

Later on, a group of eight cryptomarkets i.e.  Agora, Blue Sky, 

Evolution, Silk Road 2.0, Cloud 9, Pandora, Hydra and  Andromeda  was 

studied [73]. Around two hundred vendor profiles and nearly four 

thousand product list ings were scraped. Most of the vendors were found to 

be operating only on the single cryptomarket with few listings, while, the 

vendors operating across multiple cryptomarkets have a greater number of 

listings. Also, the vendors were found to be selling different products on 

different marketplaces.   

 

Afterward, the same author has tried to look into the drift in the 

shipping of the offered products on the Evolution  marketplace [74]. For 

that  purpose, more than four thousand vendor’ s data was analyzed.  The 

analysis found that the English -speaking countries along with the western 

countries are predominantly present with each country dealing  in specific 

drug types. The study also found variation among the shipping locations 

of the different countries where some countries ship only to the domestic 

locations while other countries cater to the international locations.  

 

Several attempts by law enforcement actions have also been carried 

out to disrupt the il licit trade on the cryptomarkets. The effect of these 

actions on the business of the vendors has also been analyzed in several  

studies and most of them found that they are resilient to such actions.  
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After the shutdown of the Silk Road, the vendors chose to shift to other 

marketplaces instead of leaving the business. The study has shown that  

the number of vendors got almost doubled on the Black Market Reloaded  

and the Sheep  [75].  

 

In order to quantify the overall  sales volume on the cryptomarket,  

the number of feedback received for each product was used as estimated 

sales of that product [18], [19], [76].  However, the number of feedback 

could not adequately represent the sales value as the single user c ould buy 

multiple products but gives a review for any single product  or a user may 

not provide feedback of the product at all  [19]. Using this technique may 

result in underestimating the sales volume. Moreover, this method could 

only be applied to the marketplaces that provide support for the feedback 

and rating forms.  

 

Customer satisfaction was also measured by analyzing the feedback 

data where more than 97 percent of the customers were responded with 

positive feedback.  Only a few customers have given negative feedback 

indicating that only a few of them were not satisfied with the vendor 

products [18]. In this regard, the reputation of the vendor was also 

evaluated on the Silk Road, where around 10000 sales data were analyzed. 

It  was found that the decrease in the vendor reputation affect s the price of 

the products. The fall in the specific product rating has a greater impact 

than the overall vendor rating [77]. In a similar study on the Silkkitie  

marketplace, it  was found that both the reputation of the vendor and the 

availabili ty of the products have a direct impact on the sales of the vendor  

[78]. They also found that the vendors have a short life span and many of 

their products could not be able to get even a single buyer.  

 

To summarize, the above studies have highlighted the importance of 

the trustworthiness between the customer and vendors while dealing 
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online.  The reputation of vendors on the surface web markets plays a 

significant role in constructing a  healthy customer base where the 

customer always has alternatives to express dissatisfaction with the 

products elsewhere.  In case of cryptomarkets, trustworthiness becomes 

more important which is driven by anonymity, quality of products and the 

near absence of law enforcement agencies.  

 

2.5.2 On Drugs Trafficking 

The initial studies have used the information provided by the 

cryptomarkets to categorize the available drugs [18], [19], [79] . A study 

on the Silk Road was conducted to check whether it  deals especially in  

drugs or not. Around 13000 pages were scraped containing more than 

10000 listings. It was concluded that most of the items were for resale 

[76]. The analysis of the data scrap ed from the Agora and Evolution 

cryptomarket found more than forty thousand listings from over two 

thousand vendor profiles [80]. The majority of the product l istings were 

related to drugs and other controlled substances. They statistically 

identified the significant difference in the price of the drugs and non -

drugs items on sale.  

 

The impact of the cryptomarkets on the global drugs network was 

analyzed by retrieving the vendor locations of advertisements that offer 

cannabis, cocaine and opio ids on four cryptomarkets. A non-negligible 

difference was found between the drug producer countries and the vendor 

locations which indicate that the dark web drug trades focused mainly on 

the drug consumer countries [81]. 

 

In another study, the locations of the vendors  and their drug supply 

on the Agora were studied by analyzing data collected on the randomly 

selected seven days [79]. The number of listings and drug types differed 

from country to country.  They also noticed the relation between the 
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country and the type of drug offered by the vendors from that country.  For 

example, US-based vendors offer a large number of cannabis than vendors 

from other countries.  

 

The user profile of the cryptomarket was studied in a survey -based 

study [26]. Most of the users were quite  young males of which the 

majority of them were employed followed by the students. A relatively 

large number of users were highly educated with around 38 percent of  

them were university pass outs. Ecstasy, cannabis and LSD were 

reportedly the most popular among users who they buy for their personal 

consumption or other people. The survey also revealed that the buyer 

prefers the online platform for buying drugs because it is more convenient 

and safe from violence as compared to traditional street buying  where 

possibility of violence do exist .  

 

2.5.3 On Firearms Trafficking  

RAND Corporation conducted exclusive research on i llegal firearm 

trafficking over the Tor dark web [82]. Around 800 product listings 

related to firearms across twelve marketplaces were analyzed in the study. 

They found that the small firearms were most common followed by some 

rifles and sub-machine guns.  Besides physical  items, they also reported a 

decent volume of digital material like manuals and  handbooks on the 

topics like manufacturing explosive i tems using household materials. The 

firearms were comparatively expensive than that available in offline 

stores. Since the study has covered the firearm trafficking on the 

cryptomarkets, the stand-alone shops managed by a single vendor were 

not analyzed.  

 

The vendor shops on the Tor network were analyzed in another 

study similar to that of the RAND Corporation in which the six online 

vendor shops were taken into consideration [83]. In this study also, they 
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found that small firearms like pistols w ere the most sought after products 

among others. However, the majority of the pistol list ings were offered by 

only one shop out of the six. Additionally,  each of the identified vendor s 

across all the shops has at least a single listing of a pistol to offer to its  

customers. The vendors frequently provide a range of premium products 

to their buyers.  

 

In another study, the listings of nine popular marketplaces were 

studied to get  the latest status of firearm trafficking on the Tor dark web 

[84]. A total of 386 weapon listings were identified across the nine 

locations.  Personal defense weapons including tasers,  knuckle dusters,  

batons,  pepper sprays etc were 28 percent of the total listings. Lethal 

weapons like firearms were only 25 percent. Acro ss the nine 

marketplaces, 96 unique vendor profiles were found many of them were 

present in two or more marketplaces. Overall, the study concludes that the 

firearm trafficking on the Tor network is relatively small when compared 

to other illegal items like  drugs and addictive substances , CC dumps and 

financial frauds.  

 

Recently, a study has proposed an automated approach for the 

detection of firearm-related activities on the dark web discussion forums 

[85]. Basically,  the machine learning techniques were ut ilized to identify 

discussion threads on the forums that are suspicious for procuring illegal 

weapons. The dataset for the model was created from the four discussion 

forums promoting terror propaganda on the dark web. The threads in the 

dataset were manual ly labeled by multiple experts as to either it  is for 

procuring an illegal weapon or not.  The annotated dataset  w as used to 

train the machine learning classification models to predict  the class of a 

new thread. The study has also performed a comparative an alysis of the 

existing work on the dark web discussion forum promoting a militant  

mindset.  
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2.5.4 On other Il legal and Controversial  Content 

The dark web cryptomarkets hold a bad reputation for drug 

trafficking but besides this,  the marketplace also facil itates other i llicit 

services including the sale of credit card (CC) dumps, personal 

information, illegal wildlife products,  suicidal content, ransomware , etc.   

 

A study has scraped the data across the eight marketplaces to get  

insight into the cybercrime business on the dark web [86].  The author 

analyzed the sale of different such products (like hacked e -mail accounts,  

botnets, ransomware, forged documents,  digital piracy etc) and estimated 

the sale of cybercrime services and products to be approximat ely 15M 

USD in a period of about five years. However, according to the authors,  

the sales figures could be underestimated due to the limitations of the data 

collected for the study. The authors went on to identify the key product  

for each of the categories  of products and services using the topic 

modeling techniques. They reported that  the top three products come out 

to be the fake CC details,  CC dumps and manua ls for recruiting money 

mules.  

 

The dark web has also been reported of providing content that could 

provoke suicidal thoughts on the users [87], [88] or doxing that could lead 

the victim to commit suicide [89].  In this regard, a study has 

systematically explored the dark web with the intent o f finding suicidal  

content [90].  The authors of the work have identified nine search engines 

exclusively used on the Tor network and collected the first 30 results  

provided by selected search engines when searched for the words 

“suicide” and “suicide methods”. Their search result only found 4 percent 

of the total hits related to the suicidal content. Moreover, more than half 

of the search results were of outdated and unreachable content or content  

that is not related to suicide. Overall , they could not find  any hidden 

service that exclusively offers suicidal content.  
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A research study by the INTERPOL has found clear evidence of 

illegal wildlife trade on the dark web  [91]. Although few in numbers, the 

evidence clearly indicate that  the products of some of the critically 

endangered species l ike rhinoceros horn were found in the study. The five 

existing rhino species native to Africa and Asia are listed in Appendix I 

of the Convention on International Trade in Endangered Species (CITES) 

thereby prohibiting the trade of rhino or their products between countries. 

However, the rise in the demand for the rhino horn has put this species in 

crisis [92].  

 

2.6 On Identifying Key Hidden Services  

In the past several years, a surge in the number of research work 

has been witnessed related to the illicit activities on the Tor network on 

different categories like the illegal drugs trafficking  [73], [93], [94],  

terrorism [95], firearm trafficking, violence  [84] and cybercrime [96].  

However, only some of the work has focused on exploring the dark web 

data to identify the key hidden services.  The detection of the important 

hidden services may either be performed by analyzing the hyperlinks in 

the network which is referred to as link based analysis  [97] or by 

examining the content of the hidden services,  called the content based 

analysis [98].  However, the two approaches can be combined into a single 

hybrid approach for better results  [99].  

 

The l ink based analysis uti lizes the graph theory and the related 

metrics to compute the significance of a particular website or a node.  A 

combination of the SVM classifier and the link based ranking method was 

proposed to identify the eligible applicants who had applied for bank 

loans [100]. Similarly,  graph based metrics like degree distribution and 

centrali ty measures were employed to detect money laundering crimes on 

the social networks [101]. The robustness of the terrorist networks against  

the removal of components of the networks havin g high in-degree value or 
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betweenness centrality was examined in another study [102]. In yet  

another study, the betweenness centrality along with the Katz centrality 

was used to determine the influential  nodes in the network [103].  

 

The social network analysis technique was used in  identifying the 

key users in a Facebook group  using the values of the betweenness and 

eigenvector centrality metrics [104]. Additionally, a study has used graph -

theoretic properties of the GitHub network to identify the most inf luential  

repositories among them by creating a star relation graph [105]. On the 

same line, a modified PageRank algorithm was proposed called the 

UserRank algorithm for the GitHub network [106]. A sentiment analysis 

algorithm was proposed to identify the social media influencers on 

leading social  networks and microblogging platforms [107]. Additionally,  

the influence of social media users was also estimated by proposing a new 

score metric. The metric  considers the interaction of a user with its 

follower users in the network on the tweets posted by the user to calculate 

the overall influence of the concerned user [108].  

 

In a recent study on ranking the Tor hidden services, a link based 

algorithm called the ToRank al gorithm is proposed to identify the 

influential Tor domains [37]. The proposed algorithm works by building a 

graph structure where each node represent s the Tor hidden service and the 

edges represent the hyperlinks. Each node is assigned a weight based on 

its in-degree and out-degree values and is subsequently ranked based on 

its assigned weights.  The nodes with top ranks are the influential or key 

hidden services in the entire network.  

 

The ToRank algorithm is compared with other state-of-the-art  

algorithms like PageRank, HITZ and Katz.  The empirical  comparison 

shows the superiori ty of the proposed algorithm over the others. The 

ToRank algorithm was also tested on other large networks. ToRank 
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algorithm could be employed by the law enforcement agencies to det ect 

the most suspicious domains on the Tor network. However, it  suffers from 

one major drawback of not being able to detect the isolated nodes in the 

network given it is link based algorithm that does not consider the content 

of the node.  

 

The link based a lgorithms may not apply to those nodes that are not 

connected to other nodes via hyperlinks or have few links to other nodes 

in the networks despite hosting influential content. In such scenarios, the 

content based approach becomes indispensable that ha s the abili ty to 

detect even the isolated nodes if they offer any significant content in 

terms of law enforcement perspective. However, at the time of the writing 

of this thesis , only a few studies have applied the content based approach 

in identifying the prominent entity on the Tor dark web networks. Some of 

the work on the content based methodology is  discussed as follows.  

 

The terrorist organizations are attracted by the anonymous nat ure of 

the dark web platforms for spreading their propaganda, fundraising,  etc 

[95], [109-111]. A study was undertaken to identify the influential  people 

in the group of radicals on the dark web discussion forums [99]. They 

collected the user data from the ir profiles and leverage the textual content 

to calculate the metric that reflects the radicalness of the user. They 

integrated the metric value with the modified PageRank algorithm to 

generate a list of radical users in a particular group in the discussio n 

forum.  

 

A similar study was conducted to detect the influential users on the 

Twitter platform [112]. They captured the relevant details from the user’s 

Twitter profile like the number of tweets, nature of tweets and used them 

to represent them in a graph-like structure. The graph metrics were then 

used to identify key users among all others on Twitter.  
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CHAPTER 3 

HIDDEN SERVICES CLASSIFICATION 

 

The users of the dark web and Tor network enjoy an advanced level 

of privacy and anonymity. This creates a fortified ground for criminals to 

conduct illegal and unethical activities online.  Most of the studies have 

claimed that services and content offered on the dark web were illegal 

drugs, arms and ammunition, child abuse content, forged documents and 

counterfeits [38-40]. The monitoring of these activities by the law 

enforcement agencies is limited by the unavailability of a search engine 

that  could index the Tor hidden services. Motivated by the need to  

identify and detect the illegal content,  we aimed to design and develop 

machine learning models to classify the illegal content in the Tor 

network.  

 

3.1 Background 

Text classification is a supervised machin e learning technique that 

accepts text documents in an n-dimensional vector format and outputs it s  

class label. The member elements of the vectors are word s or a group of 

words in the text documents commonly referred to as terms  or features .  

The collection of all the features in the dataset is called fe ature set or 

feature space. A dataset containing large number of samples  may produce 

a relatively high dimensional feature set consisting of many irrelevant and 

redundant features.  These unwanted features may increase the 

computational complexity of the cl assification model and degrade its  

performance. This problem is famously known as the “curse of  

dimensionality” .  To overcome this problem, Dimensionality Reduction 

(DR) techniques are used to eliminate the unwanted features  from the 

feature space. DR techniques are of two types: Feature Selection  and 

Feature Extraction  [113].  
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3.1.1 Feature Selection  

Feature Selection is the method of selecting only the most suitable 

and relevant terms from the original  feature set based on some cri teria.  

There are three different approaches to achieve this task: fi l ter,  wrapper 

and  embedded  approach. The filter approach performs statist ical analysis 

of the feature space to calculate scores of each feature indicating its  

relevance. High-scoring features are selected for further analysis.  The 

filter techniques work independently of the underlying classification 

algorithms and thus are computationally cheap. Some of the commonly 

used fil ter approaches  are: Mutual Information (MI) [114],  Gini Index 

(GINI) [115],  reliefF [116], chi-square (CHI) [117], Document Frequency 

(DF) [118], Term Variance (TV) [118], Information Gain (IG) [119],   

Laplacian Score (LS) [120], Absolute C osine (AC) [121] method etc.  

 

The wrapper approach uses a learning algorithm to evaluate the 

performance of the selected features. They are computationally expensive 

due to the involvement of the learning algorithms as compared to the 

filter methods. The resultant feature set  may produce generalized results 

for the algorithm it  was used for the selection process.  The embedded 

approach generally uses machine learning algorithms for classification. 

The searching criteria for the optimal feature subset are built int o the 

classifier construction.  

 

3.1.2 Feature Extraction  

Feature Extraction uses mathematical  tra nsformations to project the 

original feature space into a new space with reduced dimensions. It  

replaces the redundant features with other new features that are much less 

in number but appropriately represent the information of the original  

feature space. Some of the methods of feature extraction are Princi pal 

Component Analysis (PCA) [122], Latent Semantic Indexing (LSI) [123] 

and Linear Discriminant Analysis (LDA) [124].  
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Our classification model presented here for the dark web text 

content uses a two-step DR technique to obtain a reduced  feature set.  In  

the first step, the fi lter approach is used to implement feature selection 

using Mutual Information. The second step  applies the feature extraction 

on the feature set  obtained from the preceding step. Here Linear 

Discriminant Analysis is applied to the feature set . The two-step DR 

technique should be able to achieve better classification performance than 

the individual DR schemes.  

 

The classification of illegal content on the dark web is a multi -class 

classification problem where input text content is assigned a class label 

by the classifier from the set of predefined classes of illegal content. To 

correctly predict the class labels, the classification model needs to be 

trained on a pre-labeled corpus or dataset. Hence we create a labeled 

dataset of the Tor hidden services for classification problem s.  

 

3.2 Dark Web Text Dataset  

In this section, we describe the procedure of collecting the dataset  

of Tor hidden services followed by the manual labeling of each of the 

sample in the dataset. The language wise categorization of the content is  

also performed.  

 

3.2.1 Collection of Data  

The dataset was collected in two phases by w eb crawlers. In the 

first phase, a customized crawler called Link-Grabber was built in Python 

for collecting as many .onion  URLs as possible in a month. Link-Grabber 

was supplied with initial seeds from the Hidden Wiki on the surface web 

to make an entry into the Tor dark web. It  connects to the Tor network 

through port  443 via the SOCKS proxy [125]. Each of the initial  links was 

crawled by the Link-Grabber in the hunt for new links. The fresh links 

discovered by the crawler were stor ed in a separate file for further 
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processing. After eliminating the duplicate links from the collection, we 

were left with 25742 unique .onion URLs pointing to the hidden services.  

 

With a list of onion domains in hand, another customized Python 

crawler Content-Grabber was employed to extract  the textual content of 

the hidden services.  The HTML of the home page of each of the onion 

domains was downloaded and stored in an individual file.  The crawler 

skipped other content l ike the audio, image, video, hyperl inks and 

downloadable content. The Content -Grabber could only extract the 

content of 6,227 hidden services out of the total  of 25,742. The remaining 

services were inaccessible at the time of crawl given the short -lived 

nature of the hidden services [35]. Thus crawling all the available hidden 

services on the Tor at  any moment is  infeasible.  However,  few hidden 

services restricted the automated crawlers from accessing;  therefore we 

did not bypass the restrictions and skipped those services.  

 

Before the actual  labeling or classification of the hidden services 

under various categories, the collected data was put to cleansing by 

removing the hidden services that  consist of either of the following:  

 The textual content of not more than three words;  

 Image with no accompanying text;  

 Blank or empty web page;  

 Redirection links only;  and,  

 Error messages like database error, server configuration error, client 

side-script  error, etc.  

 

A total of 2125 hidden services were removed during cleansing 

operation. The dataset was reduced to 4,102 hidden services after the 

cleansing process.  Now, the labeling of the cleansed hidden services is  

carried out.  
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3.2.2 Labeling of the Hidden Services  

Several attempts have been made to categorize the Tor content into 

various classes. However,  the dynamic environment of the Tor dark web 

requires continuous efforts for indexing the hidden services to maintain 

their record. To get a clearer picture of the content,  we have identified 31 

different classes for categorizing the dataset. Moreover , in a first -ever 

attempt, we have tried to categorize the non -English content separately 

from the English content.  The hidden services were manually classified to 

obtain precise categorization of the content.  

 

Of the 4,102 hidden services in the dataset,  3,480 use the English 

language while the remaining 622 use the other languages. The resulting 

categorization of the English content is listed in Table 3.1. The legality of 

the content is determined by the USA laws. 

 

Table 3.1: Categories and count of the Tor hidden services.  

Category  Count  Category  Count  Category  Count  

Adul t  

 Content  

165 

(4.7%)  

Elec tronics  60 (1 .7%)  Other  

Cryptocurrencies  

62 (1 .8%)  

Bitco in 

Doubl ing  

188 

(5.4%)  

Ethical  

Hacking  

112 (3.2%)  Personal  

Websites  

50 (1 .4%)  

Bitco in  

 Mixer  

117 

(3.4%)  

Forged 

Documents  

40 (1 .1%)  Poli t ica l  9  (0 .3%)  

Bitco in 

Trading  

125(3.6%)  Forums & 

Others  

337 (9.7%)  Religious  6  (0 .2%)  

Bitco in 

Wallets  

68 (2%)  Gambl ing-

Bett ing  

31 (0 .9%)  Services  358 (10.3%)  

Books  36 (1%)  Hosting  131 (3.8%)  Software  131 (3.8%)  

CC Dumps & 

Others  

271 

(7.8%)  

Login  127 (3.6%)  Tor 66 (1 .9%)  

Counter fe i t s  37 (1 .1%)  Marketplace  355 (10.2%)  Uncensored  

Journa li sm 

70 (2%)  

Directory  128 

(3.7%)  

Music -

Enter tainment  

44 (1 .3%)  Vio lence  98 (2 .8%)  

Drugs  179 

(5.1%)  

News  26 (0 .7%)  Whis t leblo wers  48 (1 .4%)  

Educat ional  5  (0 .1%)  Total I l legal   1315(38%)  

Tota l  Legal  2165(62%)  

Grand Tota l  3480 
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The services related to Bitcoin  holds the major proportion of the 

dataset, so it was split into four categories: Bitcoin doubling, Bitcoin 

mixer, Bitcoin trading and  Bitcoin wallets .  The doubling services claimed 

to double the Bitcoin though their authenticity could not be verified. A 

large number of these services reflect the  popularity of Bitcoin among 

other crypto-currencies for trading and shopping on the dark web.  

 

The second-largest category is Services with a proportion of around 

ten percent of the dataset. The y offer a variety of services both legal and 

illegal including e-mail service, privacy-enhancing services, encryption -

decryption service,  escrow etc. Some of the illegal and controversial ones 

include: arranging a Distributed Denial of Service (DDoS) attack, helping 

in illegal border crossing in wake of recent immigrant crisis  [126] from 

the persecuted lands etc.  

 

The category CC dumps & Others  consist of the sites dealing in 

stolen credit card data for cloning purpose, social security numbers,  

account information of compromised bank accounts, PayPal accounts and 

other financial accounts, and personally identifiable information. 

Furthermore, the category Counterfeits and Electronics  refers to the sale 

of fake currencies (mostly US dollars and Euros), counterfeit electronic 

items and stolen smart -phones. The  Drugs  include illegal drug trafficking 

including some of the most harmful drugs like crack cocaine ,  heroin  and 

cocaine .   

 

The class Adult Content  is associated with pornographic content 

including extreme content. The pornographic content was not further  

analyzed due to moral and ethical grounds. Likewise, the category 

Violence as the name suggests contains violent and gory content capable 

of causing mental as well as  physical trauma including fatality.  It also 

includes the infamous Hitmans, the professional contract kil lers that can 
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be hired to kill a person. Though sounds exaggerated, some of the hitmen 

even claim to assassinate world leaders at  high fees.  

 

The category Marketplace  refers to all the hidden services that are 

functioning as black markets commonly known as the cryptomarkets. The 

marketplace provides all the required product s at a single site just like the 

traditional offl ine markets. However, they are mo re interested in offering 

illegal products to their customers. The Directory  acts as the address book 

of the Tor network providing the onion links to the other services and 

their current status.   

 

The category Forums & Others  refer to all the blogs, discussion 

forums, social networks, chat groups, anonymous post groups on Tor.  The 

dark web forums are key services concerning further research in studying 

the dark web where users discuss the services and review the products 

available on the marketplaces.   

 

A notable feature of the dark web that contrast s it  from the surface 

web is the near absence of educational content. Only a fraction of services 

were offering the educational content.  Moreover, the buzz that was 

created globally over the probable use of the dark web platform for the 

propagation of the so-called Islamic terror ideology seems to be fizzling 

out in our results.  

 

3.2.3 Non-English Content  

The hidden services with non-English content were 622 in the 

collected dataset. Google Translate
6
 was used to identify the language and 

31 different languages were detected of which European languages like 

Russian, German, French etc tops the chart. The complete list of the 

languages and their frequency is shown in Table 3.2.  

                                                 
6
 https://translate.google.co.in/ 
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The number of categories identified in the non-English content was 

18 out of 31 categories of English content.  The hidden services that  

displayed under maintenance message (68 out of 622) were removed 

before categorization.  The nature of the content was pretty much legal 

based on the US laws as applied for English content. As much as 65% 

percent of the total  content was legal  while most of the illegal content 

was accounted by the adult content, drugs and forged documents similar 

to that in the English content. Discussion forums and their  associated 

services had the largest share of content with 25% of hidden services.  The 

distribution of categories among different  non-English languages is shown 

in Table 3.3.  

 

Table 3.2: Hidden Services in non-English content and their count.  

S.No.  Language  Count  S.No.  Language  Count  

1 .  Russian  183 17.  Turkish  7  

2.  German 87 18.  Polish  5  

3.  Spanish  56 19.  Cata lan  4  

4.  French 53 20.  Hebrew 4 

5.  Portuguese  44 21.  Swedish  4  

6.  Chinese  30 22.  Bulgar ian  1  

7.  Indonesian  28 23.  Danish  3  

8.  Arabic  19 24.  Bosnian  2  

9.  I tal ian  18 25.  Afr ikaans  1  

10.  Finnish  15 26.  Bengal i  1  

11.  Lat in  14 27.  Esperanto  1  

12.  Japanese  9  28.  Greek 1  

13.  Czech 8 29.  Luxembourgish  1  

14.  Dutch 7  30.  Ukrainian  1  

15.  Korean 7  31.  Vie tnamese  1  

16.  Thai  7  Total  622 
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Table 3.3: Distribution of categories among non-English content.  

Language  Categories and Count  Tota l  

Russian  

Adul t  Content  

Drugs  

Forged Documents  

Forums & Others  

Hosting  

Login  

Marketplace  

Poli t ica l  

Religious  

Vio lence  

9  

31 

7  

38 

24 

4  

13 

3  

6  

17 

I l legal :  77 (51%)  

Legal :  75 (49%)  

Total :  152  

German 

Adul t  Content  

Drugs  

Forums & Others  

Ethical  Hacking  

Login  

News  

Services  

Uncensored  

Journa li sm 

2 

4  

22 

2  

2  

1  

36 

9  

I l legal :  20 (26%)  

Legal :  58 (74%)  

Total :  78  

Spanish  

Adul t  Content  

Drugs  

Forged Documents  

Forums & Others  

Ethical  Hacking  

News  

Personal  Websi tes  

Poli t ica l  

13 

1  

8  

19 

2  

6  

3  

4  

I l legal :  22 (39%)  

Legal :  34 (61%)  

Total :  56  

French 

Adul t  Content  

Drugs  

Forged Documents  

Forums & Others  

Ethical  Hacking  

Hosting  

Login  

Marketplace  

5  

4  

9  

11 

2  

4  

1  

4  

I l legal :  22 (42%)  

Legal :  31 (58%)  

Total :  53  
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News  

Personal  Websi tes  

Religious  

Uncensored  

Journa li sm 

2 

2  

1  

8  

Portuguese  

Adul t  Content  

Bitco in Trading  

Drugs  

Forums & Others  

Ethical  Hacking  

Music -Enter ta inment  

News  

Poli t ica l  

Religious  

8  

1  

1  

13 

5  

4  

8  

1  

3  

I l legal :  9  (20%)  

Legal :  35 (80%)  

Total :  44  

Chinese  

Adul t  Content  

Forums & Others  

News  

Poli t ica l  

Services  

Software  

2  

5  

5  

1  

8  

5  

I l legal :  10 (38%)  

Legal :  16 (62%)  

Total :  26  

Indonesian  

Adul t  Content  

Forums & Others  

Ethical  Hacking  

Music -Enter ta inment  

News  

Personal  Websi tes  

Services  

Software  

Uncensored  

Journa li sm 

3 

3  

1  

3  

5  

2  

4  

1  

3  

I l legal :   7  (28%)  

Legal :  18 (72%)  

Total :  25  

Arabic  

Forums & Others  

News  

Personal  Websi tes  

Software  

4  

6  

4  

1  

Legal :  15 (100%)  

Total :  15  

Ital ian  

Adul t  Content  

Drugs  

Forums & Others  

4  

1  

7  

I l legal :  5  (29%)  

Legal :  12 (71%)  

Total :  17  



57 

 

News  

Poli t ica l  

Religious  

2  

2  

1  

Finnish  

Drugs  

Forged Documents  

Forums & Others  

Hosting  

Login  

Software  

2  

4  

2  

2  

2  

3  

I l legal :  6  (40%)  

Legal :  9  (60%)  

Total :  15  

Lat in  Drugs  1  I l legal :  1  (100%)  

Japanese  

Adul t  Content  

Forums & Others  

Software  

6  

1  

2  

I l legal :  6  (67%)  

Legal :  3  (33%)  

Total :  9  

Czech 

Bitco in Trading  

Music -Enter ta inment  

Forums & Others  

2  

3  

2  

Legal :  7  (100%)  

Total :  7  

Dutch 

Adul t  Content  

Forums & Others  

News  

Personal  Websi tes  

Software  

1  

1  

1  

1  

2  

I l legal :  1  (17%)  

Legal :  5  (83%)  

Total :  6  

Korean 

Forums & Others  

Login  

Personal  Websi tes  

3  

1  

3  

Legal :  7  (100%)  

Total :  7  

Thai  

Forged Documents  

Forums & Others  

Ethical  Hacking  

2  

1  

4  

I l legal :  2  (29%)  

Legal :  5  (71%)  

Total :  7  

Turkish  

Forums & Others  

Software  

Uncensored  

Journa li sm 

Vio lence  

3  

1  

1  

2  

I l legal :  2  (29%)  

Legal :  5  (71%)  

Total :  7  

Polish  
Login  

Software  

3  

1  

Legal :  4  (100%)  

Total :  4  

Catalan  Poli t ica l  4  Legal :  4  (100%)  

Hebrew 
Forums & Others  

Uncensored  

2  

2  

Legal :  4  (100%)  

Total :  4  
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Journa li sm 

Swedish  

Drugs  

Forums & Others  

News  

2 

1  

1  

I l legal :  2  (50%)  

Legal :  2  (50%)  

Total :  4  

Bulgarian  News  1 Legal :  1  (100%)  

Danish  

Ethical  Hacking  

Hosting  

Vio lence  

1  

1  

1  

I l legal :  1  (33%)  

Legal :  2  (67%)  

Total :  3  

Bosnian  

Hosting  

Marketplace  

1  

1  

I l legal :  1  (50%)  

Legal :  1  (50%)  

Total :  2  

Afrikaans  Religious  1  Legal :  1  (100%)  

Bengal i  Violence  1  I l legal :  1  (100%)  

Esperanto  Forums & Others  1  Legal :  1  (100%)  

Greek Poli t ica l  1  Legal :  1  (100%)  

Luxembourgish  Personal  Websi tes  1  Legal :  1  (100%)  

Ukrainian  Poli t ica l  1  Legal :  1  (100%)  

Vietna mese  Poli t ica l  1  Legal :  1  (100%)  

Total  

Adul t  Content  

Bitco in Trading  

Drugs  

Forged Documents  

Forums & Others  

Ethical  Hacking  

Hosting  

Login  

Marketplace  

Music -Enter ta inment  

News  

Personal  Websi tes  

Poli t ica l  

Religious  

Services  

Software  

Uncensored  

Journa li sm 

Vio lence  

53(10%)  

3(1%)  

47(8%)  

30(5%)  

139(25

%)  

17(3%)  

32(6%)  

13(2%)  

18(3%)  

10(2%)  

38(7%)  

16(3%)  

18(3%)  

12(2%)  

48(9%)  

16(3%)  

23(4%)  

21(4%)  

Il lega l:  195 (35%)  

Legal:  359 (65%)  

Tota l:  554  
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3.3 Methodology 

The classification of text documents consists of the following tasks:  

Data Preprocessing, Term Weighting, Dimensionality Reduction, and 

Classification.  Here we propose a two-step dimensionali ty reduction 

scheme for the classification of the dark web content.  The application of 

the proposed scheme is evaluated using the three classifiers and the 

results are compared with other DR techniques.  

 

3.3.1 Data Preprocessing  

The documents in the dataset were preprocessed in three stages.  

Stop words are removed in the first stage. Stop words are the most 

commonly used words in a language (like is, am, are, this,  it ,  etc) whose 

removal does not affect the meaning of the text. Python Natural Language 

Toolkit
7
 (NLTK) package consisting of 58 such words is  used for 

removing stop words. After removing stop words, symbols, numeric 

characters, punctuations and other special characters were removed. The 

complete text is also converted into lowercase. Finally,  tokenization is 

performed on each of the document s to split the sentences into individual 

words.  

 

3.3.2 Term Weighting 

The documents in the dataset are represented in the Bag of Words  

(BoW)  model. This model first creates a vocabulary of unique words that 

appears in the corpus  [113]. The ordering of the words in the document is 

not taken into account while constructing the vocabulary.  Moreover, the 

words that  occur in less than two documents  are not considered and 

removed from the vocabulary.  

 

The text documents are turned into vectors of fixed length equal to 

the size of the vocabulary.  Each element of the vector represent s the term 

                                                 
7
 https://www.nltk.org/ 
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of the vocabulary. These terms ar e assigned weights depending on their  

presence or absence in the document. We have used the Term Frequency-

Inverse Document Frequency (TF-IDF) [113] to assign weights to the 

terms in the document vector.  The idea of this measure is to assign a high 

weight to the term if it  appears frequently in a document. However , if it  

also appears frequently in other documents of the corpus then it would not 

have been an important term and it is assigned a low weight.  In short, an 

infrequent term in the corpus is an important term for the documen t and 

reverse.  Given a corpus of size 𝑛, 𝑡𝑓 − 𝑖𝑑𝑓 is defined by Equation (3.1): 

 

𝑡𝑓 − 𝑖𝑑𝑓 𝑡, 𝑑 = 𝑡𝑓 𝑡, 𝑑 . 𝑖𝑑𝑓(𝑡)      (3.1) 

 

where  𝑡𝑓 𝑡, 𝑑  is the term frequency of term 𝑡 in the document 𝑑 i .e.  the 

frequency of term 𝑡 for each document 𝑑 of the corpus.  

 

 𝑖𝑑𝑓(𝑡) is the inverse document frequency of term 𝑡  is given by Equation 

(3.2):  

 

𝑖𝑑𝑓 𝑡 = log(
𝑛

𝑑𝑓 𝑡 
) + 1       (3.2) 

 

3.3.3 Dimensionality Reduction  

The proposed DR scheme consists of two steps. In the first step, 

Mutual Information (MI) of each of the feature s in the vocabulary is  

computed followed by the application of LDA on the selected features 

from the first step to obtain a transformed feature space with reduced 

dimension. The two-step DR scheme is shown in Figure 3.1.  

 

Mutual Information  

Mutual Information is adopted from the field of information theory 

to estimate the mutual dependence between the feature and the 

corresponding class.  MI is also defined as the measure of the amount of 



61 

 

information held by one random variable about another variable [127]. For 

selecting features, MI can be used to measure the importance of a feature 

with respect to its class. The MI between two variables  𝑋 and 𝑌 is given 

by Equation (3.3):  

 

𝑀𝐼 𝑋: 𝑌 =   𝑝 𝑋 𝑖 , 𝑌 𝑗  . log(
𝑝(𝑋 𝑖 ,𝑌(𝑗 ))

𝑝 𝑋 𝑖  .𝑝(𝑌(𝑗 ))
)𝑛

𝑗=1
𝑛
𝑖=1     (3.3) 

 

In case if  𝑝 𝑋 𝑖 , 𝑌 𝑗  = 𝑝 𝑋 𝑖  . 𝑝(𝑌(𝑗)) i .e.  if  𝑋 and 𝑌are statistically 

independent, then MI between 𝑋 and 𝑌will be zero.  

 

The features are ranked from high to low according to their MI 

score with the highest scoring feature at the top. From the ordered list of 

features,  the top  𝑘 percent of features are selected to reduce the dimension 

of feature space. Given a feature space having  𝑛 documents and 𝑚 

features,  the top 𝑘 percent of ranked features will  be selected for further 

analysis where.  The reduced feature space will  contain 𝑛 documents with  

𝑘 percent of features.  

 

The second step will  further reduce the feature space obtained from 

step one. LDA technique is used for projecting the feature space into a 

new space having much lower dimensions.  

 

Linear Discriminant Analysis  

Linear Discriminant Analysis [124] is a statist ical technique that  

finds new axes from the original dataset  using class labels in a way that  

maximizes the distance among different classes. Both PCA and LDA 

follow a similar approach however unlike PCA, LDA is a supervised 

technique. It takes the original high dimensional feature space divided 

into classes as the input and transforms it into a new low dimensional 

feature space. The class structure remains unchanged by the 
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transformation. The differentiation between classes is  obtained by 

minimizing the intra-class distance and maximizing the inter -class 

distance.  

 

Given a dataset having 𝑑 classes with feature space of length ℎ,  

LDA can find new dimensions of size min(𝑑 − 1, ℎ).  The eigenvectors of 

the training data are calculated and stored in inter-class and intra-class 

scatter matrices.  The eigenvalues corresponding to the eigenvectors are 

arranged in the decreasing order of their length. The  eigenvectors with the 

highest eigenvalues are kept as they are more informative than the smaller 

length eigenvectors. The selected eigenvectors are employed  for 

transforming the dataset into a new space. After the end of the second 

step, the feature space is reduced to  size  𝑑 − 1 or ℎ whichever is smaller .  

 

 

Figure 3.1: The two-step DR scheme.  

 

3.3.4 Classifiers  

The reduced feature space obtained after the application of the 

proposed DR scheme is supplied to the suitable classifiers for evaluation. 

The following three classification algorithms are employed: Logistic 

Regression, Support  Vector Machines and Naïve Bayes.  
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Logistic Regression  

Logistic Regression (LR) is a linear classification algorithm 

borrowed from the field of statistics. It passes the input data through the 

sigmoid function that returns a probability value which can be used to 

classify a particular data point to its corresponding class. A decision 

boundary or a threshold is computed for mapping the data points to their 

respective classes depending on the value of the si gmoid function. It  is  

based upon the assumption that the probabili ty of mapping a data point to 

a particular class can be obtained from the linear combination of the 

features of that point  [128].  

 

Support Vector Machines  

Support Vector Machine (SVM) performs classification by 

computing decision hyperplane that demarcates instances of  different 

classes.  In an n-dimensional Euclidean space, a hyperplane is a n n-1 

dimensional subspace that separates the original space into two hal ves.   

The hyperplane is positioned in the hyperspace such that  the distance 

between the different classes is maximized  [128]. As SVM does not 

require the training examples to be transformed into different space s, thus 

it can handle a very large feature subset.  SVM has been used in several  

previous studies [130], [131] due its  high classification accuracy [129] .  

 

Naïve Bayes  

Naïve Bayes (NB) is a fast and simple probabilist ic  classifier. It is  

based on the Bayes theorem from probability theory that relies on prio r 

knowledge about an event to predict the probability of occurrence of that  

event. It assumes that for a class, all the features are independent however 

practically it is not true  [128]. Despite its naïve assumption about feature 

independence, the NB class ifier gives a good competition in terms of 

performances to other classifiers. The easy implementation and low -cost  

training make NB a popular choice for classifier s [132], [133].  
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3.4 Experimental Setup 

The main theme of our work is focused on identifying t he criminal 

and illegal activities on the dark web. To match the theme, we selected 

five categories out of 31 of the dark web text dataset presented in the 

Section 3.2. The selected categories have content that is  either illegal or 

of controversial nature that demands investigation and surveillance. 

Additionally,  we include a sixth category called Others that holds a mixed 

content of other dark web categories.   

 

The Others  category may help better train the classification model 

by simulating the real-time practical situations  where input data contains  

both the illegal and legal content.  The details of the selected subset of 

categories are shown in Table 3.4. A total of 1006 samples distributed 

among six classes are taken for the experiment.  It  is  to be noted that the 

distribution of samples in the categories is imbalanced  as the difference 

between the largest  and the smallest category is of more than 300 

samples.  

 

Table 3.4: Distribution of categories in the Dark Web  Text Dataset.  

Category  Document  Count  

CC Dumps  271 

Counter fe i t s  37 

Drugs  179 

Forged Documents  40 

Vio lence  97 

Others  382 

Total  1006 

 

The proposed DR scheme is also evaluated on the Reuters -21,578 

dataset, a benchmark dataset for the text classification problem s. The 

dataset is a collection of documents on various topics from the Reuters 

news agency. The original  version of the corpus has 135 categories and 

21,578 samples [134]. As used in previous studies [135], [136] , we are 
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taking only the top ten categories consisting of 9980 documents for our 

experiment. The distribution of the documents in the top ten categories is 

unbalanced as shown in Table  3.5.  

 

Table 3.5: Distribution of categories in the Reuters-21,578 dataset.  

Category  Document  Count  

Acquis i t ion  2369 

Corn 237 

Crude  578 

Earn  3964 

Grain  582 

Interes t  478 

Money-fx  717 

Ship  286 

Trade 486 

Wheat  283 

Total  9980 

 

3.4.1 Evaluation Metrics  

The performance of text classification is evaluated by Precision, 

Recall  and Accuracy.  Though accuracy can be used for  an almost balanced 

dataset, i t  may not provide a good measure in the case of an unbalanced 

dataset (as in our case). On the other hand, a high value of precision is 

obtained at the cost  of a low value of recall [137]. To get a balanced 

measurement, an f -score  is used which is the harmonic mean of precision 

and recall [138].  

 

For the problem of multi -class classification, a micro-averaged and 

macro averaged f-score  is used [113] . For this, one binary f-score  for each 

class is calculated and that  class is represented as the positive class while 

all the other classes are treated as the negative classes.  The micro 

averaged is calculated by using true positives,  false posit ives and false 

negatives over all the classes. In this work,  a micro averaged f -score  is 

computed for evaluation.  
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3.4.2 Validation and Parameter Settings  

The K-fold cross-validation method is used to validate the 

experimental results. In this method, samples are split into K  mutually 

exclusive parts known as folds and the classification algorithm is 

executed for K  rounds. At each round, the K-1 folds are used for training 

the classifier and the remaining part for testing. The final classification 

results are obtained by merging the individual results of each round. In 

this method, all the samples from the dataset  get  the chance to be in the 

training set  and each sample is  employed once to test  the model.  

Therefore, we apply the 10- fold cross-validation with the three 

classifiers.  

 

The proposed DR scheme and the classification algorithms are 

implemented in Python language and its associated l ibrary for machine 

learning Scikit -Learn
8
.  During the construction of the feature vector with 

TF-IDF, the N-grams  was set to unigrams only and all the terms with a 

frequency less than three  were ignored. To obtain the optimal parameters 

for the classifiers, the grid search has been applied  that performs the 

exhaustive search over the grid of parameter value and their possible 

combinations.  The values of the parameters  for the three classifiers were 

set as given in Table 3.6.  The experiments were conducted on an Intel  

Core i5 1.6GHz machine running on Windows 8.1 operating system with 

4GB of RAM. 

 

Table 3.6: Parameter values for the three classifiers.  

Classif ier  Parameter  

NB Default  

SVM Kernel:  l inear  

Default  values for  other  parameters  

LR C=10  

Default  values for  other  parameters  

 

                                                 
8
 https://scikit-learn.org/ 
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3.5 Results and Discussion 

The size of the feature space after the data preprocessing stage was 

1886 and 15,665 for the dark web text dataset and the Reuters -21,578 

dataset respectively.   The first step of the DR was applied on both the 

datasets by calculating the MI score of each of the features. The top 𝑘 

percent of features are selected from the initial feature set . LDA is then 

applied in the next step to transform the subset of features into a new 

space. After the application of the two-step DR scheme, the resulting size 

of the feature space for the dark web text dataset  and the Reuters -21,578 

dataset is five and nine respectively (which is one less than the number of 

classes).  Table 3.7 and Table 3.8 shows the classification performance on 

the dark web text dataset and the Reuters-21,578 when the proposed two-

step DR scheme is applied at different values of 𝑘 in the first step of 

feature selection. 

 

Table 3.7: Classification performance on the Dark Web Text D ataset 

after the application of the two-step of DR. 

Percentage of  

features 

se lected in the 

f irst  step (k)  

Number of  

features  

Classif ier Performance  

( f -score )  

NB SVM LR 

10 189 93.63  93.63  93.33  

11 207 93.53  93.83  93.93  

12 226 94.73  94.73  94.63  

13 245 95.72  95.42  95.61  

14 264 95.32  95.12  95.92  

15 283 95.52  95.92  96.22  

16 302 95.93  95.62  96.42  

 

In Table 3.7 we can see, with 16 percent of features selected in the 

first step, the NB classifier gives the best classification results. Also, 

SVM and LR attain the highest  score when 15% and 16% of features are 

selected respectively. Therefore, we can say that the t op 15-16 percent of 

features are the most discriminative as all three classifiers produced the 

best  results in this range.  
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Table 3.8: Classification performance on the Reuters -21,578 after the 

application of the two-step of DR.  

Percentage of  

features 

se lected in the 

f irst  step (k)  

Number of  

features  

Classif ier Performance  

 ( f -score )  

NB SVM LR 

10 1566 88.84  89.01  89.62  

11 1723 88.98  89.08  89.73  

12 1880 89.06  89.02  89.67  

13 2036 89.26  89.08  89.83  

14 2193 89.42  88.82  89.96  

15 2350 89.50  88.86  89.95  

16 2506 89.65  88.91  90.04  

 

For the Reuters-21,578 dataset , NB and LR achieve their highest f -

score  when the top 16% of features were selected in the first step. Though 

SVM achieves i ts best performance with only 11-13 percent of the feature 

is selected, it  could not surpass the f -score  of both the NB and LR 

classifiers, LR being the best among all three.  Thus the LR classifier 

gives the best classification performance  with the two-step DR technique 

. 

Table 3.9 compares the performance of the classifier s when no 

feature selection is applied,  features selected from step one alone and 

with the two-step DR. The proposed approach achieves a significant 

improvement in the classification performance over the other .  

 

Table 3.9: Comparison of the classification performance with different 

feature set sizes.  

Dataset  Size of  Feature Set  Classif ier  

NB SVM LR 

Dark Web Ful l  Fea ture Se t  83.17  91.32  91.63  

With MI (k=16)  73.14  82.81  87.56  

With MI-LDA 95.93  95.62  96.42  

Reuters-

21,578  

Ful l  Fea ture Se t  79.50  84.14  81.25  

With MI (k=16)  70.65  85.68  82.11  

With MI-LDA 89.65  88.91  90.04  
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Now, we compare the proposed DR approach with the other feature 

extraction methods PCA and LSI when used in combination with MI on 

the two datasets. Table 3.10 shows the classification performance  of the 

three classifiers  with different  feature extraction methods at  16% of the 

feature being selected using MI in the first  step. The number of 

components in PCA and LSI were one less than the total classes as used in 

LDA. As evident from the results, the MI-LDA combination outperforms 

the other methods with a s ignificant increase in the f-score .  This 

increment in performance is complemented with the considerable 

reduction in the dimensionality of the feature space leading to lower 

computational cost  as compared to other methods.  

 

Table 3.10:  Comparison of the two-step DR scheme with other  feature 

extraction methods.  

Dataset  Size of  Feature Set  Classif ier  

NB SVM LR 

Dark Web MI-PCA 55.96  65.51  69.00  

MI-LSI  61.22  65.31  69.50  

MI-LDA 95.93  95.62  96.42  

Reuters-

21,578  

MI-PCA 69.21  73.76  73.67  

MI-LSI  68.06  74.07  74.58  

MI-LDA 89.65  88.91  90.04  

 

Figure 3.2 shows the learning curves for the logistic regression 

classifier when combined with the two -step DR technique. In Figure 3.2,  

at the beginning there is  a narrow gap between the two curves depicting a 

bit of variance but  the cross-validation score gradually improves as the 

training samples are increased. However, in the end, the training curve 

and validation curve are almost clos e to each other with a high score 

value which represents a reasonably good fitting of the model.  Figure 3.3 

shows the time taken (in second) to train the model with different sizes of 

training samples.  Now, we compare the results obtained by the proposed 

methodology with baseline approach set  forth in previous work [43] .  
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Figure 3.2:  Learning Curves of the LR classifier with the proposed DR 

scheme.  

 

 
Figure 3.3:  The time required for fitting the LR model.  

 

The baseline method creates a pipeline for classification by 

identifying the key performance influencer in the method.  They have used 

BoW and TF-IDF for document representation and three classifiers NB, 

LR and SVM for evaluation. The f -score  of the three classifiers on the 

dark web text dataset  is shown in Table 3.11 along with the result of our 
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method (at 𝑘 =16%). The parameters of the classifiers and other settings 

of the experiment were the same as used in the baseline approach.  

 

Table 3.11:  Comparison of the proposed approach with the basel ine 

approach.  

Classif ier  Feature 

Representat ion  

Classif ier Performance  

( f -score )  

Base line  Two-Step DR 

NB BoW 84.18  92.05  

TF-IDF 84.38  95.93  

SVM BoW 83.60  91.95  

TF-IDF 87.27  95.62 

LR BoW 86.67  91.76  

TF-IDF 90.35  96.42  

 

As evident from the Table 3.11, the proposed DR approach has 

much better performance than the baseline approach with LR being the 

best  among the three classifiers.  Moreover, the better performance of our 

classification model is achieved at  a much smaller feature set.  The 

proposed classification model could prove beneficial to law enforcement 

agencies in predicting the il legal content on the Tor dark web network.  
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CHAPTER 4 

CONTENT BASED IDENTIFICATION 

RANKING DRUGS HIDDEN SERVICES 
 

4.1 Background 

The emergence of cryptomarkets on the dark web ha s eased access  

to illicit drugs without compromising the privacy of the user. The 

ubiquitous presence of the narcotic substance on these marketplaces has 

lead to gradual il l  effects  on public health. The significant health issues 

with the use of narcotics have driven the government and law enforcement  

agencies into closing down marketplaces. However, a multitude of 

marketplaces and stand-alone shops dealing in illicit drugs requires much 

larger resources and time in their closure. Also, some of t hese avenues 

may be selling highly dangerous substances while some deal only in less 

harmful or even safe drugs (like tobacco, khat ). Therefore, Law 

Enforcement Agencies (LEA) should prioritize their efforts in detecting 

the markets that sell the most harmful drugs. Note that this does not mean 

the other marketplaces are left untouched instead the LEA shoul d focus 

their attention on  marketplaces that  need to be immediately monitored.  

 

Ranking the marketplaces based on the amount of harm could help 

the LEA in identifying the influential marketplaces which subsequently 

helps in identifying the key vendors, customer profiles and the countries 

involved in the drug trafficking. Therefore, we aim to help the LEA by 

proposing the content based ranking scheme in det ecting the most harmful 

hidden services including both cryptomarkets and stand -alone shops 

involved in the illici t drugs trade.  For each of the hidden service (HS) , we 

calculate a harm score that indicates the degree of threat posed by the 

illicit  drugs on that HS. The harm score is then used to rank the HS.  The 

ranking methodology can either be link based or content based  or a 

combination of the former two.  
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The link based methods use the hyperlinks betw een the HS to rank 

them. However, the link based methods may not be efficient in ranking 

the dark web content as the majority of Tor HS web pages have low out-

degree [62], even some of the Tor HS may have zero out -degree making 

them hard to find. Therefore, content based ranking  methodology has an 

edge in the case of the dark web as they uti lize the content of the HS 

rather than the hyperlinks. Also, the content base approach consider s even 

the isolated  (zero in-degree and out -degree) HS which are not taken into 

account by the link based methods.  

 

4.2 Overview of the Drugs available on the Tor Network 

The controlled drugs are classified into several  categories based on 

their activity on the nervous system of the person . These drugs can be 

abused in several ways like swallowing , sniffing, smoking or injecting. 

The intensity of the effect depends on the type of the drug and the dose 

consumed. Here we briefly describe different categories of drugs and their 

effect on the consumer as mentioned by the US Drugs Enforcement 

Administration
9
.  

 

Stimulants: As the name suggests, these drugs stimulate the nervous 

system of the body to generate an instant sensation called rush  or flash .  It  

is generally abused to achieve the better physical and mental activ ity,  

boost  self-esteem and produce a sense of exhilaration and prolonged 

wakefulness. When taken in large doses at a time may resu lt in headaches,  

dizziness, chest pain, excessive vomiting and  sweating. In case of 

overdoses,  fatality may occur if  not treated for symptoms.   

 

Depressants:  Depressants produce a calming effect on the mind and body 

that  relieve anxiety and muscle spasms and induces sleep. Higher doses of  

depressants are abused by a person to experience euphoria. Long -term 

                                                 
9
 https://www.dea.gov/ 
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intake of these drugs can cause physical and psychological  dependence 

and tolerance.  

 

Hallucinogen:  Hallucinogens are capable of changing the mood and 

perception of a person. The psychological effects include distorted 

thoughts related to time and space, time appears to stand still  and the 

person experiences hallucinations and flashbacks. The physical symptoms 

include increased heartbeat and blood pressure,  dilated pupils sometimes 

followed by nausea and vomiting. The acute overdose of these drugs 

rarely causes death, however, severe doses may result in respiratory 

failure followed by death.   

 

Narcotics (Opioids):  Narcotics are primarily used to alleviate pain and 

dim human senses. A person feels calm, relaxed and drowsy by reducing 

anxiety,  aggression and tension. The prolonged use of drugs result s in 

psychological dependence and its withdrawal process can cause 

frustration, restlessness, depression, drug craving and other physical  

symptoms. Overdose of narcotics cause extreme drowsiness,  confusions,  

slowed breathing that is often life-threatening 

 

Inhalant:  Inhalants are the volatile chemicals that are present in common 

house products like paints, correction ink, cleaning sprays etc. They 

produce psychoactive effects on the mind. It  interferes with the common 

brain functions like thinking, hearing, vision and moving. Overdose of 

inhalants causes unconsciousness due to the accumulation of the toxic 

substance in the lungs leading to suffocation and death.  

 

Steroid:  Steroids are the synthetic replacement of the male hor mone 

testosterone-responsible for the development of manly features like 

muscle growth, physical fitness and endurance , physical appearance and 

performance. Steroids are abused to achieve fast growth of muscles and 
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improved physical endurance. Their illici t intake has a number of side 

effects depending on the age and sex of the person though their overdoses 

are uncommon.  

 

Cannabis:  Cannabis or marijuana is a psychoactive drug extracted from 

different parts of the Cannabis Sativa  plant  including stems, leaves and 

flowers. Marijuana smoke can be inhaled directly to experience instant 

effects, however, it  can also be eaten or drink.  It affects different systems 

of the body and may cause impaired judgment, anxiety and accelerated 

heartbeat . The compounds found in marijuana can weaken the immune 

system of the body making i t more vulnerable to diseases.  

 

The drugs that are commonly available on the Tor HS that will be 

considered in our ranking are given in Table 4.1.  

 

Table 4.1: Commonly available drugs  on the Tor hidden services  and 

their types.  

Drug Class  Drug Type  

St imulants  Amphetamines  

Cocaine  

Crack Cocaine  

Khat  

Methamphetamine  

Mephedrone  

Depressants  Benzodiazep ines  

Gamma-Hydroxybutyr ic  Acid  (GHB)  

Hal luc inogen  Ecstasy  

Ketamines  

Lysergic Acid Die thylamide (LSD)  

Mushrooms  

Narco tics (Opioids)  Buprenorphine  

Heroin  

Methadone  

Inhalant  Butane  

Steroid  Anabol ic  Steroids  

Cannabis  Cannabis  
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4.3 Methodology 

The proposed methodology is developed to target the domain of 

drug trafficking on the Tor dark web. The time complexity of the 

methodology can be reduced by providing it a pre-identified dataset of 

drug-related hidden services. For this,  we can apply the classification 

technique presented in Chapter three for classifying dark web textual  

content. The proposed ranking methodology shall  then be applied to 

extract  the potentially harmful HS among other services.  The proposed 

ranking methodology is graphically shown in Figure 4.1.  It consists of the 

four steps: i) Data Preprocessing,  ii) Il licit Drugs Name Extraction, iii)  

Calculation of Harm Score and iv) Final Rankings.   

 

 

Figure 4.1: The proposed ranking methodology . 

 

4.3.1 Data Preprocessing  

The content of the HS is represented in the HTML file format. The 

product list ings available on each of the HS are extracted by the 

customized Python script from the HTML files. These listings contain 

different products along with drugs from various vendors as the sin gle HS 

(like cryptomarkets) may offer a large range of products .  The textual  

content of all the product listings is extracted by removing the HTML tags 

and is saved in a separate plain text format for each individual HS. All the 
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unwanted content like the h yperlinks, URLs, script, meta -data, and white 

spaces are removed from the plain text file.  

 

Stop words and duplicates are eliminated and the whole text is  

converted into the lower case.  All the numbers consist ing of either single -

digit or more than three digits are identified and removed with the help of 

a regular expression parser. The relevance and need of removing such 

numbers shall be described in the following step. Finally, the tokenization 

is applied to the processed text to break the long sentences  and phrases 

into smaller entities  called tokens consist ing of single words and numbers 

(with two or three digits only). Upon completion of the tokenization step, 

the obtained tokens are stored in a l ist format for subsequent steps.   

  

4.3.2 Illicit Drugs  Name Extraction 

The list of tokens obtained from the data preprocessing steps 

contains the names of i llicit drugs and also the name of other products 

that are irrelevant and unwanted in our task and needs to be eliminated 

from the token l ists. Drug Name Recognition (DNR) could be used to 

identify and extract the name of drug -related items. DNR is a special type 

of Named Entity Recognition (NER) to identify and extract the drug 

names from the unstructured text  [139].  

 

DNR is a crucial and challenging step  in our ranking methodology 

for extracting the names of ill ici t drugs. The customers and vendors 

involved in drug trafficking often use street names and slang for the 

prohibited drugs to confuse the law enforcement agencies. These slangs 

and street  names consist  of common words and English phrases used in 

daily l ife that can easily trick a person unaw are of drug terminology. For 

example,  nuggets  is a street name used for crack cocaine.  The participants 

may also use the commercial names of the drugs (l ike br and names) 

instead of the generic names. Moreover, the drug names may also be 
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represented in numerical  forms like 501, 77  that motivate us in keeping 

the two and three digits numeric tokens in the data preprocessing step.  

 

DNR Approaches  

There are four categories of DNR approaches: dictionary -based, 

rule-based, machine learning-based and hybrid approach [139] .   

 

Dictionary-Based: This approach matches the given text against a 

particular  drug dictionary to identify drug names. A drug dictio nary is an 

automatically or manually collected database of drug names from a single 

or multiple resources.  The text can be matched exactly or approximately 

to obtain optimal performance.  

 

Rule-Based: The rule-based approach use predefined rules that reflect the 

patterns or naming convention of drug names. A rule-based approach can 

identify drugs that are named after adopting certain standard rules laid 

down by the concerned organization or agencies.  This approach cannot 

identify drug names that are generated without following any exist ing 

patterns or rules.  

 

Machine learning-Based: The machine learning approach considers the 

DNR as a classification problem where a text token has some distinct  

attributes or features that are used by the classification model to predict 

the class of the token. The performance of this approach is dependent on 

the choice of the learning model to be used and the  quality of the feature 

set used by the model.  

 

Hybrid Approach:  The hybrid approach integrates multiple other 

approaches to garner their advantages while minimizing the limitations of 

the individual approaches.   The final outcome of a hybrid approach could 

be better than that of the individual approaches.  
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In our methodology, we shall be applying the dictionary-based 

approach to identify the name and slangs of ill icit  drugs as th is approach 

is best suited in the context of the problem under study. As already 

mentioned, slang terms are mostly used by the participants of the illicit  

drug business with no standard nomenclature or convention. Therefor e, 

the rule-based approach may be ineffective in the present  scenario, while 

the dictionary-based approach could be more effective provided a good 

dictionary with a comprehensive collection of slang/street names of drugs 

for matching with the text.  Needless to say, the drug dictionary should  be 

updated frequently to cope with the ever -changing environment of drug 

trafficking. The United States Drug Enforcement Administration provides  

the dictionary of slang/street names of the drugs and is regularly updated. 

We shall  use the same dictionary in our work to extract the drug names.  

 

To identify the drug 's name and slang consisting of two or three 

words, the bigrams and trigrams are created from  the token list of product 

listings. Thus, for each of the HS , a final list of tokens containing 

unigrams, bigrams and trigrams is generated. For each of the HS , an 

associative array with a key-value format is created to store  the types of  

drugs and their frequency that are available on a particular HS.  The key  

field of the associative array contains the drug type  and the value  field 

holds the corresponding frequency. The value  f ield is initial ized to  zero.  

The procedure for creating the associative array is given by Algorithm 1.  

 

The final list of tokens is matched against the drug dictionary to 

extract the drug names. Since the product l istings may contain typos; it  

can affect the matching of tokens in the dictionary. The solution to this 

problem is to calculate the Levenshtein di stance [140] of a token to 

measure its similarity with the drug dictionary. The Levenshtein distance 

between the two strings is the measure of the number of the characters 

that  need to be changed to transform one string into another.   
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Algorithm 1:  Building an associative array of  the HS  

Input:  𝐷:  drug dictionary 

 𝑇:  l ist  of 𝑛 tokens  

 𝐿:  l ist  of 𝑚 available product l ist ings  

 @lev :  function that  computes the Levenshtein ratio of the two strings  

Output:  𝐴:  Associative array  

1:  begin algorithm 

2: for  𝑖 = 1 to 𝑛 do  

3:              𝑓𝑙𝑎𝑔 = 0    

4:            for  𝑑𝑛𝑎𝑚𝑒 in  𝐷 do  

5:                    Apply @lev  to compute the Levenshtein ratio 𝑅𝑖  of 

token 𝑇 𝑖  and drug name 𝑑𝑛𝑎𝑚𝑒 

6:                    if  𝑅𝑖  < 0.25 then  

7:                           𝑘 = 𝑑𝑛𝑎𝑚𝑒[𝑐𝑙𝑎𝑠𝑠]  

8:                           𝑓𝑙𝑎𝑔 = 1 

9:                           break 

10:            end for       

11:           for  𝑗 = 1 to 𝑚 do  

12:                    if  𝑇 𝑖  in 𝐿 𝑗  and 𝑓𝑙𝑎𝑔 = 1,  then  

13:                          𝐴 𝑘 = 𝐴 𝑘 + 1    

14:                         Remove  𝐿 𝑗  

15:             end for    

16:            𝑓𝑙𝑎𝑔 = 0      

17:  end for  

18:  return  𝐴 

19:  end algorithm 

 

In our case, we consider two tokens to be representing the same 

entity if their Levenshtein distance is not greater than 24 percent. The 

corresponding drug type is retrieved from the dictionary  if the token is 

matched exactly or the Levenshtein distance is below 25 percent with the 

drug dictionary. Once the token is matched in the dictionary, it  is then 
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searched in the available product listings extracted from the HS, to 

identify other l istings of the same drug from different vendors. The 

number of listings that are matched with the token is counted and saved in 

the value  field of the associative array  which shall be indicating the 

frequency of the corresponding drug type of the matched token.  

 

The listings that get  matched with the token are eliminated from the 

set of available product listings of the HS. This process is  repeated for 

each of the items in the token list that matched with the drug dictionary. 

However, if the token is matched with the drug type already existing in 

the associative array, then the frequency of that drug is incremented based 

on the number of matches found. After al l the items in the token lists are 

matched with the drug dictionary, the set of available product listings is  

discarded. The elements of the associative array having zero in their value  

field are deleted.  

 

At the end of this step, an associative array for each of the HS is 

obtained reflecting the drug types and their frequency.  This final 

associative array is passed on to the third step for computing the harm 

score of the HS. Figure 4.2 shows one such example of the associative 

array thus created of an HS that sells cannabis , cocaine, ecstasy and  LSD. 

 

 

Figure 4.2:  An example of the associative array.  
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4.3.3 Harm Score of Hidden Services  

The serious health concerns that drug abuse causes on person and 

society have mandated the formulation of drug control and scheduling 

policies by the concerned agencies. Drug abuse can have several  

consequences on different aspects like personal, social , environmental  and 

economic damage. The harm caused by the controlled drug s should be 

estimated in such a way that  it  accounts for all  the aspects of damage. One 

such study was conducted to assess the harm of the controlled drugs in 

terms of multiple factors to aid the policymakers in devising better 

policies [141].  

 

The authors of the study have formed a committee to estimate the 

harm of twenty drugs based on sixteen factors using the multi -criteria 

decision analysis  technique. The committee members were renowned 

experts of drugs from the United Kingdom.  The criteria or factors were 

divided into two major categories:  criteria affecting the users  and criteria 

affecting the others.  The major categories were further divided into 

several sub-categories.  The l ist of criteria  affecting users  were: Drug-

specific mortality,  Drug-related mortali ty,  Drug-specific damage, Drug-

related damage, Dependence, Drug-specific impairment of mental  

functioning, Drug-related impairment of mental functioning, Loss of  

tangibles and Loss of relationships.  

 

The lists of criteria affecting others were: Injury (to others),  Crime, 

Environmental damage, Family adversities, Inte rnational damage, 

Economic cost  and Community.  The committee has assigned an overall 

score based on sixteen criteria to each of the twenty drugs on a scale of 0 

to 100. A score of 0 means the drug is least harmful while a score of 100 

indicates that the drug is most harmful. Table 4.2 shows the name of the 

drugs and their  corresponding harm score estimated by the group of 

experts based on sixteen factors.  
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Table 4.2: Drug types and their harm score.  

S.No 

(𝒌) 

Drug Type (𝒅𝒌)  Individual 

Harm Score 

𝒕 𝒅𝒌  

1.  Heroin  55 

2 .  Crack Cocaine  54 

3 .  Methamphetamine  33 

4 .  Cocaine  27 

5 .  Amphetamines  23 

6 .  Cannabis  20 

7 .  Gamma-Hydroxybutyr ic  Acid  (GHB)  19 

8 .  Benzodiazep ines  15 

9 .  Ketamines  15 

10.  Methadone  14 

11.  Mephedrone  13 

12.  Butane  11 

13.  Anabol ic  Steroids  10 

14.  Khat  9  

15.  Ecstasy  9  

16.  Lysergic Acid Die thylamide (LSD)  7  

17.  Buprenorphine  7  

18.  Mushrooms  6 

  

The overall harm score of the HS is calculated using the harm score 

of the individual drugs presented in Table 4.2 [141]. From the twenty 

drugs used in the above study, we skip the alcohol  and tobacco  from the 

study as these two substances are not controlled and have no relevance in 

the illicit drug trade.  

 

Let 𝐴𝑖  be the associative array of the 𝑖𝑡𝑕  HS 𝐻𝑖 ,  a drug vector 𝑉𝑖  of 

dimension 𝑛 (𝑛 = 18) is created for 𝐻𝑖 .  The elements 𝑥𝑖
𝑘  (𝑘 = 1,2, … 18) of 𝑉𝑖  

are obtained using Equation (4.1).  

 

𝑥𝑖
𝑘 =  

𝑡 𝑑𝑘 ∗ 𝑓(𝑑𝑘), 𝑖𝑓 𝑑𝑘  ∈  𝐴𝑖

0, 𝑜𝑡𝑕𝑒𝑟𝑤𝑖𝑠𝑒
       (4.1) 

 

𝑑𝑘  and 𝑡 𝑑𝑘  are the drug type and its individual harm score obtained from 

Table 4.2, 𝑓(𝑑𝑘) is the frequency of  𝑑𝑘  in the associative array 𝐴𝑖 . 
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A harm score 𝜏(𝐻𝑖) is  assigned to 𝐻𝑖  using logarithm function given 

by Equation (4.2).  

 

𝜏 𝐻𝑖 = 𝑙𝑜𝑔10  1 +
 𝑉𝑖 

𝑣𝑜
        (4.2) 

 

where  𝑉𝑖 =  𝑥𝑖
𝑘

𝑘  and 𝑣𝑜 = min[ 𝑡 𝑑𝑘 ]  

 

A large HS like cryptomarket may offer numerous products with 

multiple list ings from vendors,   𝑉𝑖  may get a very large numeric value.  

Therefore, the logarithm function is used to calculate the harm score to 

conveniently express the large values.  Since the logarithm function is 

undefined for zero,  we have added one in the argument of logarithm 

function in Equation (4.2)  for conditions when  𝑉𝑖 = 0.   A HS which is not  

involved in illegal drug trafficking will have  𝑉 = 0 and subsequently, an 

overall zero harm score reflecting that  it  does not have any negative 

effects on its  users.  The HS are ranked once the harm score for each of 

the hidden services is obtained.  

 

4.3.4 Ranking 

The ranking of the HS is needed to identify the most severe one 

among other HS as there would cases where some HS offers potentially 

harmful drugs while others may deal in much less harmful drugs. The HS 

is ranked in the decreasing order of their harm score with the top rank 

being occupied by the HS possessing the highest  harm score. If  two HS 

have equal harm scores then the HS containing drug with the highest  

individual score is placed at the higher rank. For example, consid er two 

HS A and B, A offers  crack cocaine  (individual harm score of 54)  from a 

single vendor while B offers cocaine  ( individual harm score of 27)  from 

two different vendors. The harm score of  both A and B shall be the same 

but A shall get a higher rank than B because A offers crack cocaine  whose 

individual harm score is  54.  
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4.4 Experimental Setup 

This section describes the implementation of the proposed ranking 

technique and evaluates the resu lts on the standard metrics for the 

problem of rankings. The rankings generated by our proposed 

methodology need to be compared with some benchmark or ground truth 

rankings of HS, however, to the best of our knowledge , no such study 

exists that put the content based ranking of HS. Therefore, to assess the 

accuracy of the rankings produced by the proposed methodology, the 

ranking of the HS from the three experts is  being taken as the ground 

truth for benchmarking.  

 

4.4.1 Dataset  

The dark web text dataset is used in this work that  was presented in 

the chapter three.  The dataset  consists of 4,102 labeled instances divided 

into 31 categories including drugs. The individual instance represent s a 

Tor HS with i ts root page in the HTML format.  We have picked up 179 HS 

samples from the dataset that were related to the il licit drug trades.  The 

data from the HS are extracted and processed for further steps.  The 

content of the HS that shall be used in the implementation of the 

experiments  was in English.  

 

4.4.2 Expert Ranking-Ground Truth 

A group of three experts was formed and the dataset of HS was 

presented before them to generate the ground truth ranking.  The three 

experts belonged to different domains related to the area of drug abuse 

and its  impact. The experts were a psychologist,  a professional medical  

doctor and an academician. The experts independently ranked each of the 

HS in the dataset based on the three criteria i.e. i) presence of illicit drugs 

on the HS, ii)  the severity of the present drugs and ii i)  the number of  

listings of each individual drug. The three separate rankings are obtained 

from the individual expert.  
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Now, the three rankings need to be merged together to obtain a 

single ranking for the benchmarking purpose. Since , all the three rankings 

would vary given the subjective nature of the task and obvious differences 

in opinion regarding the drug harms among the experts. Therefore, rank -

based aggregation (RBA) [142] shall be used to combine the individual 

rankings to obtain final rankings. RBA removes the bias es in rankings by 

compensating the noise that appeared by the other experts during 

aggregation. The final rankings generated after applying RBA shall be 

served as ground truth for assessing the accuracy of our proposed ranking 

methodology.  

 

4.4.3 Evaluation Metrics  

The following standard metrics were employed to judge the 

accuracy of the rankings generated by our proposed methodology.  

 

Kendall’s tau 

Kendall’s tau is a widely used metric to compare the pair of  

rankings in the field of information retrieval [143]. Given the two 

rankings 𝑃 and 𝑄 of length 𝑛,  Kendall’s tau of 𝑃 and 𝑄 is given by 

Equation (4.3) .  

 

𝑅 𝑃, 𝑄 =
𝑛𝑐−𝑛𝑑

1

2
𝑛(𝑛−1)

        (4.3) 

 

where 𝑛𝑐  and 𝑛𝑑  be the number of concordant and discordant pairs 

respectively, the pair of ranks are called concordant if   𝑝𝑖 < 𝑝𝑗  and  𝑞𝑖 < 𝑞𝑗  

or  𝑝𝑖 > 𝑝𝑗  and  𝑞𝑖 > 𝑞𝑗  and discordant if  𝑝𝑖 < 𝑝𝑗  and  𝑞𝑖 > 𝑞𝑗  or  𝑝𝑖 > 𝑝𝑗  and  

𝑞𝑖 < 𝑞𝑗  for each pair of rank  𝑝𝑖,𝑞𝑖 ,  𝑝𝑗𝑞𝑗  ……… . .  𝑝𝑛,𝑞𝑛 .  

 

Kendall’s tau has been selected because it is co mmonly used in the 

literature [144-147] and is more robust than other standard metrics [148].  
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Rank-Biased Overlap 

Rank-biased overlap (RBO) works by assigning different weights to 

different ranks in the list with higher ranks getting more weightage  [149].  

Thus, RBO can be used to measure the accuracy in top ranks by giving 

more importance to the higher ranks. The RBO of two rankings 𝑃 and 𝑄 of 

length 𝑛 is given by Equation (4.4).  

 

𝑅𝐵𝑂 𝑃, 𝑄, 𝑝 = (1 − 𝑝) ×  𝑝𝑑−1𝐴(𝑃, 𝑄, 𝑑)𝑟
𝑑=1     (4.4) 

 

where  𝑟 is the number of unique ranks,  𝑝 is a configurable parameter in 

(0,1) such that  the smaller value of 𝑝 implies that the metric is more top -

weighted and 𝐴(𝑃, 𝑄, 𝑑) is  the overlap value between two rankings 𝑃 and 𝑄 

up to rank 𝑑,  given by Equation (4.5)   

 

𝐴 𝑃, 𝑄, 𝑑 =
 𝑃1:𝑑∩𝑄1:𝑑  

 𝑃1:𝑑∪𝑄1:𝑑  
       (4.5) 

 

RBO can measure the accuracy of the proposed methodology in high 

ranks similar to other metrics [150], therefore it  has been used for 

evaluation purposes as the top-ranked HS would be more important in  

terms of law enforcement perspective. Also, rank-biased overlap is 

efficient than other evaluation metrics in handling the non-conjointness in 

the rankings [149].  

  

4.5 Results and Discussion 

The experiment was implemented using Python v3.6 [151] on a 

Windows 8.1 operating system running on an Intel i5 machine supported 

by 4 GB of RAM. The intermediate steps of the data preprocessing stage 

including the elimination of  stop words was achieved by the Python 

Natural  Language Toolkit  (NLTK) package. Equations (4.1) and (4.2)  

were used to compute the harm score of the HS.  
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Table 4.3 shows the top ten ranked HS from the ground truth 

rankings and the one generated by the proposed method respectively. The 

English alphabets are used to denote the HS instead of their onion URL 

for the sake of simplicity. The data in Table 4.3 clearly reflects the 

performance of the proposed method as the highest -ranked HS obtained is 

the same as obtained from the ground truth of experts  rankings. This HS 

was involved in the trading of eleven controlled drugs.  

 

Table 4.3: The top ten HS retrieved from the ground truth and the 

proposed ranking methodology respectively.  

HS Retr ieved 

Rank 

Ground 

Truth 

Difference  

A 1 1 0  

B 2 2  0  

C 3 3  0  

D 4 4  0  

E 5  5  0  

F  6  6  0  

G 7 7  0  

H 8 8  0  

I  9  10 1  

J  10 9  1  

 

Now we calculate Kendall’s tau between the two rankings to 

measure the correctness of ranking allotted to each of the HS. Since the 

nature of our problem demands that the top -ranked HS are of greater 

importance to the law enforcement agencies;  hence we compute Kendall’s 

tau up to the rank 50 of the list with the interval of 10 i .e. find Kendall’ s 

tau up to rank 𝑘 where 𝑘 ∈  10,20,30,40,50 .   

 

Table 4.4  shows the value of Kendall’s tau for different values of 𝑘.  

The data in Table 4.4 indicates the effectiveness of the proposed ranking 

methodology when compared with the ground truth. The near to one value 

of Kendall’s tau indicates the strong relationship between the two 

rankings,  though a slight decrease was observed in Kendall’s tau as 𝑘 
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increases. The top ten ranked HS are the dealer of potentially harmful 

drugs and may hold a key space in the drug trade. The law enforcement 

agencies should put their resources in investigating these HS.  

 

Table 4.4: Kendall’s tau between the two ranked lists at different 

values of 𝒌. 

𝒌 Kendal l’ s  tau 

10 0.9556 

20 0.9474 

30 0.9218 

40 0.9120 

50 0.8784 

 

To evaluate the consistency of the proposed method, we randomly 

selected the six  samples of the rank pairs from the complete list and 

computed their Kendall’s tau. The sample size is 25. Table 4.5 shows 

Kendall’s tau of the different samples.  Once again , the high values of 

Kendall’s tau confirm that the proposed methodology is close t o the 

ground truth throughout the entire ranking list .  

 

Table 4.5: Kendall’s tau value for randomly selected samples from the  

ranked list.  

Sample #  Kendal l’ s  tau 

1 0.9318 

2 0 .9121 

3 0 .8872 

4 0 .9058 

5 0 .9255 

6 0 .9485 

 

Now we check the accuracy of the proposed method in the high 

ranks by calculating the RBO of the two ranking lists .  Figure 4.3 

represents the RBO between the two list s. The curve of the graph touches 

to one which shows the high accuracy of the proposed method in top 

ranks.  
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Figure 4.3:  The RBO curve for the two ranking lists.  
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CHAPTER 5 

CONTENT BASED IDENTIFICATION 

PREDICTING FIREARM LISTINGS 
 

5.1 Background  

The probable use of the dark web for the procurement of illegal 

firearms has been a debatable topic for a long until  recently when several 

studies have uncovered the presence of firearms trafficking on the 

anonymous platform [82-84]. This dark corner got the spotlight following 

the Paris and Munich terrorist attacks in 2015 and 2016 respectively after 

several media houses reported the linking of the weapons used to the dark 

web platform. There were also reported cases of firearms being bought for 

personal use from the dark web [152].  

 

The firearms on the dark web could be used both for organized 

terror attacks as well as for private use with the customer being either an 

individual or a group.  Moreover,  a study reported that small  firearms like 

handguns and rifles were used in the majority of mass shootings [153].  

For instance ,  Glock 17 ,  a type of pistol was used in the Munich shooting 

while assault rifles were used in the Paris attacks. The populari ty of these 

arms is also complemented by the fact that the most commonly available 

firearms on the Tor dark web cryptomarkets  include pistols and rifles  

[82], [83].  

 

The goal of this study is to provide law enforcement, monitoring 

and investigating agencies  with an automatic tool to detect  the firearm 

listings of handguns and rifles using text analysis and machine learning 

techniques.  This may help the concerned agenci es in easy and quick 

detection of hidden services involved in the illegal firearm trafficking and 

subsequent actions to be taken.  The identification of specific types of  

firearms could also aid in identifying the vendors of the firearms that  
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operate across several hidden services on the Tor dark web. To achieve 

this task, an ensemble machine learning approach combined with a Part -

of-Speech tagged and N-grams features is applied to detect the l istings of 

pistols and rifles.  

 

5.2 Overview of the Firearms available on the Tor Network 

The Silk Road  marketplace has been regarded as the first  ever 

hidden service to offer firearms including weapons of mass destruction  

[18]. Later on, The Armory  has come up that exclusively provides a 

variety of firearms and related products with worldwide  delivery services.  

Here we briefly describe the firearms and other weapon -related products 

that  are commonly sold on the Tor dark web.  

 

Firearms 

A firearm is a barreled weapon capable of discharging a bullet from 

a distance with abil ity to kill the person being fired upon. The firearm can 

be described in several  different ways like by their caliber indicating the 

diameter of the bore of the gun or the mode of action l ike the pump, 

revolver, muzzleloader, semi -automatic, fully-automatic, etc. The firearm 

may be designed to be used as a hand-held or in a mounted posit ion. A 

firearm is designed for individual use and comes in different sizes as 

defined as follows:  

 

Handguns:  Handguns are the smallest  of firearms having short-length 

barrels specifically designed to be used single -handedly.  Their small  size 

makes them easily portable and concealable from law enforcement 

agencies.  They are mainly of two types: semi -automatic pistols and 

revolvers.  The semi-automatic pistols have a single chamber and barrel .  

At each trigger pressed, the handgun fires bullet from the chamber , throws 

out the bullet casing and loads a new bullet from the magazine.  Thus the 

handguns fire only a single round for pressing the trigger once.  Revolvers 
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on the other hand have multiple chambers fi tted in a cylinder. At every 

trigger pressed, the cylinder rotates to align the next chamber in line of 

bore to fire the shot.  Revolver can shot a bullet  multiple times without 

reloading.  For example,  the Glock pistol  series like Glock 17, Glock 26, 

Colt Revolver,  etc.  

 

Shotguns:   Shotguns have a larger barrel  length as compared to handguns 

and require both arms to properly handle and fire the shot.  The shotgun 

can fire either a shell that contains multiple small pellets or a single solid 

bullet called a slug .  Shotguns can have one or two barrels and can either 

be loaded automatically or manually. The manual loading of the shotguns 

can be performed by either of the following methods: pump -action, 

breech-loading, revolving actions and lever action.    They also have much 

powerful action than handguns . The automatic loading of shotguns 

functions in the same way as that of handguns. Shotguns are commonly 

used in sport and hunting activit ies and by peoples for home security.  For 

example,  Mossberg  shotgun.  

 

Rifles:  Rifles also known as long guns have the longest barrel length . The 

barrels have spiral grooves cut into the inner lining that  makes the bullet  

spin in the barrel to get  enhanced precision. The walls of the barrels are 

thick to withstand high pressures and are generally fired at stationary 

targets. The bore of the rifle is designed to accommodate ammunition of 

specified caliber only.  The rifles can be distinguished much like the 

shotguns into the manual or automatic category. The manual loading 

follows similar methods as for shotguns except for an additional bolt  

action loading. The automatic loading rifles are also known as assault  

rifles for their high firing rate with manageable size and portability.  

Rifles are known for their versatility that comes with good range and 

accuracy. For example, Garand M 1841, Ruger M77, G36 Assault Rifle  are 

some of the models of rifle available on the Tor  network. 
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Digital Products  

Digital products are the popular products only next to the firearms 

in weapon trafficking on the Tor dark web [82]. It includes e-books and 

guides that  provide step by step method to create explosives using home 

items, manufacturing and customizing firearms and accessories as per 

specific requirements, manufacturing firearms with 3D printing 

technology. The advancement in the field of 3D printers ha s eased the 

manufacturing of homemade firearms thereby posing a major security 

concern.  

 

Accessories and other weapons  

Firearm accessories like magazines, cartridges,  gun mounters,  

armors, ball istic vests , etc can be bought from the dark web . Other  

weapons include ammunition like bullets and grenades,  non-lethal  

weapons like tasers, stun guns,  batons, pepper sprays ,  etc are also 

available. Melee weapons like knives, knuckle dusters, blades can also be 

bought.  

 

In the present work, we shall be proposing a methodology to detect 

the listings of handguns (pistols) and rifles on the Tor dark web. 

Henceforth, the term firearm shall refer to pistols and rifles in the 

subsequent sections.  

 

5.3 Methodology 

The existing work on the Tor dark web firearm trafficking was of 

exploratory nature that intends to estimate the market value of firearm 

trafficking, identifying the variety of firearm and associated products  

available and figuring out the vendor profiles and their characteristics. In  

this work, we shall present the methodology for the automatic detection of 

firearm listings on the Tor hidden services using the ensemble machine  

learning models.  
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The effectiveness of the proposed solution is evaluated  on the 

public datasets using standard  evaluation metrics.  The proposed 

methodology for detecting the firearm listings is composed of three steps: 

i) Data Preprocessing, ii) Feature Construction and iii) Detection of 

Firearm Listings.  The diagrammatic representation of the proposed 

methodology is presented in Figure 5.1.  

 

5.3.1 Data Preprocessing 

The data preprocessing step is an essential task whose objective is  

to eliminate the irrelevant, redundant and noisy data before moving on to  

the subsequent stages. It helps in reducing the computational time of the 

model and enhancement in the overall performance. The preprocessing of 

the data is  achieved by the following three tasks: Tokenization, Stop 

Words Removal and Noise Removal.  

 

Tokenization 

The textual data may consist of sentences and phrases that may not 

be suitable for direct application to the model. T herefore, tokenization is 

performed on the text data that breaks them into individual words and 

numbers called tokens. The white space characters are used as a delimiter 

for breaking the text into individual tokens.   

 

Stop Words Removal  

In the English language (or any other spoken language), there are 

certain words l ike is, am, are,  the,  of ,  etc whose removal from the text 

does not change the meaning or context of the text, such words are called 

the stop words. The stop words frequently appear in textual data, 

therefore their elimination from the text may result  in a considerable 

reduction in the size of the data which may, in turn,  improve the 

efficiency of the classification model. The stop words are elim inated with 

the help of the predefined list of stop words for a specific language.  
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Figure 5.1: The proposed methodology.  

 

Noise Removal  

The noise in the data refers to the components that do not bear any 

relation to the data under study. In our data of product l istings,  the noisy 

parts are special characters (like $ or #), punctuation marks (like a full  

stop, comma, exclamation mark), URLs and e -mail addresses. The noise 

does not convey any meaning to the model ,  therefore, it  should be 

removed from the data.  Moreover, noise removal reduces the dimension of 

the feature set.  

 

After the application of the above three tasks, the resulting text is 

transformed into the lower case to ensure uniform ity across the dataset .  

The preprocessed data is then passed onto the next stages for further 

action.  
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5.3.2 Feature Construction 

The data received from the preceding step contains unstructured 

text that needs to be transformed into a n appropriate feature vector that  

can be supplied to the classification model.  A variety of the feature 

construction methods like the Bag of Words  (BoW)  model, Part of Speech 

(PoS) tagged features, N-grams, heuristic patterns, contextual and 

semantic features and parse trees  exist that  have been employed in the 

text classification literature. In this methodology, the following steps are 

undertaken for adequate feature selection and representation.   

 

Part of Speech (PoS) Tagging 

Part of Speech (PoS) tagging is the process by which indivi dual 

words or tokens are assigned a category of part of speech i .e.  noun, verb, 

adverb,  etc. By this process, each of the tokens in the text is  given a tag 

that  identifies whether it  is  a noun, adjective and so on. Here in our work ,  

we have selected the non-numeric tokens that have been tagged as nouns  

and all other numeric and alpha-numeric tokens. This is  done as the 

listings of weapons include the characteristics of a firearm like its caliber,  

action type, finesse,  the manufacturer of the firearm , model variant, etc.  

which are all nouns. Therefore, all the noun -tagged tokens were extracted 

for further steps to observe the effect  of selecting such tokens on the 

result .  A sample of a pistol listing from the Tor marketplace is given in 

the next paragraph. Table 5.1 shows the PoS tagging of some of the tokens  

of the pistol listing.  

 

“The Glock 17 Gen4, in 9x19, introduces revolutionary design 

changes to the world's most popular pistol.  The Modular Back Strap 

design lets you instantly customize its  grip to ad apt to an individual 

shooter's  hand size. The surface of  the frame employs the new 

scienti fically designed, real -world-tested, Gen4 rough textured 

technology. Internally, the new Glock  dual recoil spring assembly 



98 
 

substantially increases the life of the sys tem. A reversible enlarged 

magazine catch, changeable in seconds, accommodates left or ri ght-

handed operators. The Tundra  is a dry suppressor, but can also be used 

with a small amount of  coolant for even greater flash and sound 

reduction. Its light weight and relatively small size makes for a pleasant,  

accurate shooting experience as compared to nose -heavy suppressors .” 

 

Table 5.1: An example of PoS tagging of a pistol listing.  

Token PoS Tag  

The  Determiner  

Glock  Proper  Noun  

17 Card ina l  Number  

pis tol  Noun 

of Preposi t ion  

frame  Noun 

reco il  Noun 

spring  Noun 

substan tia l ly  Adverb  

used  Verb  

and  Conjunct ion  

suppressors  Noun,  plural  

 

Extraction of N-grams 

N-gram is a string of consecutive tokens from the text where N 

indicates the number of tokens in the string. The most commonly 

generated N-grams are unigram (N=1), bigram (N=2) and trigram (N=3).  

The N-gram is a popularly used technique and has been applied in  

different fields [154]. In our work, the product listings in the da taset  

contain the product name, their brand and other identifying attributes 

(like fully automatic ) that may be composed of two or three words.  Hence, 

we shall use the combination of N-grams (N=1, 2, 3) to adequately 
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represent the feature vector.  The example of an N-gram model is shown in 

Table 5.2.  

 

Table 5.2: An example of the N-gram models.  

N-gra m model  Beretta M9 is semi automatic pistol  

Unigram Beret ta ,  M9,  is ,  semi ,  automat ic ,  p isto l  

Bigram Beret ta  M9,  M9 is,  is  semi ,  semi  automatic ,  automatic  pis tol  

Trigram Beret ta  M9 is,  M9 is  semi ,  i s  semi automat ic ,  semi 

automatic  pis tol   

 

Feature Representation and Weighting  

The Bag of Words (BoW) scheme is used to represent the feature 

vector. In the BoW model, the vocabulary consisting of the distinct  

features from the dataset is  created. The element of the feature vector in a 

BoW model only indicate whether the corresponding feature is present in 

the document or not and it does not count the frequenc y of feature in the 

document. Therefore, the Term Frequency-Inverse Document Frequency 

(TF-IDF) [113] is  used to assign weight to each of the features reflecting 

its corresponding frequency in the document. As discussed in Chapter 

three, a high weight is assigned by the TF-IDF to the feature which 

frequently occurs in a document but infrequently in the  other documents 

of the dataset.  

 

5.3.3 Detection of Firearm Listings 

The classification models and the ensemble model for detecting the 

firearm listing are discussed in this section as follows.  

 

To predict the firearm lis tings, we have utilized the three  machine 

learning algorithms that are: Naïve Bayes  (NB), Random Forest (RF) and 

Logistic Regression (LR). These classifiers have been selected because of  

their track record of better classification performance. The description of 

the base classifiers  and techniques to build their ensemble  is given as 

follows:  
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Naïve Bayes 

Naïve Bayes (NB) is a probabilistic supervised classifier based on 

the Bayes theorem. It makes a naïve assumption that the features are 

conditionally independent of each other  [128]. NB predicts the probabil ity 

of an event by calculating the joint probability with respect to the 

occurrence of the other event.  NB is among one of the popular 

classification algorithms and has been used in a number of studies with 

good classification performance [132], [133] .  

 

Random Forest  

Random Forest (RF) classifier is based on the decision tree 

algorithms [155]. It is an ensemble of multiple individual decision trees 

that form a forest. Multiple  samples from the training dataset are chosen 

to generate each decision tree. A final class value is chosen from the trees 

based on the majority voting scheme. RF c an effectively manage the 

missing values and good parameter tuning can prevent them from over 

fitting [156].  

 

Logistic Regression  

Logistic Regression (LR) is a linear classification algorithm 

borrowed from the field of statistics. It passes the input data through the 

sigmoid function that returns a probability value which can be used to 

classify a particular data point to its corresponding class. A decision 

boundary or a threshold is computed for mapping the data points to their 

respective classes depending on the value of the sigmoid function. It  is  

based upon the assumption that the probabili ty of mapping a data point to 

a particular class can be obtained from the linear combination of the 

features of that point  [128].  

 

The ensemble technique leverages the  power of multiple individual 

classifiers called base classifiers in order to obtain improved 
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classification performance as compared to a single base classifier. It  

combines the weak classifier with a strong classifier to get an overall 

better classification output. The base class ifier can be combined in two 

different ways to form the ensemble:  Majority Vote  and Stacking  [128].  

 

Majority Vote  

The majority voting ensemble classifier combines the predictions of 

the several base classifiers when they are applied in a parallel scheme. 

The final outcome is obtained by selecting the prediction that gets the 

highest number of votes among the predictions of several multiple 

classifiers. The final  outcome shall be used to classify the instance to the 

target class.  

 

Stacking 

Stacking is similar to the majority voting ensemble except that the 

base classifiers are executed in a sequential manner in stacking instead of 

the parallel manner as in the majority vote.  In stacking, the base 

classifiers are placed one over the o ther resembling stack data structure 

such that each of the base classifiers passes its prediction to the classifier 

above i t.  The multiple base classifiers are combined and are trained on a 

single data.  The predictions of the base classifiers are used as t he input 

for the final estimator called meta-classifier whose output is considered as 

the final  prediction of the stacking ensemble.   

 

The stacking ensemble is  more suitable than the majority voting as 

the former is set  apart by the model learning that occur at the final level 

by the meta-classifier, which is absent in the voting scheme [157]. Also, 

the second classifier in the stacking ensemble can be trained to possibly 

learn the error committed by the first  classifier. Consequently, the final  

predictions can be improved upon incorporating the error estimates to the 

predictions of the first classifier  [158].  Therefore, we shall apply the 
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stacking method to build our ensemble model with NB and RF as base 

classifier  and LR being the meta-classifier.  Figure 5.2 illustrates the 

concept of a stacking ensemble model.  

 

 
Figure 5.2:  The Stacking Ensemble model.  

 

5.4 Experimental Setup 

This section describes the experimental settings required to 

implement the proposed ensemble classification model  followed by the 

standard evaluation metrics for testing the effectiveness of the proposed 

model.  

 

5.4.1 Dataset  

The effective evaluat ion of the proposed method requires a dataset  

with an ample number of training and testing instances. Therefore, the 

experiment was performed on a public dataset collected b y an independent 

researcher Gwern Branwen [159] and has been used in various existing 

peer-reviewed literature [36], [160], [161] . The dataset contains the 

digital traces of the 87 marketplaces and th eir related 37 discussion 

forums that were collected over a period of two years. For our work, we 

have selected the subset of the dataset comprising of three marketplaces 

namely: Alphabay ,  Armory  and Dreammarket  that  have been identified as 

the major hub of firearm trafficking on the Tor dark web [82], [84]. The 

selected subset contains listings of several  other products along with the 

firearm listings, hence, we manually extracted the firearm list ings and put 
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them into two classes: Pistol  and Rifle.  We also created Others  category 

that contains listings of ammunition, digital products, other arms and 

accessories, and other products that are available on the marke tplaces like 

drugs, counterfeits ,  etc. A Python l ibrary for text parsing called 

BeutifulSoup
10

 was used to parse the listings to  extract the relevant 

content and stored it  in text files.  These files of individual listings shall  

be used in the experiments. The detail of selected subset of the dataset  is  

given in Table 5.3.  

 

Table 5.3: Description of the  Dataset.  

Class  Number of  List ings  

Pisto l  392 

Rif le  378 

Others  2230 

Total  3000 

 

5.4.2 Evaluation Metrics  

There are different evaluation metrics available to assess the 

performance of the machine learning models like accuracy, precision, 

recall and a combination of the former two called f-score. However,  

judging the performance in terms of precision and recall  separately does 

not lead to an effective evaluation in the true sense,  as the higher values 

of precision are obtained at the cost of low recall values [137]. Therefore,  

the f-score shall be used to evaluate the per formance of the proposed 

method. In our context of work, the following terms are used to define the 

evaluation metrics.  

 

True Positive (TP): Positive class  correctly predicted  

False Positive (FP): Negative class incorrectly predicted  as positive 

True Negative (TN):  Negative class correctly predicted  

False Negative (FN): Positive class incorrectly predicted  as negative 

                                                 
10

 https://www.crummy.com/software/BeautifulSoup/bs4/doc/ 
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Here, the positive class indicates the category of firearm listings 

while the negative class denotes the category of Others .  A false negative 

outcome would mean that the model has predicted the product listing to be 

of the Others  category while it  actually was a firearm listing. Now, the 

evaluation metrics are  given by Equations (5.1), (5.2)  and (5.3) 

respectively:  

 

𝑓 − 𝑠𝑐𝑜𝑟𝑒 = 2 ∗
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 +𝑅𝑒𝑐𝑎𝑙𝑙
      (5.1) 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
 𝑇𝑃 

 𝑇𝑃 + 𝐹𝑃 
        (5.2) 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =
 𝑇𝑃 

 𝑇𝑃 + 𝐹𝑁 
        (5.3) 

 

5.4.3 Validation and Parameter Settings  

The K-fold cross-validation method is used to validate the 

experimental results. In this method, samples are split into K  mutually 

exclusive parts known as folds and the classification algorithm is 

executed for K  rounds. At each round, the K-1 folds are used for training 

the classifier and the remaining part for testing. The final classification 

results are obtained by merging the individual results of each round. In 

this method, all the samples from the dataset get  the chance to be in the 

training set  and each sample is  employed once to test  the model.  

Therefore, we apply the 10- fold cross-validation scheme. 

 

While constructing the feature vector with TF-IDF, all  those 

features that have a frequency below three were skipped . To obtain the 

optimal parameters for  the Random Forest classifier ,  the grid search has 

been applied that performs the exhaustive search over the grid of 

parameter value and their possible combinations. The values  of the 

parameters for the  classifiers were set as given in Table  5.4.  
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Table 5.4: Configuration of the parameters of different classifiers.  

Classif ier  Parameters  

Random Fores t  max_depth:  70  

max_fea tures:  'auto '  

n_est imators:  400  

Naïve Bayes  Default  Se tt ings  

Logist ic  Regress ion  Default  Se tt ings  

Stacking Classi f ier  stack_method:  „auto‟  

 

5.5 Results and Discussion  

The three classification algorithms: NB, RF and LR  were employed 

to predict the firearm listings. The logistic regression classifier was used 

as the final estimator.  Initially, the individual performances of the base 

models were obtained on the dataset. The K-fold cross validation scheme 

with K=10 is applied on the three approaches.  All the experiments were 

implemented in the Python v3.6 [151], the associated NLP package NLTK 

was used for the elimination of the stop word. The PoS tagging of features 

was also implemented with the help of the NLTK library and the tags were  

provided by the Penn Treebank [162].  

 

Scikit-learn library was used for implementing the classification 

algorithms and their ensemble. The experiments were carried out on an 

Intel Core i5 1.6 GHz machine running on Windows 8.1 operating system 

with 4GB of RAM.  

 

The proposed methodology has been evaluated using precision, 

recall and f-score.  The NB and RF act  as the base estimator s while LR did 

the final estimator task.  The performance of the individual classifiers is  

shown in Table 5.5.  The individual performance of the RF classifier is  

better than the NB, however RF is computationally slower than the NB 

classifier. The stacking of the NB and RF in an ensemble has achieved  

better performance than the individual classifiers alone. With close to 

88% of f-score, the NB+RF ensemble could accurately predict the 
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specified firearm list ings. The logistic regression classifier has performed 

well in integrating the output of NB and RF. However, the construction of 

the ensemble model took longer t ime than the individual model which is 

common in such settings. Figure 5.3 shows the comparison of the t ime 

required (in seconds) to fit  the NB, RF and the s tacking ensemble 

(NB+RF) on the training samples.  

 

Table 5.5: Comparison of the individual classifier s.  

Classif ier  Prec is ion  Recall  f -score  

NB 78.88  80.49  79.68  

RF 85.20  83.73  84.46  

Stacking (NB,RF)  87.58  88.37  87.97  

  

 
Figure 5.3: Comparison of the fit  time of the three models.  

 

The result  of selecting the PoS tagged features and their 

combination of N-grams (N=1,  2,  3) on the classification performance for 

the individual classifier and their ensemble can be seen in the Table 5.6 

and Table 5.7 respectively.  The comparison of the size of feature space 

when different combinations of PoS tagged and N-grams features are 

utilized is  shown in Table 5.8.  
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Table 5.6: Comparison of the base classifiers with PoS tagged features 

and N-grams. 

Classif ier  N-gra ms Precis ion  Recall  f -score  

NB uni  89.42  79.52  84.07  

uni+bi  90.54  79.02  84.39  

uni+bi+tr i  91.28  79.02  84.32  

RF uni  88.90  87.26  88.07  

uni+bi  94.83  94.65  94.74  

uni+bi+tr i  92.31  91.79  92.05  

 

 

Table 5.7: Performance of the Stacking Ensemble with PoS tagged 

features and N-grams. 

Classif ier  N-gra ms Precis ion  Recall  f -score  

Stacking  

(NB, RF)  

uni   91.43  92.15  91.79  

uni+bi  97.15  96.84  96.99  

uni+bi+tr i  93.46  92.75  93.10  

 

Table 5.8: Size of the Feature Space. 

Type of  Feature  Set  Size  

Ful l  2003 

PoS Tagged with Unigrams  1063 

PoS Tagged with Unigrams and Bigra ms  2470 

PoS Tagged with Unigrams,  Bigra ms & 

Trigra ms  

3874 

 

The application of feature set with only PoS tagged features has 

considerably increased the f-score of the individual base classifiers.  The 

combination of unigrams and bigrams with PoS tagged features has 

achieved the best performance. However, the inclusion of unigrams and 

bigrams has resulted in small increase in the size  of the feature set. The 

product listings on the marketplaces contain product name and 

specification like M1 Garand, Glock 22, Ruger M77, breech action, lever 

action  etc which are bigrams. The inclusion of PoS tagged features and 

their N-grams (N=1, 2) could have helped in distinguishing the firearm 

listings from other products which subsequently improved the results.  
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A significant  improvement in the classification performance of the 

stacking ensemble model is achieved upon the application of the PoS 

tagged features. The stacking ensemble also achieved the best results 

when unigrams and bigrams were used in the feature space. Figure  5.4 

shows the learning curve of the stacking ensemble with PoS tagged 

unigram and bigram features.  The ensemble model starts to generalize as 

the training samples are increased. The gap between the two curves is  

almost negligible representing low bias in the model. Finally, the two 

curves converge at the similar scores.   Thus, the proposed ensemble model 

of the NB and RF classifier could accurately predict the listings of 

firearms.  

 

 
Figure 5.4: Learning Curves of the Stacking Ensemble.  
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CHAPTER 6 

LINK BASED IDENTIFICATION 

 

6.1 Background  

The researchers have recently managed to expose the topological  

characteristics of a range of large and complex networks such as online 

social networks, the World Wide Web, biological networks and the 

Internet. Though these networks differ greatly in their functionality,  size 

and components, they surprisingly have similarity in their topology that  

indicates that such complex networks are followed by some self-

organizing rules that form the basis of their s tructure. The analysis of 

complex networks helps in understanding the real world phenomenon 

based on such networks.  

 

The infamous dark web, though hidden from regular view is capable 

of posing serious negative effects on any society and nation in many 

ways. The knowledge about the dark web topology is not much known 

given its limited accessibility and dynamic nature. It is unknown whether 

the dark web shares network characteristics with oth er types of complex 

networks including the self -organizing rules. Moreover, i t  is largely 

unknown how the dark web can resist the constant monitoring from law 

enforcement agencies and withstand cyber attacks.   

 

This chapter shall analyze the topological  pr operties of the Tor dark 

web network by studying its corresponding web graphs and associated 

attributes. In addit ion to finding the general understanding of the Tor dark 

web, it  would also be provided with insights into the disruptive strategies 

to the law enforcement agencies. Moreover, a hyperlink based ranking 

algorithm is proposed for identifying the influential hidden services in the 

Tor network.  
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6.2 Topological Properties of the Tor Network  

Topological analysis is  the methodology of studying large -scale 

networks by analyzing the statistical properties of the network structure 

[163]. There are three types of large complex networks: random, small -

world and scale-free. Each type of complex network is identified by 

several statistics like the degree distribution, average path length, and the 

connected components. Table 6.1 outlines the key terminology of the 

graph theory that shall be used in the topological analysis of the Tor dark 

web. 

 

Table 6.1: The terminology of the network topology.  

Terminology  Descr iption  

Graph The se t  o f ver t ices or  nodes and the set  o f edges or  l inks are  

collect ive ly ca l led undirec ted graph or  simply graph.  Graph 

wi th  spec i fied d irec t ion between nodes represented by edges i s  

cal led d irec ted graph or  digraph.  

Path A path  𝑣1 → 𝑣2 → 𝑣3 →……..  𝑣𝑛  i s  a  sequence  of edges between 

two nodes 𝑣1 and 𝑣𝑛  such tha t  𝑣𝑖 → 𝑣𝑗  represents an edge  from 

the node 𝑣𝑖  to  𝑣𝑗 .  

Degree  The degree of the node  is  the tota l  number  o f  edges tha t  are  

incident  on i t .  

Connected 

Component  

A connected component S in an undirec ted graph is  a  co llect ion 

of nodes such that  each node in S i s  reachable from every other  

node  in S .  

Central ity  The centra l i ty o f the node i s  the quanti tat ive metr ic  to  define  

the re la t ive impor tance of tha t  node in the graph.  

 

The two nodes in a random network are connected with a certain 

probability due to which each node has more or less the same degree. The 

random networks have a small average path length between any two nodes 

due to which one node can reach out to another no de in a small number of  

steps. Random networks generally do not contain clusters of nodes and are 
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characterized by Poisson distributions [163]. However, it  was found in 

studies that most complex networks are of a small-world and scale-free 

type than random networks.  

 

Contrary to random networks, the small -world and scale-free 

networks show different characteristics. A small -world network contains 

relatively large clusters than the random networks while sustaining a 

small average path length [164]. On the other hand, scale-free networks 

follow the power-law in the degree distribution where the majority of the 

nodes in the network have a small degree value while the remaining few 

nodes have relatively very large degree value [163]. The scale-free 

networks have been thought of being self -organized networks where the 

nodes with a high degree attract the new connections and are preferred 

over other nodes leading to the appearance  of the power-law distribution.  

 

The topological analysis of the complex networks could give 

insights into the understanding of their functionality. The network 

topology may greatly affect the functionality of a complex network. For 

example, the easy accessibili ty and quick navigation of the Internet are 

due to its small average path length where on average a web page can be 

reached from any other web page with 19 clicks only.  Moreover, scale -

free networks are highly immune to failures but largely vulnerable to 

organized attacks [165].  

 

The study of onl ine networks like the dark web, and surface web 

requires the construction of its corresponding web graph. A web graph can 

be thought of as a collection of edges and vertices where a web page or  

website serves as a vertex and the hyperlinks am ong the websites forms 

the edges of the graph. By analyzing the web graph, the und erlying 

properties of online networks are uncovered which can be helpful in the 

development of effective data mining and web crawling strategies.  
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6.2.1 Methods 

The dark web text dataset has been extended to be used for the 

topological analysis of the dark web. The newly found links in the dark 

web text dataset were scraped to obtain new links. The newly found links 

were again scraped to obtain more links. This process is repe ated two 

more times successively until  no new links are found. Finally,  the crawler 

was able to collect 48,174 onion domains that shall  form the 

corresponding web graph. The nodes or vertices of the graph are 

represented by the individual hidden services a nd the hyperlinks between 

the hidden services constitute the edges of the graph.  

 

A Python script is employed to extract all the hyperlinks from the 

hidden service by searching for the HTML <a> tags. The self pointing 

links (i.e. loops) and parallel links were ignored. The adjacency list has 

been constructed once the hyperlinks of all the nodes have been extracted. 

The directed graph is generated from the adjacency list using the Python 

NetworkX
11

 library.  The equivalent undirected graph is also obtained fro m 

the directed graph. The Tor web graph is generated at the domain level,  

therefore any individual web pages of a hidden service at the sub -domain 

level are clubbed together.  Thus, each node in the web graph represent s a 

hidden service along with  its sub-domains. Similarly, edges of a node 

denote the hyperlinks from the domain including those from the sub -

domains as well .  

 

Each node of the graph and its incident edges represent the unique 

hidden service and its connections to other services respec tively.  All  

other statistical properties of the graph discussed in the subsequent 

sections are calculated by the in -built function of the NetworkX library.  

The generated Tor web graph contains 48,174 vertices  and 103,526 edges.  

                                                 
11

 https://networkx.org/ 
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6.2.2 Results  

In this section, several  graph theoretic properties of the  Tor web 

graph are reported followed by a discussion on the possible insights into 

the network structure of the Tor dark web.  

 

Degree Distributions  

Figure 6.1 and Figure 6.3 show the in -degree and out -degree 

distribution of the nodes respectively. Around 7% of nodes have zero in -

degree i .e they are the source, followed by other 39% nodes with only 

single incoming l inks. Overall , around 97% of nodes have in -degree below 

10, a clear indication that the majority of the hidden services are hard to 

found with only seven hidden services have in -degree above 100 and the 

highest in-degree value being 184. On the other hand, the out -degree also 

shows extremities in the distribution, 75% of nodes have zero out -degree 

i.e. they are sink ,  98% have out -degree below 10. Around 31 hidden 

services have above 100 values of which 9 nodes have above 1000 out -

degree.  

 

The highest  out -degree node has 2846 outgoing hyperlinks that  

could cover a large portion of the graph. The top ten highest out-degree 

nodes were the Wiki/directory services.  Though they may have a 

relatively large out-degree, they are quite difficult to find due to their 

small in-degree (<10). Another key finding was the presence of some 

isolated nodes that makes the graph disconnected. The isolated nodes have 

zero in-degree and out-degree values.  Around 3006 such nodes were found 

in the graph. Figure 6.2 and Figure 6.4 show the in -degree and out-degree 

distribution on the log-log scale.  The in-degree distribution shows  several  

spikes at the tail whereas the points are scattered irregularly in t he out-

degree distribution.  The p-value of the Kolmogorov-Smirnov goodness of 

fit  test was more than 0.1 which suggest s that the in-degree distribution 

follows the power law [189].  
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Figure 6.1: In-degree distribution.  

 

 
Figure 6.2: In-degree distribution (log-log scale).  

 

 

Figure 6.3: Out-degree distribution.  
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Figure 6.4: Out-degree distribution (log-log scale).  

 

Overall , the graph is said to have sparse nature as more than 95% of 

nodes have the out -degree and in-degree values below ten. The edges are 

seen to be clustered around some high out -degree nodes. However, the in -

degree and out-degree nodes largely differ in their size unlike in the 

surface web where they are of comparable size [69]. The out-degree node 

is around fifteen times bigger than the largest in -degree node which 

subsequently leads to the relatively slow decay of the in -degree 

distribution as compared to the out-degree distribution.  

 

Centrality Measures  

Centrality metrics in the topological analysis are used to identify 

the prominent nodes in the network. In the case of the Tor network, the 

central  nodes may be the significant hidden services that  co uld hold the 

structure of the network. Here, PageRank and eigenvector centrali ty is  

used to identify the key nodes in the graph. The PageRank was originally 

developed to identi fy the central web page in the World Wide Web [166].  

It  assigns a probability to each node in the graph. A higher probability 

value indicates a greater chance of the node being accessed from any 

other random node in the network. Table 6.2 shows the top four nodes 

with the PageRank value and Figure 6.5 shows the PageRank distribution . 

The PageRank and in-degree are highly correlated  with correlation 

coefficient of 0.94  as the top four nodes are the same in both the 
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PageRank and the in-degree distribution. This correlation is also found in 

the analysis of the  pay level domain (PLD) graph of the surface web [69].  

 

Table 6.2: The top four PageRank nodes and their description.  

S.No.  PageRank In-degree  Descr iption  

1.  0.037  120 100x Your Coins in 24 Hours  -  Off ic ia l ly 

Hidden Service Anonymous  

2.  0.024  184 Dream Market  Forum 

3.  0.012  113 Dream Market  Login -  Featured anonymous 

marketp lace  

4.  0.009  105 Dream Market  Login -  Featured anonymous 

marketp lace (Mirror)  

 

 
Figure 6.5:  PageRank distribution.  

 

In Table 6.2,  despite having less in-degree than node #2, node #1 

has a higher PageRank value because it  is a Bitcoin -related service that  

may get incoming hyperlinks from other important services like the 

marketplaces having good PageRank that ultimately improves the  

PageRank of node #1. For node #2, the marketplace forum is highly 

popular among the users to discuss their issues and opinions regarding a 

product and service hence it get a high PageRank value. Moreover, Dream 

Market  is among the popular marketplaces on the Tor dark web [167].  On 

the other hand, the out -degree does not have any impact on the PageRank 

value.  
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The eigenvector centrality identifies the central  nodes by assigning 

a score to each node in the graph based on its connectivity to the other 

nodes. A node with connections to other high-scoring nodes is assigned a 

higher score than another node having the same number of connections to  

other nodes but having low scores. Overall, a node is important if its  

surrounding nodes are important. The eigenvector  centrality distribution 

is shown in Figure 6.6.  Table 6.3 shows the four  nodes with the highest  

eigenvector centrality score.  

 

Table 6.3: The top four eigenvector centrality nodes and their 

description.  

S.No.  EGV Out-degree  Descr iption  

1.  4.713E-01  2846 CB3ROB Tactical  Data Services -  TOR 

Darknet  si te  l i st ing  

2.  4.50E-01  2731 The Hidden Directory  

3.  4.182E-01  2474 The onion cra te -Tor  hidden service index  

4.  3.787E-01  2150 Jack’s Tor  Hidden Links  

 

 

 
Figure 6.6:  Eigenvector centrality distribution.  

 

The eigenvector centrality,  unlike the PageRank, is unaffected by 

the in-degree of the node and it has a positive correlation with the out -

degree of the node. The out-degree and the eigenvector centrality have a 

linear relationship with a correlation coeff icient of 0.92.  
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Distances 

The pair of nodes having a direct connection between them was 

only 2.3 % among all the possible pairs in the graph. The spar se nature of 

the dark web is again reflected by the presence of only a handful of  

connected pairs of nodes . The shortest path length of the connected pairs 

falls in the range of 1 to 12 with the average length being 4.32. Thus a 

user can reach from one hidden service to another in a path by clicking at  

most three times on average. Despite being poorly connecte d with other 

nodes, the average path length of the dark web is roughly the same as that 

of the surface web which is 4.27. Though the percentage of connected 

pairs in the surface web was well above forty [69]. The distribution of 

distances between connected  pairs is  shown in Figure 6.7.  

  

 
Figure 6.7: Distance distribution of connected pairs.  

 

Connected Components  

The presence of the isolated nodes has rendered the graph largely 

disconnected. However, the connectivity of the remaining portion of the 

graph is examined by eliminating the isolated nodes from the graph and 

then identifying the connected components of the directed and the 

undirected graph. The undirected version of the graph remains 

disconnected even after skipping the isolated nodes. A total of  eight 
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connected components were present. It contains a single fairly large 

connected component with 45089 nodes followed by another connected 

component of size 57.  All the remaining components contain less than ten 

nodes.  Thus the largest component covers almost entirely all the nodes of 

the graph excluding the isolated ones.   

 

The access to any of the nodes of the large component would ensure 

a complete traversal  of the graph. This also holds for the surface web to 

much extent where the largest component comprises more than 90% of the 

websites [69]. The removal of the top five out -degree vertices from the 

graph significantly reduced the size of the largest component such that it  

could only cover half of the web graph. Howe ver,  the internal 

connectivity of the graph was unaffected by the removal of the top five 

out-degree nodes.  This reflects the robustness of the graph structure that  

does not disintegrate upon removal of the top out -degree nodes.  

 

Moving to the directed graph, four strongly connected components 

(SCC) of size 1796, 83, 27 and 16 respectively were identified while other 

SCCs has size less than 10.  

 

Bow-Tie Decomposit ion 

Broder et al. ,  2000 [68] presented the bow-tie like structure of the 

World Wide Web formed by six components.  The components ar e the 

mutually disjoint  sets whose descriptions are  given as follows:  

 

LSCC:  The Largest  Strongly Connected Component of the graph also 

called CORE.  

IN:  The set of nodes excluding those in LSCC and are reachable to CORE.  

OUT:  The set of nodes excluding those in LSCC and are reachable from 

CORE. 
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TUBES:  The set of nodes excluding those in LSCC, IN and OUT such that  

they lie in between the directed path from IN to OUT.  

TENDRILS:  The set of nodes excluding all the above -listed nodes such 

that  they are reachable from IN or can reach OUT.  

DISCONNECTED:  The set of al l the remaining nodes.  

 

The LSCC is of size 1796 and the remaining five components are 

obtained using LSCC. Figure 6.8 shows the bow -tie structure of the Tor 

dark web with i ts different components. The OUT is comparatively bigger 

than the IN due to the presence of large out -degree nodes in the CORE 

that connects to most of the non CORE nodes. The DISCONNECTED 

contains all the isolated nodes of the graph. The 20.15% out  of total  

22.73% of TENDRILS belongs to subset INTENDRILS that are nodes 

reachable from IN while the remaining forms the subset OUTTENDRILS 

having nodes that can reach OUT.  

 

 
Figure 6.8:  Bow-tie decomposition of Dark Web.  
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Now, we compare the size of diffe rent components of the bow-tie 

structure of the Tor dark web graph to their counterparts in the surface 

web as presented in the literature [69]. Table 6.4 shows the comparison 

where we can see that due to the  weak connectivity,  the Tor  has a 

comparatively smaller LSCC than that of the surface web. However, the 

OUT component is  twice the size of its surface web counterpart  

containing a large chunk of nodes of the graph than any other component.  

The DISCONNECTED is nearly the same size in both the Tor dark web 

and surface web.  

 

Table 6.4: Comparison of size of bow-tie components of the Tor Dark 

Web and the Surface Web.  

 

 

Small-World and Scale-Free Characteristics  

In the Tor web graph, the majority of the nodes have small out -

degree except few nodes that have a very large out -degree value. The web 

graph also resists the removal of the highest out -degree nodes and does 

not break down completely. The above two feature s reflect the scale-free 

characteristic of the Tor network [168].   The small -world property of a 

network is recognized by the presence of a small average shortest path 

length of distance six or less [169]. The average distance between the two 

nodes in the graph was 4.32 which confirms  the small -world type of the 

Tor network. The small -world property suggests that a user on any hidden 

service can navigate to other services through few clicks only. The 

surface web and the Tor dark web seem to be sharing the s cale-free and 

small-world characteristics [70], [170] .  

Bow-Tie Co mponent  Dark Web Surface  Web 

LSCC 3.73 51.94  

IN 1.8  7 .65  

OUT 59.71  30.98  

TUBES 5.79 0.04  

TENDRILS 22.73  1.2  

DISCONNECTED 6.24 8.2  
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Connectivity to the Surface Web  

Around 19386 hyperlinks were found to be originating from the Tor 

dark web towards the surface web resources and of which 5406 hyperlinks 

were of distinct  URLs. Additionally,  954 more URLs were found with the 

.i2p suffix that represents the websites present over the I2P dark web 

network. Figure 6.9 shows a diagrammatic representation of the surface 

web connections originating from the Tor hidden services . For clear 

presentation, only specific websites that have in -degree (of hyperlinks 

from the dark web) above ten and the commonly known websites on the 

surface web are shown. In Figure 6.9, the weigh t assigned to each of the 

connection arrow from the dark web indicates the total of the incoming 

hyperlinks received by the corr esponding node from the Tor  hidden 

services.  

 

 

Figure 6.9:  Pictorial representation of connectivity of Tor Dark Web 

to the Surface Web. 
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The website indymedia.org  on the surface web receives the 

maximum number of incoming hyperlinks from the Tor dark web. The 

dark web platform has been proactively used to propagate uncensored 

information by the news journalists and whistleblower [171], hence the 

popularity of indymedia.org  on the dark web may be attributed to the 

services offered by i t to the group of journalists and whistleblowers.  

 

The considerable number of hyperlinks to content management and 

blogging services l ike Blogspot, Joomla and WordPress reflect the 

preference of the Tor community in using the predefined templates to 

publish and share their content and expressions. The popular social 

network sites on the surface web also have many connections from the Tor 

dark web. The adult content services also get  124  hyperlinks from the Tor 

hidden services.  

 

Connectivity to the Top Level Domain (TLD) on the Surface Web 

The 11 Top-Level Domain (TLD) suffixes that get the mos t number 

of links from the Tor are identified. Table 6.5  represents the suffixes 

identified and their corresponding number of links from the Tor dark web. 

The remaining TLDs are placed under a separate category called the 

Others.  

 

Table 6.5: TLD wise distribution of incoming hyperlinks .  

TLD Count  TLD Count  

com 3982 io  165 

org  3676 in fo  153 

net  1584 eu 102 

de 1247 edu 96 

ru  816 uk 88 

fr  361 Others  7116 

 

The suffixes shown in Table 6.5  together form nearly 63% of the 

hyperlinks from the Tor dark web, of which .com and .org  combined have 
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approximately half of the total links. Moving to the country -wise 

distribution of TLDs, .ru (Russia)  and .fr  (France)  takes first  and second 

place respectively in the list. As already discussed in Chapter three, the 

linguistic distribution of the dark web text dataset has found that the 

French, Russian and German languages  are the top non-English language 

with content on the Tor . In all of the .ru  TLDs, 372 links were of mail.ru ,  

the Russian Internet giant that has reach over 86% percent of the Russian 

Internet users [172].  

 

One contrasting feature in the above findings is the significant 

number of hyperlinks to the .edu  domains which diverge from the bad 

perception of the dark web of hosting controversial and unethical content 

[38-40]. The hyperlinks with .edu TLD are of premier academic insti tutes 

like Stanford, Harvard, MIT, Princeton , etc. However,  upon closer 

inspection of the hyperlinks , it  was found that most of the .edu  links were 

originating from a single hidden service that provides access to schol arly 

and research articles free of cost by evading the subscription and 

paywalls.  

 

6.2.3 Discussion  

The graph theoretic properties of the Tor web graph have uncovered 

interesting characteristics of the Tor network. The low values of the 

degree of the hidden services differentiate them from the surface 

websites. The majority of the nodes with small in -degree value indicate 

that  the hidden services abstain themselves from their advertisement. The 

hidden services may have managed to maintain a dedicated a nd trusted 

user base that is well  aware of their web address thereby do away with the 

requirement to publish their URL. The hidden services may also not care 

about advertising their web locations owing to their short life cycle [35].  

In this way, the hidden services may avoid the interventions from the law 

enforcement agencies to some degree.  
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However, hiding their identity from the outsiders gives rise to a 

new question, how the dedicated user bases get to know the location of 

their desired hidden service? One answer is that there may be some 

discussion forums and other online platforms available on the surface web 

that act as a bridge between the user and the hidden servic e by regularly 

giving updates about  the current location of the service. This point is  also 

strengthened by the fact that many hidden services have connections to 

popular social networks and blogging websites on the surface web. For 

instance, a popular drug marketplace on the Tor  could have a dedicated 

discussion forum on the surface web that  updates its  loyal customers 

about their new stock and dark web location in a disguised way. The 

isolated nodes may also apply the same modus operandi  to get in touch 

with their users. However, more research is needed to get the actual  

picture behind this.  

 

While the hidden services do have low in -degree, they are also not 

interested in providing hyperlinks to other services in the network given 

their low out-degree values. They prefer not to provide out -going links to 

other resources. The short lifespan of the hidden services may again be 

the reason behind their divergent atti tude. The dynamic environment of 

the dark web where a service may go down within hours of coming alive 

does not ensure that  an out -going link will always lead to an active and 

running resource. Moreover, the dark web ecosystem is highly competitive 

for doing business [173] doubled with the chance of law enforcement 

interventions. In such a harsh scenario, any out -going link would increase 

the probability of a user switching to other s ervices as well as an 

invitation to the investigating agencies.  

 

The Tor network structure is resilient  to the elimination of key 

nodes from the graph. The removal of the highest out -degree node from 

the largest connected component could only disintegrate fifty percent of 
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the nodes. Therefore, law enforcement actions may not prove to be much 

effective in disrupting the network. Moreover, the law enforcement action 

to shut down even a single hidden service is a costly affair that requires 

collaboration from multiple agencies and hence is an ineffective step [34].  

However, the highest out -degree nodes l ike Wiki/Directory services may 

act as a gateway to all other hidden services in the connected component 

and thus they control the entry of first -time users to other services in the 

largest connected component. The removal of such nodes may restrict  

many new users from accessing a significantly large portion of the dark 

web. Though, previous users may not be affected if they still  have access 

to any of the other services.  

 

The introverted nature of the hidden services and a short average 

path length between any two services allows them to maintain a strongly 

connected component of similar content.  This type of bonding among the 

hidden services could prove advantag eous for the law enforcement 

agencies to simultaneously bring down many services. For example,  

starting with a single marketplace and following successive links could 

help track down all  the mirror services and associated forums in the 

strongly connected component. This mechanism has the potential of  

disrupting a large user group since the top three nodes with the highest  

out-degree connect to nearly 93% of the remaining nodes in the network. 

The topmost out -degree nodes could serve the purpose of entry gat e to the 

Tor dark web network for the law enforcement authoritie s to undertake 

appropriate actions.  

 

The out-going hyperlinks to the I2P network from the hidden 

services could be an indication of the expansionist attitude of the hidden 

service administrators. It is advantageous to them in two ways: first, i t  

may help increase the user base of the service and secondly it  serves as an 

alternative avenue in case of disruption of the service in the Tor network. 
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6.3 Link Analysis Algorithm for Identifying Influential Hidden 

Services 

The high degree of anonymity granted by the Tor network has 

subsequently led to  the growth of unlawful activities on the dark web. 

While there are numerous hidden services on Tor that  deals in the 

business of illegal products and services, there exist some prominent or 

key websites with an exclusive range of i llegal products and have  a 

dedicated customer base. These hidden services are crucial in terms of law 

enforcement perspective as their identification and shutdown could lead to 

an upheaval in the network.  

 

The existing works have explored the Tor hidden services by 

scraping their  content followed by their analysis to draw possible 

conclusions on the characteristics of the hidden services. The scraped 

content could also be utilized to identify the influential hid den services  

using the graph theory and hyperlink based algorithms. Th e concept of 

influential domains in the Tor network is similar to that in the surface 

web. A domain or hidden service is considered influential if a user arrives 

at it  after surfing the network moving from one domain to another through 

the hyperlink connectivity among them [37]. Here, a hyperlink based 

algorithm is proposed for ranking the hidden services in the Tor network 

to identify the influential  ones among them.  

 

The law enforcement agencies can concentrate their operations on 

the top hidden services ranked by the proposed algorithm. However, the 

other low-ranking hidden services should not be completely ignored 

instead the agencies should work out plans to adequately manage their 

efforts in monitoring the illegal content. Th e ranking algorithm could 

identify the clone of an influential domain that was previously brought 

down by the concerned authoriti es if  it  appears on the network and gains 

popularity again.  
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6.3.1 Methodology 

The ranking algorithm presented here needs the construction of a 

web graph representing all the hidden services of the dataset under study.  

The ranking algorithm is implemented on the web graph to generate the 

rankings of the individual hidden services.  The main stages of the 

proposed ranking algorithm are described as follows.  

 

Construction of Web Graph  

The web graph corresponding to the hidden services is  composed of  

a collection of nodes (or vertices) and edges. The nodes of the web graph 

represent the individual hidden service whereas the directed edge between 

the two nodes in  the graph depicts the hyperlink between the 

corresponding hidden services in the dataset. The self -loops (a self-loop 

is an edge with the same start and end node) and parallel edges (two edges 

are parallel if they have a common start and end node) were el iminated 

from the web graph. All those edges were removed from the web graph 

that  points to the node that does not exist in the web graph.  

 

The graph obtained after applying the preceding actions is used for 

further steps. Moreover, for each of the nodes, the number of hyperlinks 

directed towards the surface websites was saved. If any node has multiple 

out-going hyperlinks to the same website on the surface web, then only a 

single count is taken for that website to the total.  

 

Ranking Procedure 

The proposed ranking algorithm calculates the overall  ranking of a 

node based on three separate components : number of hyperlinks to the 

surface web, central  location  of node within the Tor  and influence of the 

adjacent nodes. The three components measure the overall influence of the 

hidden services in the graph. Table 6.6  contains the definition of the 

various symbols used in the subsequent sections .  
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Table 6.6: Definition of the symbols used . 

Symbol  Definit ion  

𝑉 =  𝑣1 , 𝑣2 , 𝑣3, …… . . 𝑣𝑛   se t  o f nodes in the Tor  web graph  

𝐸 =  𝑒1 , 𝑒2, 𝑒3, …… . . 𝑒𝑚   se t  o f edges  in the Tor  web graph  

𝑠𝑢𝑟𝑓(𝑣𝑖) number o f sur face web hyper l inks o f  a  node  𝑣𝑖  

𝑑𝑒𝑔(𝑣𝑖) degree central i ty o f  a  node 𝑣𝑖  

𝑏𝑡𝑤(𝑣𝑖) betweenness central i ty o f a  node 𝑣𝑖  

𝑐𝑙𝑠(𝑣𝑖) closeness centra l i ty o f a  node 𝑣𝑖  

𝑟 𝑣𝑖  the overal l  inf luence of the node 𝑣𝑖  

 

Influence of Surface Web Hyperlinks : The proposed ranking algorithm 

takes into consideration the importance of the connections to the surface 

web to the influential nature  of a hidden service in the dataset. A hidden 

service having good connectivity to the surface websites may reflect its  

willingness to publicize its  goods and services on the regular web where a 

relatively larger number of users exists.  A study has found that more than 

90 percent of the Tor hidden services have hyperlinks to the surface web . 

Moreover, several Tor directories and other services with adult content,  

media and news content are involved in the communication and 

information transfer from dark web to the surface web [190]. The 

significance of the surface web links needs to be quantified to incorporate 

their weightage in the overall rankings.  

 

For this purpose,  𝜏 𝑣𝑖  defined by Equation (6.1) measures the 

influence of the connectivity to the surface  web of a node 𝑣𝑖 . 𝜏 𝑣𝑖  is  the 

ratio of the total of the surface web hyperlinks  𝑠𝑢𝑟𝑓(𝑣𝑖) to the degree 

centrali ty of the node 𝑣𝑖 .  In the case of nodes with zero degree centrality,  

𝜏(𝑣) would be undefined, hence one is added to the denominator  of the 

fraction to evade the indeterminate forms. Therefore,  𝜏(𝑣) for the isolated 

nodes will  be equal to  𝑠𝑢𝑟𝑓(𝑣).  

 

𝜏 𝑣𝑖 =
𝑠𝑢𝑟𝑓 (𝑣𝑖)

𝑑𝑒𝑔  𝑣𝑖 +1
        (6.1) 
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Influence of Node Connectivity : The connectivity of the node in the 

graph influences the importance of the node and is governed by its  

location in the network. If a user surfs to a node with a good location in 

the graph then it will have a better chance of reaching other parts of the 

network via the neighboring vertices, their adjacent no des and so on until 

the user arrives at the intended node. Therefore, such strategically located 

nodes are influential in the Tor network and their detection may be 

beneficial in monitoring the entire network by the concerned agencies.  

 

The various graph theory metrics used to measure the centrality of 

the node show the relative importance of the nodes in the graph. Such 

metrics quantify the importance of the location of a node in the graph. 

The value of the metrics reflects the capacity of the node to prov ide 

passage to many users via multiple paths through that node [174]. The 

three common centrality metrics used are closeness centrality,  

betweenness centrali ty and degree centrality.  

 

 Closeness Centrality:  Closeness centrality tells  whether a node is 

closely located to every other node in the graph or not [175]. The 

shortest path length between two nodes is defined as the distance 

between the two nodes. The closeness centrali ty of a node is the 

reciprocal of the sum of its distance to all the other nod es in the 

graph. If the sum of the distances to other nodes is small , then the 

closeness centrality of a node would be large and vice versa. A 

node with high closeness centrality value would indicate its closer 

relationship with other nodes in the network.  

 

 Betweenness Centrality:  Betweenness centrality indicates the 

extent that the node appears on the shortest path between other 

pairs of nodes in the graph. It measures the capacity of a node to 

act as a bridge in the graph. In simple words, it  calculates t he 
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fraction of the shortest paths passing via a node [176]. Though the 

calculation of betweenness centrality is comparatively complex, it  

can be used to compute the abili ty of the node to control the 

movement of users through the network.  

 

 Degree Centrality: Degree centrality is the simplest centrality 

metric and is defined as the total number of edges incident upon it  

i .e. the total number of edges that a node has [175] . In case of a 

directed graph, two different metrics of degree centrality are used 

that are in-degree and out-degree. In-degree of a node is the total  

count of al l the edges that end at that  node while out -degree is  the 

total number of edges that start from the node. Therefore ,  for a 

directed graph, degree centrality of a node is the sum of its out-

degree and in-degree. Hence, the more edges a node has,  the greater 

is its  degree centrality.  

 

In a web graph, a node that has a higher degree centrality value 

would allow a higher number of users to move through it than the node 

with a lower degree centrali ty [177].  A node with high closeness 

centrali ty would accelerate the spread of users to the o ther nodes in the 

network. Such nodes can be influential  in the network as they can be 

easily reached to other nodes and would be effective in facilitating the 

movement of users [178]. The greater value of the betweenness centrality 

of a node would enable it  to have more control over the movement of the 

users as it  si ts on several paths in the graph. Therefore, more users would 

depend on a high betweenness centrality node to move to the other nodes 

in the graph [179]. The influence of the connectivity of a  node 𝑣𝑖  in the 

network is represented by 𝜇 𝑣𝑖  and is defined by Equation (6.2).  

 

𝜇 𝑣𝑖 = 𝑑𝑒𝑔 𝑣𝑖 + 𝑐𝑙𝑠 𝑣𝑖 + 𝑏𝑡𝑤 𝑣𝑖      (6.2) 
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Calculating Overall  Influence: The proposed ranking algorithm assigns 

an overall influence score to a node based on the individual influence 

score derived from its connectivity to the surface websites and 

connectivity within the web graph. The overall influence score measured 

by the influence metric varies from the other centrality metric in such a 

way that it  takes into account, the ability of the node to control the 

movement of users and their speed in the Tor network. Since each of the 

individual nodes in the graph differs in their ability to facilitate the 

movement of the users, each of them has a different individual in fluence 

score. The influence score of  a node 𝑣𝑖  is given by 𝛿 𝑣𝑖  and is defined by 

Equation (6.3).  

 

𝛿 𝑣𝑖 = 𝜏 𝑣𝑖 + 𝜇 𝑣𝑖        (6.3) 

 

The hidden services in the Tor web graph have different influences 

and importance when compared with the other services in the graph 

depending on the connectivity of each domain. Therefore, the process of 

identifying and detecting the influential  hidden se rvices can be regarded 

as the problem of ranking wherein the most influential hidden services 

would be the top-ranked in the list among others. The influence of a 

particular hidden service also depends on the other hidden services to 

which it  has outgoing hyperlinks in addition to its attributes. A hidden 

service that has outgoing hyperlinks to other influential hidden services in 

the network, then its  influence would be increased. In such scenarios,  the 

PageRank algorithm can effectively be applied to inco rporate the 

influence of the adjacent nodes [144],  [180], [181] .  

 

The proposed ranking algorit hm is based on a modified PageRank 

algorithm. An initial  influence score  𝑟 𝑣𝑖  is assigned to each of the node  

𝑣𝑖  in the web graph which is updated iterative ly according to Equation 

(6.4) until the convergence is achieved.  
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𝑟 𝑣𝑖 = (1 − 𝑎) + 𝑎 log{𝑟 𝑣𝑗  ∗ 𝛿 𝑣𝑖 + 1}𝑣𝑗∈𝑄𝑖
     (6.4) 

 

𝑄𝑖  denotes the set of all the nodes in the graph that  have an incoming 

hyperlink from the node 𝑣𝑖  and a ∈ [0,1] is the damping factor set  to the 

value 0.85 [166]. The cumulative influence of the node  𝑣𝑖  and i ts adjacent 

nodes is obtained by taking the logarithm of the product of  𝑟 𝑣𝑗   and 𝛿 𝑣𝑖 .  

Since the logarithm function is undefined when its argument is zero, one 

is added to the product to avoid such condition when  𝛿 𝑣𝑖  is zero.  

 

The final rank of the node 𝑣𝑖  depends on two factors: i) the 

individual influence score  𝛿 𝑣𝑖  and ii)  the connectivity to other 

influential nodes represented by 𝑟 𝑣𝑗  .  If 𝑄𝑖 = {∅} for a node 𝑣𝑖 ,  then 𝑟 𝑣𝑖  

would be 0.15. This means the node  𝑣𝑖  is influential  only if  it  has outgoing 

hyperlinks to other nodes in the network. In other words, a node is 

considered to be influential only if it  allows the users to pass through i t to 

the other nodes in the network. Thus, the elimination of a node with zero 

or low out-degree would not cause much disruption in the network. 

Moreover,  the shutdown of even a single hidden service from the Tor 

network is a costly and time-consuming operation [34]. Therefore, the 

proposed ranking algorithm would identify the top influential nodes 

whose removal may bring upheaval in the Tor network.  

 

6.3.2 Experimental Setup  

The experimental setup required to implement the proposed ranking 

algorithm that includes the dataset description, evaluation metrics and 

graph robustness metrics are discussed in this section.  

 

Dataset  

The dark web text dataset has been used to implement the proposed 

ranking algorithm. The selected subset contains 4041 samples in the 

dataset. Since the ranking algorithm is purely based on the hyperlinks, al l 
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other textual content was discarded from the hidden services and only 

hyperlinks were extracted with the help of a parser. The hyperlinks to the 

surface web were extracted by a regular expression based parser. All  

hyperlinks to the other dark web networks like I2P, sub -domains and 

Internet Relay Chats (IRC) were ignored.  

 

Evaluation Metrics  

The results of the proposed ranking algorithms are compared with 

the results of other l ink analysis algorithm to assess the performance. The 

performance is compared with that of the PageRank [166] and ToRank 

[37] algorithms. Following the procedure used in the exi sting literature 

[101], [182], [183] , various graph theory metrics that evaluate the 

robustness of the graph will be used to assess the performance of the 

proposed ranking algorithm. The description of the g raph metrics is  given 

as follows.  

 

Graph Density: Graph density measures the extent to which the graph is 

connected. A high value of the graph density indicates the strong 

connectivity in the graph. The graph density (GD) is derived from 

Equation (6.5).  

 

𝐺𝐷 =
𝑒

𝑛 𝑛−1 
          (6.5) 

 

Clustering Coefficient : The clustering coefficient measures the extent to 

which the neighbors of a part icular node are connected to each other  

[164]. Its value lies between zero and one.  

 

Average Shortest Path Length: The average shortest path length is the 

average of the shortest path length of al l the possible pair s of nodes in the 

graph [185].  
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Diameter: Of all the shortest path lengths between any two nodes in the 

graph, the longest path among them is the diameter of th e graph.  

 

Giant Component: A strongly connected component of the graph that  

contains the highest proportion of all the nodes in the graph is referred to 

as the giant component of the graph.  

 

The robustness of the graph could be measured from the graph 

density curve [184]. The top-ranked nodes returned by the ranking 

algorithm are repeatedly removed from the graph along with its associated 

edges and the graph density is computed at each elimination. The process 

of i teratively removing the nodes is stopped on ce the graph density 

becomes zero.  

 

In line with the method of the previous work [37], the ranking 

algorithm that  spans the smallest area under the graph density curve shall  

be the best performer among all the algorithms in detecting the influential  

nodes in the graph. If the influential nodes are correctly ranked by the 

ranking algorithm, then the most influential node would be at the top of  

the list followed by the other nodes with decreasing influence. The 

removal of the top nodes would result in a dras tic reduction in the graph 

density given the good connectivity and location of the influential nodes 

in the graph structure.  

 

The robustness of the graph structure could  also be measured from 

the size of its  giant component and the clustering coefficient. If  the 

removal of top-ranked nodes from the graph causes a significant reduction 

in the clustering coefficient and size of the giant component, then the 

ranking algorithm has correctly ranked the influential nodes. On the other 

hand, the removal of the cor rectly ranked nodes would ultimately increase 

the average shortest  path length and the diameter of the graph which 
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subsequently reflects the better performance of the ranking algorithm  

[186-188].  

 

The repeated computation of the four evaluation metrics aft er the 

elimination of each node of the graph is a computationally expensive task, 

therefore the above four metrics are calculated only at  the removal of the 

top 1
s t

,  5
t h

,  10
t h

 and 20
t h

 percentile of the nodes from the ranked list.  

 

Parameter Settings  

The web graph corresponding to the Tor hidden services in the 

graph is constructed using the Python NetworkX library. The influence 

score of each node in the graph is iteratively computed by the ranking 

algorithm until convergence is achieved. The proposed  ranking algorithm 

shall suppose to converge when the error difference in the influence score 

of a node between the two consecutive i terations is less than 0.0001. The 

values of the parameters of the PageRank and ToRank algorithm are set as 

per the previous study [37]. Each node is assigned an init ial influence 

score which is equal to one divided by the total number of nodes in the 

graph. The experiments were implemented on a system running on an Intel  

i5 processor with 4 GB of RAM and Windows 8.1 operating system. 

 

6.3.3 Results  

The web graph generated from the Tor hidden services contains 

4041 nodes and 14059 edges. The nodes are ranked in descending order by 

their corresponding influence score returned by the ranking algorithm. 

The top-ranked nodes are then removed one by one an d the graph density 

is calculated at each removal. The graph density is also calculated for the 

ranked nodes returned by the PageRank and ToRank algorithm. Figure 

6.10 shows the graph density curve of the proposed ranking algorithm, 

PageRank and the ToRank algorithm. The smallest area under the curve is 

0.013 which is obtained by the proposed ranking algorithm followed by 
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the ToRank algorithm whose area under the curve is 0.015. The PageRank, 

however, covers a relatively larger area under the graph density curve.  

 

 
Figure. 6.10: The graph density curve of the three ranking 

approaches.  

 

Table 6.7 shows the performance of the three ranking algorithms in 

terms of the four graph robustness metrics. The values of the four metrics 

for the full graph without any node removal are shown along with the 

values obtained after removing the top 1
s t

,  5
t h

,  10
t h

 and 20
t h

 percentile of 

nodes. The average shortest path and the diameter experiences a 

significant increase for the proposed ranking algorithm. In fact, the 

diameter of the graph increased to 26 after removing the top 20% of 

nodes. The proposed algorithm achieves comparatively better results than 

the other two approaches on all  four metrics.  
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Table 6.7: Comparison of the proposed ranking technique with the 

other algorithms.  

Algorithms  Nodes 

Removal  

Cluster ing  

Coeff icient  

Average 

Shortest  Path  

Giant  

Component  

Dia meter  

Ful l  Graph --  0 .199 4.37  4761 12 

PageRank Top 1% 0.288 4.42  4689 12 

Top 5% 0.248 4.49  4521 12 

Top 10% 0.221 4.53  3873 13 

Top 20% 0.07 4.55  3325 13 

ToRank Top 1% 0.041 4.85  2997 17 

Top 5% 0.02 5.43  2030 20 

Top 10% 0.011 6.07  752 23 

Top 20% 0.006 7.12  131 25 

Proposed  Top 1% 0.051 4.83  3160 19 

Top 5% 0.018 5.78  1606 23 

Top 10% 0.007 6.24  537 25 

Top 20% 0.0  7 .69  10 26 

 

The proposed ranking algorithm is an iterative algorithm that  

iteratively computes the influence score  of the nodes based on their  

connectivity with their adjacent nodes. Initially,  a small value of  

influence score is allocated to each of the nodes, once the algorithm 

converges, the node with high connectivity to other influential nodes will 

have a greater  individual influence score in the network. Since the 

proposed ranking algorithm is hyperlink based, the main l imitation is i ts 

inability to assess the influence score of the isolated nodes in the graph.  
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CHAPTER 7 

CONCLUSIONS 

 

7.1 Summary 

The increasing amount of illegal activities on the Tor dark web has 

made it possible for people to access digital goods and services that could 

be associated with unlawful activities. The Tor network has been shown to 

contain a significant number of hidden services with il legal content, 

including il legal drugs and firearms trafficking, child abuse content and 

many more things.  Such kind of content should be taken d own or 

obstructed to provide a safe online ecosystem for users. Consequently,  the 

law enforcement agencies attempt to confront these activit ies by every 

possible means, including automated and intell i gent techniques and 

mechanisms.  

 

To the best of our knowledge, most of the approaches used by the 

enforcement agencies are either manual or keyword -based filter 

approaches which are not efficient and effective enough to combat the 

dynamic environment of the Tor dark web. Hence in this thesis, new 

methods and techniques using machine learning, natural language 

processing and graph theory are proposed to monitor the content on the 

Tor dark web.  

 

Specifically saying, the current  work could be presented into an 

integrated framework consisting of three components: i) Hidden Service 

Classification, to classify hidden services into one of the predefined 

categories; ii) Content Based Identification, to identify the most harmful 

hidden services involved in drug trafficking and those involved in the 

firearm trade and iii) Link Based Identification, to identify and rank the 

influential hidden services using their hyperlink connectivity in the 
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network. The methodology and algorithms propos ed in this thesis could 

help benefits the law enforcement agencies in automatically identifying 

the outlawed ventures on the Tor dark web.  

 

7.2 Research Contributions  

In this work, we put forward a framework consisting of three 

components to identify il legal content and to detect the most influential  

hidden services using machine learning techniques. Since the machine 

learning techniques are purely dependent on the data provided as the 

input, the presented tools and techniques are not limited only to the To r 

network. These techniques could also be extended to be used in other 

similar areas of concern like the social  media platforms and the surface 

web content. Now, we summarize the conclusions to show the ability of 

the presented work in monitoring the unlaw ful activities on the Tor dark 

web. The main contributions are briefly described as follows:  

 

 A labeled dataset of the Tor hidden services is constructed:  We 

constructed a dataset of hidden services;  the data is collected by a 

customized web crawler designed in Python that exclusively connects to  

the Tor network via SOCKS proxy. The instances of the dataset are 

labeled manually into one of the  31 categories identified by us.  The 

dataset consists of 4102 samples where each sample represent s a unique 

onion domain.  

 

 Performed the content analysis of  the collected dataset:  The 

collected dataset  was analyzed for the legality of the content present in 

it .  We identified 31 different categories for the content  of the dataset of 

which the categories representing the Bitcoin, d rugs trafficking and CC 

dumps are among the largest. Overall , 38 percent  of the total  content in  

the dataset was illegal and the remaining content was legal.   
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 Performed the language-wise categorization of the content:  In a first  

of its kind, the language-wise categorization of the hidden services is  

performed. We have identified 31 different languages in which the 

content was present.  The 29 percent of the non -English content was in 

the Russian language followed by German, French and Spanish. 

Overall , the European languages make up the majority of content. Most 

of the categories of illegal content  identified in non-English were the 

same as in English content. Russian also accounts for the m ajority of 

the illegal content found in the non -English content. Overall , the i llegal 

content in non-English was a bit  less than in English content.  

 

 A text-based supervised machine learning model i s  proposed for 

classifying five categories of illegal activities on the Tor dark web: 

We explored the key factors that  influence the performance of the 

machine learning classification model. The method of feature 

engineering may greatly affect the outcome of the text classifie r. The 

three classification models that were explored are Naïve Bayes (NB), 

Logistic Regression (LR) and the Support Vector Machines (SVM). The 

application of Term Frequency-Inverse Document Frequency (TF-IDF) 

for feature representation in combination with  the LR model gives the  

best  performance in terms of f-score.  

 

 A two-step dimensionality reduction scheme i s proposed for optimal 

classification results:  The use of an optimal feature set could greatly 

improve the performance of the classifiers. A two -step dimensionality 

reduction (DR) scheme is proposed that can produce a feature set with a 

significant reduction in its size without compromising the performance 

of the model. In the first step of DR, Mutual Information (MI) is used 

to select the feature from the original feature set. The MI score of each 

of the features is computed and ranked from highest  to lowest. The top 

16 percent of the features are selected for the second step of DR 
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resulting in a substantial  reduction in the size of the feature set .  In the 

second step of DR, the Linear Discriminant Analysis (LDA) is applied 

to the reduced feature set to transform it into a new space with smaller 

dimensions. At the end of the two-step DR scheme, the resulting feature 

space contains n-1 features where n is the total number of classes. The 

effectiveness of the proposed DR scheme was tested on the dark web 

text dataset  and the Reuters -21,578 dataset. The experimental results 

have shown that the proposed DR technique has brought significant 

improvement in the classification performance. The LR classifier was 

once again the best performer than the NB and SVM classifier.  

 

 A metric is proposed to estimate the harm level of hidden services  

involved in drug trafficking on the Tor network:  Some of the hidden 

services on the Tor may deal in potentially harmful drugs like cocaine 

and heroin while others may sell less harmful drugs like khat  or 

mushrooms .  We proposed a metric that  calculates the harm score of 

each hidden service based on the type and toxicity of the  drug 

available. The Drug Name Recognition (DNR), a specific type of  

Natural Language Processing (NLP) task was employed to extract the 

names of drugs (both common and street  names). The harmful effect of  

the drugs was quantified based on the ratings assigned to them in the 

existing l iterature. Then the metric is proposed that can estimate the 

overall harm of the hidden service based on the harm score of the 

individual drugs present in i t .  

 

 Ranking of hidden services to identify the most harmful domains:  

The above-proposed metric was uti lized to rank the hidden services 

involved in the drug trafficking from the most harmful to least harmful.  

In case of a tie in rankings, specific cri teria were laid down to break 

the tie between two or more hidden services. T he law enforcement  

agencies may use the ranking list to identify the most harmful hidden 
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services as they pose a greater risk to the general public than others.  

The ranking methodology is purely based on the content of the hidden 

services so that  it  can easily identify the harmful hidden services if  

they are being run on other domains with the same content. The ranking 

methodology could help the enforcement agencies in focusing their 

efforts on the dangerous hidden se rvices.  

 

 Generation of ground truth for testing the effectiveness of the 

ranking methodology:  There is no gold standard or baseline to judge 

the correctness of the rankings.  Therefore, a group of  three experts was 

formed who independently ranked each of the hidden service s in the 

dataset based on three factors. The independent ranking list s  were then 

merged using rank-based aggregation method to obtain a single list free 

of any bias. The ranked l ist of the proposed ranking methodology was 

evaluated against the ground truth generated by the three experts.  The 

ranking lists produced by our methodology give good performance 

when evaluated using Kendall’s tau and rank biased overlap metrics.  

 

 An ensemble classification model is  proposed for detecting the 

specific firearm listings on the Tor network:  Other than drug 

trafficking, the trade of illegal weapons on the Tor dark web has 

become a cause of concern for the law enforcement agencies. The 

literature review of the firearm trafficking on the Tor and recent terror 

attacks indicated that the firearms o f type pistols and rifles are 

preferred by the criminals. To detect the pistols and rifle list ings on the 

hidden services, we proposed the ensemble classification models. The 

classifiers that were used for building ensemble were the Naïve Bayes 

(NB), Random Forests (RF) and the Logistic Regression (LR). The 

ensemble was built  using the stacking technique. Several feature 

representation and weighting techniques were explore d to identify the 
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best combinations that could accurately predict the specific firearm 

listings.  

 

 We explored the effect of using part of speech tagged features on 

the performance of the classification model:  Part-of-speech (PoS) 

tagging is used to assign different tags to the toke ns that identified the 

class of part of speech like noun, verb, adjective , etc. The features that  

were tagged as nouns were selected from the feature set as many of the 

attributes and characteristics of the firearm are represented in nouns 

like its action type, caliber, make of the firearm, variant etc. The noun -

tagged features were then used to create the unigrams, bigrams and 

trigrams and assigned weights using the term frequency-inverse 

document frequency.  The experiment was performed on a subset of a 

publicly available dataset of Tor cryptomarkets. The PoS tagged 

features when used in combination with unigrams and bigrams produced 

the best results on NB and RF clas sifiers. The stacking ensemble also 

outperforms the other two classifiers  when supplied with PoS tagged 

feature set and unigrams and bigram.  The learning curve of the stacking 

ensemble classifier shows that it  gradually generalizes once the training 

samples are increased. However, the stacking ensemble requires 

relatively more time for fitting which is common in such scenarios.  

 

 We explored the topological properties of the Tor web graph:  A web 

graph corresponding to the dark web dataset has been constructed where 

the nodes represent the individual hidden services and edges represent 

the hyperlinks between the domains.  A number of standard graph 

metrics have been computed for the Tor web graph. The majority of the 

nodes have out -degree and in-degree less than ten.  The in-degree 

distribution follows the power law which was statistically confirmed 

while the out-degree distribution does not follow the power law.  The 

average shortest path length of the Tor web graph was 4.32 which is 
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nearly the same as of surface web. The undirected version of the Tor 

web graph was disconnected with eight connected com ponents . The 

largest component contains nearly all  the nodes in the graph. The 

directed graph contains the four strongly connected components of 

considerable size while the remaining components were less than ten in  

size. The bow-tie decomposition of the Tor web graph reveal s that it  

differs from the typical structure as found in the surface web. Most of 

the components of the bow-tie structure in the Tor web graph are either 

very large or very small in comparison to the surface web. However,  

both the Tor dark web and the surface web contain nearly the same 

percentage of the isolated nodes.  The connectivity to the surface 

websites uncovers that the Tor network has outgoing links to popular 

surface websites like Amazon, Google, Twitter etc. Most of the links 

were going to social  media sites, news, content  management sites and 

adult content . The top-level domain (TLD) with the .com  extension has 

the largest number of links followed by .org .  The German (.de) and 

Russian (.ru) were at  the top in country-wise TLD. 

 

 We proposed a link based ranking algorithm fo r identifying the 

influential Tor hidden services:  The content based identification 

techniques could only identify the hidden services dealing in the illici t  

drugs and firearm trade. However, the link based algorithms could 

detect any type of hidden services irrespective of its content. A 

hyperlink based iterative algorithm is proposed to detect the influential  

Tor hidden services. The influence of a particular hidden service is  

governed by its location in the Tor network and connectivity within the 

network as well as to the surface web. The connectivity of the node to 

other influential services may also affect the overall influence. These 

factors could be embedded into an algorithm to calculate the overall 

influence of the hidden service. The proposed ranki ng algorithm is 

based on the modified PageRank algorithm and use s the Tor web graph 
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to calculate the influence of each of the hidden service s. The 

performance of the proposed algorithm is compared with the PageRank 

and ToRank algorithms on various graph robustness metrics. The 

proposed algorithm outperforms the other two algorithms on all the 

standard metrics.   The link based identification could be used in  

combination with the content based technique to detect suspicious 

activities on the Tor network.  

 

7.3 Future Directions 

In this section, we present some research areas that come out which 

could be addressed in future work or taken up by other researchers.  

 

 Exploring other dark web networks:  In the present work, we have 

explored and addressed only the Tor dark web network, however, there 

are other dark web networks like Freenet  and I2P which may be contain  

suspicious activities and needs to be monitored.  

 

 Utilizing the non-textual content along with the textual content to 

enhance the classification performance:  The hidden services  

classification component proposed in this thesis only use s the text-

based features. The incorporation of non-textual features like the 

images and other visual conten t could help improve the performance of 

the classifier.  

 

 Modifying the classifier for classifying the multi -label hidden 

services:  A large number of cryptomarkets on the Tor dark web deal in 

multiple il legal products and services.  The current classificatio n model 

does not account for such cryptomarkets in the training data, therefore 

the extension of the classifier to include these samples would greatly 

enhance its usability.  
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 Exploring the nature inspired algorithms for creating an optimal  

feature for the classifier:  The nature inspired and evolutionary 

algorithms have recently gained popularity because of their abil ity to 

optimize the objective function. They can also be used for feature 

selection problems to generate the optimal feature space while 

improving the overall classification performance.  

 

 Extending the content based identification for other illegal 

activities:  The content based identification component was designed 

specifically for ill ici t drugs and firearm trafficking. However,  there are 

other i llegal activit ies l ike trafficking of exotic wildlife products,  

counterfeits ,  etc that  also need attention. The content based 

identification can be extended to identify the ill egal activities apart  

from drugs and firearms.  

 

 Enhancing the l ink based ranking  algorithms with the content based 

features:  Currently,  the link based ranking algorithm for identifying 

the influential  hidden services is  purely based on the hyperlink 

connectivity between the domains. The presence of multimedia content 

like images, audio and video could be utilized with the existing link 

based algorithm to further improve the rankings.  
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