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Summary

SUMMARY

Cloud is a third party maintained offsite storage system which stores the user's data. This state's
that instead of storing the user’s data on the hard disk or other storage devices it could be stored
to a remotely accessed database where there is a link between the remote database and the user
computer. In the cloud, the computers are arranged to work concurrently and the collective
computing power is used by several applications intuitively they are functioning on a cloud
with the support of the virtualization model. The customers are induced into the cloud in this
model to access the IT (information technology) resources which are valued and presented on-
demand. The resources of IT are shared and rented essentially for many purposes like
apartments or office space which are used by tenants. The data centre of the company or server
is fetched by the cloud when transmitted on an internet. To overcome the existing infrastructure
of some respective companies certain services of cloud computing (CC) such as Google App
Engine and Amazon EC2 are made.

There are three functional units or components using which the CC models function. They are
listed beneath.

1. Cloud service provider (CSP): CSP is managed by this entity which has high computation
power. This entity preserves the clients' data in considerable storage space.

2. Client/owner: This entity stores a huge sum of data files in the cloud and depends on the
cloud for computation and conservation of data; it can either be an organization or a
particularized consumer.

3. User: It is a unit disclosed by the holder which uses the owner's data which is warehoused
on the cloud. The owner as well can be considered as the user itself.

Cloud security is essential mostly related to the secure, safe data and contents in the cloud

systems. Moreover, in all the approaches and platforms in cloud computing security is needed.
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Summary

The virtualization of IT Infrastructure refers to cloud computing which consists of software,
hardware, web systems, network, etc.
Using the consecutive models this may be designed and developed.
e Public Cloud Computing: It is a conception of achieving IT Infrastructure virtually from
remote places using proper (internet-based) services.
e Private Cloud Computing: It is the planning, enlargement of personal cloud-based
infrastructure without a third party into their zone.
e Hybrid Cloud Computing: It is the merging of both i.e., Private and Public Cloud

Computing, and used when essential.

Due to the growing IT usages, the security concept should be provided in all these three models.
The offered CCS are Infrastructure-as-a-Service, Platform-as-a-Service, Storage-as-a-Service,
Security-as-a-Service, Software-as-a-Service.
However, on occasion, it may be noted that the data management companies due to the
necessity of more security are using cloud-based service providers and sometimes the cloud
computing security services are used by the cloud service provider to safely store their data
with proper procedures while inside the company or local server's vulnerability is an issue. The
chapter-wise summary of the research is given below.

CHAPTER |

INTRODUCTION

This chapter gives a cloud computing technology overview using defining its underlying
principles and the basics. The challenges identified here that cloud computing is facing and
possible solutions.
For an emerging design of service provision, cloud computing refers to the underlying structure

that has the merits of minimizing cost with sharing storage and computing resources,
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interconnected with an on-demand provisioning appliance relying on a pay-per-use business
design. The new features affect privacy, traditional security, and trust mechanisms but they
also have a direct impact on information technology (IT) budgeting. Share services in a
dynamic situation, store data remotely, and the ability to scale rapidly is the merits of cloud
computing and it maintaining an assurance sufficient to tolerate confidence in potential
customers is the demerit. Dynamic enough or no longer flexible is some core traditional
mechanisms to address privacy, hence, a new scheme wants to be established to fit this new

pattern.

CHAPTER Il
REVIEW OF LITERATURE
This chapter presents and discusses a review of the literature to provide a theoretical
background contribution with a broad introduction to cloud computing, efficient authentication
protocols, Secure Data Validation and Transmission with data security challenges and
opportunities in the cloud. The allocation and scheduling of resources are significant hurdles
regarding cloud computing resources in practice. In cloud computing, researchers have been
attracted to studying task scheduling for this reason. In a certain manner, the process of
arranging incoming requests (tasks) is known as task scheduling, hence available resources are
properly utilized. The workflow scheduling, locality/energy/reliability-aware scheduling, and
service delivery model are the key research areas in cloud computing. Hence, with dissimilar
aims, the services allocation or scheduling in a cloud system plays an important role. In
infrastructure as a service (laaS) platform the most complex problem is resource management.
Therefore, a different approach is required for cloud computing to manage resources
effectively. Several reputed journals, e-books, etc. are consulted for understanding the new

research problems.
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CHAPTER IlI
HYBRID CLUSTERING OPTIMIZATION APPROACH AND EFFICIENT
AUTHENTICATION AGREEMENT PROTOCOL (EAAP) FOR
AUTHENTICATION

This chapter is categorized into two sections; An Efficient Authentication Agreement
mechanism/ protocol (EAAP) is the first section which includes the Diffie-Hellman key
exchange method using ECC to give a good security policy for the cloud atmosphere; a novel
hybridization scheme for the intrusion detection scheme is the second section introduced to
enhance the total cloud security based computing environment. Besides, on the cloud this
scheme supports managing several types of security issues cloud; phishing attacks, fake
identity detection, and data leakage. For efficient anomalies clustering, the method uses fuzzy-
based ANN while the fuzzy-based clustering is then optimized by an SMO scheme. By
spontaneously updating the fitness value, the selection process, and iterative classification of
fuzzy clustering scheme solved by the hybridization approach. Besides, the minimized dataset
was sent to the neural network and the SMO optimization scheme was the result in
dimensionality. When compared with other previous hybridization schemes, the introduced
scheme outcomes result in enhanced accuracy and reduced computational time.
The content of this chapter is published in-

1. NGCT 2018, Communications in Computer and Information Science, vol. 922.

Springer, Singapore. ISBN: 978-981-15-1718-1
2. Materials Today: Proceedings, Elsevier, ISSN: 2214-7853. SCOPUS Indexed. (In

Press)

Ph.D. Thesis by Jitendra Kumar Samriya XXV



Summary

CHAPTER IV
TRAFFIC HIJACKING PREVENTION THROUGH PRIME NUMBER AND
CHARACTER STUFFING MECHANISM

In this chapter to secure Cloud Data Hijacking, a cryptographic scheme is presented, which
includes RSA with character stuffing (RSA-CS) by prime numbers. Compared with the existing
stuffing approach, the RSA algorithm is modified for a better outcome and used for network
security in perspectives of the cloud environment. To prevent unauthenticated access and
hijacking as well as to provide better security, the introduced framework is utilized.
The content of this chapter is published in-

1. International Journal of Recent Technology and Engineering (IJRTE), vol. 7(6), pp.

1043-1048, 2019, ISSN 2277-3878, SCOPUS Indexed.
CHAPTERV
KP-ABE WITH BAN LOGIC TECHNIQUES FOR ACCESS CONTROL

In this chapter a Secure Data Validation and Transmission in Cloud and loT through Ban Logic
and KPABE is used. Initially, the authentication of user is verified. Then the user data is
encrypted with the help of the KP-ABE algorithm. Finally, data validation and privacy
preservation are done by Burrows-Abadi-Needham (BAN) logic. This verified, and display
that the introduced encryption is correct, efficient, and secure to avoid unauthorized contact
and prevention of data leakage so that fewer chances of data/identity, theft of a user is the
analysis and performed by KP-ABE, that is access control approach.
The content of this chapter is published in-

1. International Journal of Sensors, Wireless Communications and Control, Bentham

Science, ISSN: 2210-3287, Web of Science Indexed. (Accepted)
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CHAPTER VI
SECURE VIRTUAL MACHINE ALLOCATION USING FTOPSIS-PSO AND WOA
BASED TASK SCHEDULING AND ANT-BEE COLONY MECHANISMS

In this chapter, an FTOPSIS approach for effective task scheduling with WOA for load
balancing among VMs is proposed. This model controls the admittance of the requests by
achieving target QoS in terms of response time. Hence the admittance is controlled so that the
requests which are accepted do not face a delay greater than the time limit stated in the SLA.
The content of this chapter is published in-

1. Indian Journal of Science and Technology(lJST), vol. 13(35), pp. 3675-3684, 2020,

ISSN 0974-5645. Web of Science Indexed.
2. 5th International Conference on Computing, Communication and Security (ICCCS-
2020), pp 1-5, IIT Patna, India, Available on IEEE xplorer.
CHAPTER VII
MINIMUM ENERGY UTILIZATION THROUGH SPIDER MONKEY
OPTIMIZATION TECHNIQUE

In this chapter, two different approaches for minimum energy utilization are presented. In the
first approach, the Spider Monkey Optimization (SMO) is used for attaining an optimized
resource allocation. The key parameters considered to regulate the performance of SMO are its
application time, migration time, and resource utilization. Energy consumption is another key
factor in cloud computation, and this work adopted the Green Cloud Scheduling Model
(GCSM) for the energy utilization of the resources. This is done by scheduling the
heterogeneity tasks with the support of a scheduler unit that schedules and allocates the tasks
which are deadline-constrained enclosed to nodes which are only energy-conscious. Assessing
these methods is formulated using the cloud simulator programming process.

The second approach offers a blockchain-based resource management framework and an
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optimized resource allocation strategy using an SMO algorithm based on energy consumption
and makespan optimization models in the cloud domain. The SMO is a novel evolutionary
algorithm based on spider monkey's foraging behavior. It is a perfect approach for the
optimization of benchmark functions and antenna design complications. The use of SMO in
this approach successfully optimizes resource allocation when evaluated with the prevailing
resource allocation algorithms. In addition to this, the energy depletion of the resources is
minimized by applying a Brownout based Energy model.

The content of this chapter is published in-

1. Walailak Journal of Science and Technology, ISSN: 2228-835X. SCOPUS Indexed.
(Communicated)

2. Book Chapter of Blockchain for 6G-Enabled Network-based Applications: A Vision,
Architectural Elements, and Future Directions, Springer Nature, SCOPUS Indexed.
(Accepted)

CHAPTER VIII

QoS AND SERVICE LEVEL AGREEMENT POLICY
This chapter presents two different methods for QoS and Service Level Agreement policy. The
first approach utilizes the Fuzzy-TOPSIS and particle swarm optimization (PSO) approach.
Initially, the available task and the no. of VMs (virtual machines) are optimized by the PSO
algorithm. The multi-objective SLA-based task scheduling problem is solved by the Fuzzy
TOPSIS which uses the weighted sum of energy, cost, and execution time as an objective
function. Based on these three patterns the experimental results are attained.
In the second approach, a Fuzzy Ant Bee Colony (FABC) algorithm is presented with the
intention of QoS aware scheduling with security measures in the cloud domain. Here the
proposed metaheuristic algorithm is used for security-aware scheduling. A task is allocated to

the ideal VM based on the QoS and security level of the users. The foremost aim of this work
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is to offer QoS i.e. cost, makespan, and minimized migration of tasks with security
enforcement. The proposed algorithm guarantees that the admitted requests are executed
without violating service level agreement (SLA). These objectives are attained by the proposed
Fuzzy Ant Bee Colony algorithm.
The content of this chapter is published in-

1. Materials Today: Proceedings, Elsevier, ISSN: 2214-7853. SCOPUS Indexed (In Press)

CHAPTER IX
CONCLUSIONS AND FUTURE PERSPECTIVES

This chapter presents, the essential analysis of the works explained in the previous chapters is
concluded. The stored data and information on the cloud are vital to persons with a harmful
intention for this reason, the cloud environment needs security. Secure information in a
considerable measure is kept on PC's and this data is currently being saved and exchanged to
the cloud. So it is essential to realize the security process that the Cloud provider uses. The
main factor in dealing, is to confirm the safety that the cloud supplier has set up recently. Some
of the important issues in the present research work have been identified and independent
solutions to each issue have been proposed. These are

Authentication

e Traffic Hijacking Prevention

e Data Validation and Transmission

e A QoS Aware Scheduling and Load Balancing
e Resource Optimization

e Energy Efficiency
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For each sub-problem, the solutions provided are viable, scalable, and dynamic in nature and
are validated by the simulation results.

The people in the future will access and share their software applications online and uses the
remote server networks to access information instead of depending on fundamental tools and
information present in their personal computers. One of the main research topics is the security
issues in Cloud Computing which is always investigated by researchers and developers to find

appropriate solutions consistently.
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CHAPTER 1

INTRODUCTION

This chapter offers an outline of the basic concepts with the features and historical steps
towards cloud computing.

1.1 Cloud Computing

During the 60s, excess space was required by the computers and they consumed a large volume
of electricity, emitted very little processing output, and had costly electronic parts. However,
these large computers were eventually replaced by smaller ones [1]. Moreover, old-fashioned
computing will not be able to handle the upturn of online users on various networking sites [2-
3]. Globally due to the rise in internet usage, a new approach is needed for handling the volume,
variety, and data availability, as a result, cloud computing is preferred [4, 5]. It has applications
over a wide range covering IT, businesses, data storage, and software engineering.

1.2 Cloud Service Delivery Models

The rising number of online activities are interconnected by the following new services. As per
the analysis of Cisco, the cloud capabilities are induced by the Internet of Things (l1oT) [6-8].
laaS, PaaS, and SaaS are the significant delivery models confirmed after many types of
research. Distinct types of service models are presents in this section which are depicted in
figure 1.1. laaS is the last one of the models and they deal with computer hardware. In IT

organizations, laaS care for the revolution in the business outlay [9].
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Figure: 1.1. Cloud computing framework
PaaS: This model is a service middleware model. The clients do not have any means to manage
the basic structure but can be able to control the applications [10].
SaaS: It is a pool of remote computing facilities. It employs the other dealers and permits the
applications to deploy remotely. Some of the examples of SaaS providers are Salesforce and
Google App, which is a pool of remote computing facilities. [11-12].
1.3 Cloud Deployed Models
Generally, the cloud framework relies on common resources by individual devices or local
servers [13]. As a result, by grabbing the benefit of resource sharing the consistency is
achieved.
Private Cloud: The Cloud framework in this section functions and manages within the data
center of the organization.
Public Cloud: This model is the proper illustration of cloud hosting, which has a robust Service
Level Agreement (SLA) among the customer and provider to maintain the trust. [14].
Community Cloud: The organizations cloud infrastructure share concerns of consumers.
Multiple organizations are responsible for sharing and controlling this community cloud [15].

It lessens the expense of the private cloud and lowers security issues.
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Hybrid Cloud: Two or more clouds (public, private, community) are combined to form the
hybrid cloud. This model presents the benefits of several cloud deployment models.

Virtual Private Cloud: This model comprises a virtual private network (VPN) and is a semi-
private one having very few resources.

1.4. Basic Components of Cloud Computing

The essential components for the deployment of the cloud framework are deliberated in this
section. Some vital components are discussed here:

Virtualization: In the deployment of the cloud, virtualization has a vital part and it is a
prearranged component in the cloud that uses multiple consumers and allows the physical
resources [16].

Multi-Tenancy: In this model, there are multiple customers or users present in the Multi-tenant
framework which can share the applications or resources in an execution environment and will
not perceive or share other's data, although they belong to many organizations [17].

Cloud Storage: It is a module, which is accomplished, conserved, and made open over the
entire network, which is accessible to the user.

The Hypervisor: The main element of virtualization is the VM monitor or manager. This
monitors and controls the operating systems working in a mutual physical scheme.

Cloud Network: Numerous conventional data center are operated using the cloud network;
there are hundreds or thousands of servers in a typical data center [18].

1.5 Need for Security in Cloud

Cloud computing is adopted by a lot of organizations due to its benefits even though there
might be possible security constraints that prevail to be a barrier due to adapting CC. The
service provider is responsible for the protection and data management in CC. The damage on
the physical computing device resulting from malware is reduced by the secured computing

environment. In a secured environment, the cloud services cost is reduced significantly. The
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performance is enhanced due to security and there is a chance to reduce the destruction of data,
hardware, and software. In CC, a security design is wanted to manage the multi-tenancy and
scalability with trust requirement. Multiple users in CC can access to the resources as it is of
abundant. In the cloud, the data stored or managed are prone to security issues. When an
organization using their characteristics, facts, and infrastructure, move towards the cloud
environment, they must be ready to hand over some level of control. The CC systems and
providers should be trusted by the organization. Moreover, they should verify cloud events and
processes. Compliance, access control, data security and event management are the basics of
trust and verification.

1.6 Benefits of Cloud Security

The CC having features such as flexibility, power and ease, contain a lot of security issues. To
access applications and make work simple, CC terms to be a new intuitive way. Several
problems/issues can influence its adoption. Some issues in this field are revealed by a non-
exhaustive search. Some of them are security, QoS, SLA, etc.

Automatic updates are one of the features of CC when the administrator changes anything
which could reflect on its users. A large number of users are notified when any kind of fault
occurs in the software, which is a risky situation for any organization having the least security
level. Many researchers have agreed on this state that the adoption of cloud computing has
security concerns. EXxisting surveys present that among challenges in CC security is ranked
first. When an organization has its top-class security with no time-to-time updation of security
policies could be liable to security breaches in the near future. Some of the benefits of cloud
security are as:

e Data Encryption

The cloud-based security systems with robust data encryptions have considerably minimized

the prospects of data breaches; a layered approach is offered by these solutions, which comprise
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key management, security intelligence, and secure access controls. The organizations are given
full freedom to choose their users who are accessing the outsourced data, which is an excellent
way to avoid any attempts to interfere with personal or professional data. Due to the employees
of the organization threat of internal data theft are faced. These threats can be avoided by more
robust access control. The possibilities of a data breach can be avoided by the multi-layered
security features. Data, regardless of its type, must always be secured. Any breaches can be
risky to the generosity and the functioning of an organization.

e Evade DDoS Attacks

For entertainment companies, these DDoS attacks can result in heavy losses. The website is
targeted by Hackers by focussing the traffic from various sources to the end website, which
exhausts the system. The clients begin to lose trust due to these DDoS attacks, which may taint
the reputation of the company.

This upcoming threat is prevented by the Cloud-based security systems with authentic scanning
of potential risks; additionally, this function is used as a cautionary tool for certain systems
which permits the tracking of incoming attacks and threats rapidly — this allows the admins of
the website to divert the traffic to other locations.

e Governing Compliance

SOC1 and SOC2 certifications are provided by the Cloud computing security solutions to the
entertainment businesses which are reliable. These certifications ensure periodic scrutiny of
data and all types of possible anomalies. Cloud-based solutions manage the necessary
arrangement for regulatory compliance and the protection of data. A comprehensive AWS
report about the security control management confirms all organizations pay attention to their
commercial operations, deprived of fretting about compliance requirements.

1.7 Contribution of Cloud Security in Thesis

In today's world, CC has been considered as the main computing or storage component because
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of the irrefutable need for computation and storage resources. Though, this widespread
phenomenon has a lot of issues about vulnerabilities and security challenges. Many threats are
faced by the cloud environment. Therefore, ample knowledge and the best possible solution
are mandatory to deal with each of these threats. Several studies are reviewed in this current
study and some of them have more importance. The main contribution of cloud security in this
research work is to deliver better cloud data security and avoid hijacking and unauthenticated
entry and various security issues or challenges such as Authentication in the cloud, Session
hijacking, Phishing problem, Eavesdropping, Virtual machine allocation policies, Service level
agreement, Quality of Service and Energy efficiency. Holistic security issues study in the
clouds that enclosed total cloud components, network layers, and cloud stakeholders.

1.8 Authentication in Cloud Environment

The Cloud computing environment is filled with good characteristics and it has a rich set of
distributed resources. The data available in the cloud environment is accessed and stored by a
user with a proficient authentication mechanism. By using an authentication process, the user's
identity must be verified before providing access to shared resources. The customers of the
cloud are permitted to store their data without the awareness of the location and storage of data.
The authentication information is exchanged when accessing every cloud service by the
customer [19]. Three different types of authentication factors are used in a cloud environment.
The factors considered to authenticate the users are the inherence factor, knowledge factor, and
the possession factor.

Knowledge Factor: states "Something we know", denotes the authorizations such as a
username, a password, or a personal identification number (PIN).

Possession Factor: which contains "Something we have" that is the credential such as user's
hardware device like a cellular (smart) phone which can receive a one-time password, PIN or

the message generated by authentication apps.
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Inherence factor: represents "Something we are™ is normally trusted on the biometric
credentials, containing thumb or fingerprint, retina scan, facial recognition, or a new form of
biometric data [20].

1.9 Intrusion Detection Systems (IDS) in Cloud

Imitating the legitimate users, Intruders can access cloud infrastructures affecting legitimate
users. In the cloud laaS component, the attackers can easily get the victim machines
information [21]. Cloud users can be easily attacked by attaining the information. Distributed
denial of service (DDoS) and Denial of service (DoS) attacks are some of the attacks that
mainly focus on data privacy, reliability, and accessibility. By applying IDS, such attacks can
be avoided. Additional security measures are provided by IDS approach.

Into two groups, Intrusion detection can be categorized as (1) misuse detection (MD) and (2)
anomaly detection (AD) [22]. MD makes a comparison with database results and deals with
data features of the user's input. In contrast, user behaviour is stored by the anomaly detection
in the feature database and compared with the current behaviour. The invasion occurs if there
is a maximum difference rate in comparison. There are two kinds of IDS (1) host-based (HIDS)
and (2) network-based (NIDS). The HIDS monitors a single host's behaviour. The NIDS
analyses the flow of traffic through a network [23]. IDS is used in the cloud to detect the attacks
on their service. Moreover, the cloud user should know if the hosts or used services are used to
attack other victims. It would be beneficial for each user to isolate the IDS from the actual
module.

If the IDS is used to observe a VM host, it is not certain that the IDS works correctly when the
host is conceded, as any modifications could be done by the attacker to stop any reports to be
sent. To configure the cloud users' private IDS a distinct set of thresholds and rules are needed.
Attacks should be detected by the cloud providers on their cloud infrastructure. A user or an

external attacker who may or may not be conceded can perform these attacks. From the
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monitored target, the IDS needs to be separated for security reasons and to optimize efficiency.
1.10 Cloud Computing Threats

A threat in computer security is described as something which causes severe destruction to a
computer system. The threats in the computer system or the network set-up can lead to possible
attacks. In this section, top threats in cloud service relevant to the security, a framework is
defined [24].

1.10.1 Different Service Delivery/Receiving Model

Different ways of delivery/receiving services are used by cloud computing and business
models. The CSP organizes the application and services to a remote site, the risk factors related
to the cloud should be examined by the company. From one location to another location the
cloud data's are traversing, different security laws are used by both locations. At the time of
usage, major threat can be generate. A common standard security law, robust end-to-end
encryption and a trust management scheme can remove such threats.

1.10.2 Abuse and Despicable Use of Cloud Computing

Some of the utilities provided by laaS providers are boundless bandwidth, network, and storage
volume. For a predefined trial period, certain providers provide their services to use, which has
a smooth registration process in which anybody can register deprived of any security process.
They do not have enough control over the user during this trial period. Consequently,
malevolent code authors, spammers, and other convicts could accomplish the attack, certain
potential threats has key cracking and password, captcha solving farms, DDoS, and hosting
malicious data. The laaS and PaaS service infrastructure are affected by these forms of threats.
1.10.3 API and Insecure Interface

The user is provided with a software set of interfaces and APIs by the CSP for communication.
The cloud complexity is increased by this interface which is positioned above the cloud

framework. Such an interface is arranged for all administrational and monitoring services.
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These APIs are acknowledged by cloud security. But occasionally, the security of these APIs
can be affected accidentally and also by malicious attempts.

1.10.4 Malicious Insiders

The malicious insider threats are vital in the CC. The reason for executing this threat is owing
to the non-existence of transparency and IT services. An employee resulting from this gets a
better access level. This leads to a state in which an insider attacker can affect the cloud services
by accessing the confidential data. An attacker could simply penetrate the framework via IDS
or firewall when the security framework considers it as an authorized action.

1.10.5 Common Technological Concerns in A Multi-Tenancy Environment

The virtualization concept is adopted in a multi-tenant framework in which the services are
provided by laaS vendors. Among the multiple users, the same resource is shared in
virtualization. In a multi-tenant framework, a malicious user gains knowledge about the user
which is allowed by the hypervisor causing major threats due to the lack of robust isolation.
The overall cloud infrastructure is affected by the concept of sharing. This issue can be
prevented by strong access control and authentication mechanisms.

1.10.6 Leakage and Data Loss

The data loss examples are data deletion, theft, and alteration, deprived of securing the actual
content, data loss also occurs due to the encoding key loss and the prolific and sharing nature.
The vital cause for leakage and data loss is the absence of authorization, verification and access
control, fragile keys, poor encryption algorithms, lack of disaster recovery, and unreliable data
center. This threat affects the laaS, PaaS, and SaaS, service models. Some of the prevention
methods are secure storage, secure API, strong algorithms and encryption keys, data integrity,
and backup.

1.10.7 Service/Account Hijacking

In this process, the user is diverted to a harmful website. The website could be prone to scams,
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phishing, and manipulation of software liabilities. These kinds of attacks are often caused by
the reuse of passwords and credentials. If an attacker in cloud computing access somebody's
identifications, they could seize the actions, manipulate data, transaction data, redirect the
client to illegal sites, or return untrue information and hack the account.

1.10.8 Risk Profiling

Cloud is least concerned with tenure and handling the software and hardware due to the heavy
workload. To deal with the software and hardware infrastructures the cloud gives the contract
to the organization. As it is a fair concept, but the cloud is not aware of the internal security
procedure, [25], auditing, patching, hardening, security policies, and logging process of the
organization. Risk and threats are formed due to this ignorance. The cloud must make sure to
have an altering and monitoring system along with the consciousness of partial infrastructure
particulars, records, and data for the removal of threats.

1.10.9 Identity Theft

In this type of threat, somebody takes off the user's identity, credits, service benefits, and other
related resources. The victim exposed to these threats undergoes many annoying results and
losses. Due to, phishing attacks, key loggers, and weak password recovery methods this threat
can happen. A strong password recovery process and a multi-tier authentication mechanism are
followed by this model.

1.11 Secure Data Validation and Transmission in Cloud

In computing, the cloud has become an important topic; though, a new range of security issues
have been established that need to be addressed. The data and related software are in the cloud

are not under their control.

Furthermore, the communications of cloud networks are rising day by day. It is vital to protect
the data flow path. Regarding security mechanisms, the present researches only emphasize

acquiring the information flow in the communication networks. For improving the
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performance of the network lot of work has to be done. Not considering the optimized use of
the network resources and only using the information encryption and decryption the security
mechanisms functions. The proprietary information and confidential data are sent via a secure

channel in a secure cloud data transmission [26].

The payment facility is provided by the CSP that saves the primary data to be stored on remote
servers. In literature, many techniques have been presented, but there are several problems.

They are listed below,

e Only one level of security is available in most distributed computations hence the security

there is not reliable.
e Traditional encryption plans have many compliance problems and thus, they are not secured.

e Additional security measures are needed for automated data transfer, as during the

transaction data is more likely to be stolen.

e When a computer receives a large amount of information, it must be checked for reliable

and accurate resale. However, cloud storage does not mean this is possible.

Due to the reasons mentioned above, there is a need to design a new method for secure data
transmission in cloud computing.
1.12 VM allocation and Task Scheduling in Cloud
Resource management and task scheduling are needed to exploit the revenue and resource
utilization. In terms of performance, resource allocation and scheduling are the significant
hurdles of CC resources [27]. For this reason, the researchers are keen on investigating task
scheduling in CC. The incoming requests (tasks) in Task scheduling are appropriately arranged
to utilize the resources. The resources are utilized properly in cloud computing [28]. Internet
users without considering the hosting infrastructure can access the contents all the time. The

service provider maintains and manages such hosting infrastructure with various machines and
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capabilities. The capabilities of such infrastructure are enhanced by cloud computing accessing
the Internet. The entire stack of computing services are used by the cloud service users ranges
from hardware to applications.

Cloud computing services are employed on a pay-as-you-go basis. The resources available can
be reduced or increased by the cloud service end-user depending on the demands of the
applications. At any time, the resources can be rented by the cloud service user and discharge
with no complexity. Mainly based on these two methodologies, the efficiency of the resource
is valued. The use of a scheduling algorithm is suggested to deal with intricate task issues. Such
algorithms control the resources.

1.13 Energy-Efficient Resource Allocation in Cloud Environment

Recently the cloud computing is advanced from grid computing owing to mounted utilization
of virtualization at the datacenter. It offers online resources and updated services essential for
the clients exclusive of changing their existing structure. The size of the data center is
increasing exponentially due to the aggregate demand for cloud services and fulfilling. This
demand more servers are needed. Hence, more heat is generated from the data center and there
is a need for more cooling devices to maintain the data center at a specific temperature ensuing
more energy consumption and emission of CO2 [29]. To reduce the total energy cost at the data
center there is a need for energy-efficient resource allocation techniques [30-32].

1.14 QoS and Service Level Agreement Policy in Cloud Environments

An adequate quantity of resources is provisioned by the CSP to safeguard that the QoS
necessities of the cloud service clients like budget constrictions, deadline, and response time
are met [33]. Next-generation CC's success depends on how proficiently these frames will
discover and endure computing strategies in an active way [34]. These applications based on
the QoS requirements will be considered and identified as SLAs. The recent cloud scheme is

not fully customized to honour the probable SLAs.
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For cloud providers, a vital challenge is to systematize the supervision of virtual servers,
maintaining the expense of resource supervision and the QoS requirements of hosted
applications. The Cloud market structures do not react to the dynamic variation of consumer
desires and are consistently static [35]. There is a need for an adaptive approach to responding
to these issues regarding the bounding SLA patterns based on consumer requirements.

1.15 Objective of Research

In the computing paradigm, Cloud Computing has developed as a computational technique.
Cloud computing implementation has attracted computing as a utility and allows pervasive
applications from consumer and business domains. Cloud also offers many advantages like
other technology, which come with some rider cost associated with it. Cloud also has its flaws
and that is security. There is no change in the security of the cloud environment compared with
the traditional computing models. The major focus in both cases is on the topics of guarding
data from theft, deletion, or leakage. Security issues in the cloud are slightly different from
traditional computing models. When an organization or an individual user moves the data and
computer systems to the cloud, the security reliabilities become shared between the CSP and
the user. The cloud environment is highly vulnerable to security threats due to its intrinsic
nature, conversely, as compared to its counterpart as some third-party provider stores the data
and accessed on the web which upturns the overall liability and thus affects entire reliability.
On the other hand, for the operation and maintenance of cloud data centers, energy
consumption is becoming a vital issue, cloud computing providers are becoming deeply
concerned. In this dynamic cloud environment, because of the drastic increase in cloud usage,
proper and efficient resource allocation becomes a challenging task. Several approaches with
the intension to enhance the ability of the resource allocation process are established. When
the system is fully loaded there is an absolute inability in respect of power consumption and

scheduling. The task scheduling algorithm for energy-efficient is compulsory to improve the
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resource allocation process efficiency.

The main objectives of this thesis are summarized below:

e To develop a cloud-based Efficient Authentication Agreement Protocol Policy.

e To detect and mitigate the network attacks and associated security and privacy
challenges in cloud environments using novel techniques.

e To implement energy-efficient task scheduling algorithms to enhance the efficacy of

resource allocation and optimization procedures to boost up cloud services.

1.16 Thesis Organization

This thesis is organized into eight chapters. Chapter two provides a review which is related to
various security issues or challenges such as Authentication in the cloud, Session hijacking,
Phishing problem, Eavesdropping, Virtual machine allocation policies, Service level
agreement, Quality of Service, and Energy efficiency.

Chapter three presents a Intrusion detection based hybrid clustering optimization Approach and
Efficient Authentication Agreement Protocol (EAAP) incorporating the Diffie-Hellman key
exchange appliance with ECC to offer a good security policy for the cloud atmosphere.
Chapter four presents a Cryptographic approach using Character Stuffing and Prime numbers
to Avert Data Hijacking. This study uses RSA-CS using prime numbers. For attaining better
outcomes, the RSA algorithm is adapted from cloud environment perspectives. This approach
avoids hijacking as well as unauthenticated access and offers better security of cloud data.
Chapter five presents a Secure Data Validation and Transmission in Cloud and 10T through
Ban Logic and KP-ABE. This key policy, based on attributes utilizes a secure transmission in
the cloud using KP-ABE. Initially, the authentication of the user is verified. Then the user data
is encrypted with the help of the KP-ABE algorithm. Finally, data validation and privacy

preservation are done by Burrows-Abadi-Needham (BAN) logic. This confirmed and displayed
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that the introduced encryption is correct, secure, and efficient to solve unauthorized entree and
prevention of data leakage so that fewer chances of data/identity, theft of a user is the analysis
and performed by KP-ABE, that is access control approach.

Chapter six presents an FTOPSIS approach for effective task scheduling with WOA for load
balancing among VMs. The proposed model controls the admittance of the requests by
achieving target QoS in terms of response time. Hence the admittance is controlled so that the
requests which are accepted do not face a delay greater than the time limit stated in the SLA
Chapter seven presents two different approaches for minimum energy utilization. In the first
approach, the Spider Monkey Optimization (SMO) is used for attaining an optimized resource
allocation. The key parameters considered to regulate the performance of SMO are its
application time, migration time, and resource utilization. Energy consumption is another key
factor in cloud computation, and this work adopted the Green Cloud Scheduling Model
(GCSM) for the energy utilization of the resources. This is done by scheduling the
heterogeneity tasks with the support of a scheduler unit that schedules and allocates the tasks
which are deadline-constrained enclosed to nodes which are only energy-conscious. Assessing
these methods is formulated using the cloud simulator programming process

The second approach offers a blockchain-based resource management framework and an
optimized resource allocation strategy using the SMO algorithm based on energy consumption
and makespan optimization models in the cloud domain. The SMO is a novel evolutionary
algorithm based on spider monkey's foraging behaviour. It is a perfect approach for the
optimization of benchmark functions and antenna design complications. The use of SMO in
this approach successfully optimizes resource allocation when evaluated with the prevailing
resource allocation algorithms. In addition to this, the energy depletion of the resources is
minimized by applying a Brownout based Energy model.

Chapter eight presents two different methods for QoS and Service Level Agreement policy.
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The first approach utilizes the Fuzzy-TOPSIS and particle swarm optimization (PSO)
approach. Initially, the available task and the no. of VMs (virtual machines) are optimized by
the PSO algorithm. The multi-objective SLA-based task scheduling problem is solved by the
Fuzzy TOPSIS, which uses the weighted sum of energy, cost, and execution time as an
objective function. Based on these three patterns, the experimental results are attained.

In the second approach, a Fuzzy Ant Bee Colony (FABC) algorithm is presented with the
intention of QoS aware scheduling with security measures in the cloud domain. Here the
proposed metaheuristic algorithm is used for security-aware scheduling. A task is allocated to
the ideal VM based on the QoS and security level of the users. The main objective of this work
is to offer QoS, i.e. cost, makespan, and minimized migration of tasks with security
enforcement. The proposed algorithm guarantees that the admitted requests are executed
without violating service level agreement (SLA). These objectives are attained by the proposed
Fuzzy Ant Bee Colony algorithm.

In chapter nine, the thesis concludes the critical analysis of the works described in the previous

chapters with the future scope in this field.
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CHAPTER I
REVIEW OF LITERATURE

A literature review is presented and discussed in this chapter, to offer a speculative background
and to acquire a perceptive of the impact and role of Efficient authentication policies, secure
data validation and transmission in the cloud, a QoSs and SLA based task scheduling
algorithms with load balancing and energy-efficient scheme for the cloud computing, efficient
resource distribution techniques in cloud and novel intrusion detection systems that aims to
deal with security risk, crises and disasters and data availability in the cloud.
2.1 Introduction

Cloud computing is needed for the modern computing environment of tomorrow. The
goal of this computing facility is to provide resources as per user requirement and decrease the
cost of the whole computing system by sharing application. It provides a data center with
hardware and software. Cloud computing offered various functionality, e.g. Infrastructure
management, on-demand accessibility of data. It depends on the related organization to reduce
the cost, energy and other services used in cloud computing. It is used today, in all our
everyday need in life such as shopping, personal data storage, satellite launching etc. Based on
the International Data Corporation (IDC) survey report, in 2019, the expenditure on IT cloud
services will be more than US$141 billion worldwide [36]. Cloud computing contains scarce
resources (e.g. Servers, applications and storage) to offer services to end-user by the service
provider. The Web browser is responsible for accessing on-demand cloud services to users
also.
Basically, Cloud computing infrastructure contains 3-layer architecture: SAAS, PAAS, IAAS.
SAAS is generally identified as topmost layers in cloud infrastructure, called software-as-a-
service. It is also known as the application layer, which allows the application to run on the

cloud to fulfil the user's requirement, e.g. VMware, Amazon Elastic, etc. PAAS named
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Platform-as-a-services or platform layer, act as a middle layer in cloud infrastructure. This
layer designed to deliver a platform for the user to use relevant applications. It provides control
over the application deployment, e.g. Google Docs, Google Talk etc. Finally, the third layer is
Infrastructure-as-a-service is the bottom layer, known as I1AAS [37]. It includes servers,
network devices, memory and storage etc. The resources are available for user's on-demand
services. It also uses virtualization technique, which capable to form complex network
infrastructure via virtual machines.

Many techniques can be used in several ways in security aspect in the cloud-like
Authentication of data in the cloud, Authentication of the user, Encryption of data, Denial of
service over the network, QoS infrastructure management. Here we illustrate all the policy
which handles the cloud computing security challenges. This chapter is mainly based on the
security topics relevant to the cloud framework. When the data sharing is done with a third
party, the cloud users want to leave an uncertain cloud provider because information may be
in many forms, e.g. Medical records, Credit card details or any other private information. So
the security is must to be added to secure essential and confidential information of the user
stored on the cloud [38].

To secure data in the cloud platform, generally, we used the textual password technique.
With this technique, it is easy for attackers to guess the information. It may lead to
eavesdropping, shoulder surfing and dictionary attack problem. The authors in [39] presented
an efficient and secure scheme for sharing the knowledge and resources in the cloud computing
environment. This scheme provides fine-grained data access control and security against many
attacks in the cloud environment. An efficient security framework has been designed in [40],
which observers the VM network traffic. The anomaly and signature-based methods are used,
which detects both known and unknown attacks. For reducing the overall computation cost,

the signature-based detection is applied for the detection of an anomaly.
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The Authors in [41] proposed an effective security framework to provide information integrity
and data confidentiality to the cloud users. This scheme handles the privacy and integrity of
data securely. Without liable on the probability of the cloud provider, this approach allows
security, network usage, privacy and cloud storage. A strong foundation is delivered by the
application of the AES algorithm that safeguards the data stored in the cloud also approves data
access only on effective authentication and verification.

The authors in [42] proposed the colour scheme authentication (CCA) is used to overcome
textual based password problems. This is implemented on a private cloud using JavaScript,
CSS, jQuery, PHP and MySQL. This CCA scheme solves the shoulder surfing. It also uses a
challenge-response system (CRS). A model to prevent and show directly the authentication
credentials [43]. In this model devoted firewall defines between the cloud host and the clients
supported by VPN, to arrange whole traffic passed by the tunnel. This model helps to reduce
the computational cost of complex schemes. The Authors in [44] defines an authorization
process model, specially designed for healthcare system on the cloud platform, which combines
mobile devices and cloud platform using the cryptographic approach for remote areas medical
services.

The authors in [45] presented a novel methodology to increase the Cloud service provider's
capability to model users' behaviours. For detection and recognition process, the particle swarm
optimization-based probabilistic neural network (PSO-PNN) was used. For ensuring the user's
data, the authors in [46] proposed an enhanced security framework which consists of
encryption/decryption technique, access control methodology and digital signature algorithms.
High held keys are made using a key generation algorithm, i.e. Elliptic Curve Cryptography.
The authors in [47] present analysis relate it with an incident the online hijacking of The New
York Times. Here also explained all possible prevention strategies to solve the above problem

or incidents. Here, all the incident described step by step and guide for preventing phishing
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attacks. The authors in [48] discussed possible threats over the cloud platform. Here, the
problems generally found in cloud discussed in two manners. One, the experts concerned about
the security issues and threat in the cloud, as the other questionnaire session used to know the
perception of the West England University students on the security issue on the cloud in the
perspective of data. The authors in [49] proposed DROPS techniques to prevent data leakage
by dividing the data file using multiple numbers of nodes to store a single file. This fragmented
file used for replication of cloud. The authors in [50] classified the leakage of information in
three categories in the cloud platform as Unintentional leak, intentional leak and malicious
leak. Further, data loss prevention is being handled by open source software, MyDLP.

The authors in [51], proposes an antiphishing protocol, which allows the only valid use of the
cloud. This protocol provides better security and minimum cost due to cutting edge technology
of elliptical curve cryptography (ECC). In this technique first, we have to authenticate the valid
users using any service on the cloud platform. Here a single password is used for a particular
client. The authors in [52], mainly focused on a link-eavesdropping performance model.
However, both nodes eavesdropping and link-eavesdropping problem, but the investigation is
done on recovering data in the inter-cloud storage system, by link-eavesdropping. It compares
the eavesdropping techniques used before with link-eavesdropping.

The authors in [53] determined the security limits of a password-based authentication scheme
which was recently proposed and exposed that their approach is susceptible to falsification and
other attacks. This method fails to provide mutual authentication, user anonymity and forward
secrecy. To avoid these kinds of issues, the authors proposed a secure authentication scheme.
The authors in [54] proposed an approach using biometric-based authentication which used
effective data storage. This approach supports user authentication for the cloud environment.
Iris and fingerprint are considered here for user authentication. For extracting the feature

values, the local binary pattern is employed. An ECC based mutual authentication framework
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was proposed in [55] for secure communication. The user establishes a session key and
authenticates each other. In the public communication channel with the help of the session key,
the user can be connected securely. Estimation of bilinear pairing is not required for the
proposed approach, which makes this protocol more effective in the communication
environment.

For securing the virtual machines in the cloud framework, a host-based intrusion detection
system (H-IDS) is proposed in [56]. Logistic regression is used to select the vital features of
each class and next using the regularization technique the values are enhanced. A novel
intrusion detection system was proposed in [57] combining a fuzzy ¢ means clustering (FCM)
algorithm with support vector machine (SVM). This approach improves the detection systems
accuracy.

To overcome all these concerns, the authors in [58] presented a novel access control model.
For fast and efficient data accessing a temporary table has been maintained by the CSP based
on the popularity value and data type of the DO. Using this table the CSP can reduce the data
accessing time and search the data owner easily.

A secure and new cloud-based service is proposed in [59]. This approach based on IP-WSN
(Internet Protocol-Wireless Sensor Network) and uses advanced internet communication
machinery (ICM).

The authors in [60] proposed a new balanced virtual machine allocation policy against such a
threat, the coresident attacks in the cloud platform. It helps to prevent unauthorized users who
build a side channel to get private data from virtual machines and mainly focused on the initial
virtual machine allocation strategies. The authors in [61] introduced a new approach to identify
attack at client-side and service provider too. Here IDS (intruder detection system) is used to
identify attack using its virtual machine on the back end. The authors in [62] proposed a

software defined networking (SDN) and DDoS attack. SDN changes the way of defeat
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distributed denial of service attacks in the cloud environment. SDN is used as a tool here to
prevent DDoS attack. The authors in [63] explained the energy consumption issues. With the
increasing number of resources on demand for customer, application migration on cloud,
energy consumption is also rapidly used. The authors in [64] discussed the working of Dynamic
Voltage and Frequency Scaling (DVFS) technique used for energy consumption on cloud
platforms.

A DVFS-aware algorithm for solving a problem of on-line consolidation and proposed a way
to handle the inconsistencies between DVFS techniques and consolidation. The authors in [65]
describe the evaluation technique on energy efficiency and analysis of the machine tools,
machining systems. It described all the related work which emphasis on the methods which
motivated on reducing the energy. It also described the energy-saving model for machine tools
and peripheral components or subsystem. As the increasing the number of users, high storage
capacity application is also growing on the distributed networks. The application reduces
access latency by requesting relevant data centers. The data center is also geographically
distributed. Because of this energy consumption is a more effective field for attention [66].
For efficient dynamic resource allocation process, an enhanced task scheduling and an optimal
power reduction scheme is introduced [67]. Using dynamic resource table updating algorithm
and prediction mechanism, the response time and resource allocation efficiency based on the
task completion is attained. The proposed approach lessens the power usage of data centers and
brings a proficient outcome as to power reduction. Accurate values are provided by the
proposed approach for updating the resource table. With the reduced power consumption and
improved task scheduling technique, an efficient resource allocation approach is achieved. To
monitor the system load [68] presented a control mechanism to manage the use of VMs in a
PM based on the feedback from VMM to DCM. Evaluation of the proposed mechanism is done

using a CTMC and the systems QoS parameters is derived. When the system is in the inactive
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state, the consumption of power under the proposed mechanism is modelled and valued. The
proposed approach significantly saves the consumption of power and provides a command tool
for the control parameter.

The authors in [69], proposed an architectural model and QoS control techniques which fulfil
the user requirements and the address cloud security. The above project model named as UBIS
(Ubiquity and Integration of Services). The authors in [70], explained a survey report by
introducing and describing hardware on data center networks. It classifies a detailed
architecture of networks of the data center with switch and server-centric architecture. The
authors in [71] explained the issue on data segregation and encryption strategies used in cloud
computing and proposed probabilistic method for secure private data using Private Data Bucket
(PDB) and Non-Private Data Bucket (NPDB). A key is also commonly used for both of the
above bucket techniques. The authors in [72] identified the most possible issues which affect
cloud-based E-Learning. Nowadays, e-learning is used by many countries, due to its better
accessibility, flexibility for user and availability on-demand facility. The authors in [73]
described the encryption and decryption process. Here is also a small introduction is also
defined related to Data-Encryption Standard (DES), Advanced-Encryption Standard (AES),
Asymmetric Key Algorithm-RSA. There are many encryption and decryption algorithms, e.g.
AES, DES, RSA, Cipher Block chaining is discussed.

The efficiency of cloud user with the benchmarking data is secured with keystroke feature [74].
As an emerging trend, the 10T services are developing now, which can be interconnected to
embedded devices for communication. The security issues in 10T can be handled with the
support of Elliptic curve cryptography [75]. The authors in [76] presented stable asymmetric
cryptography in algorithm form [77]. Several cryptographic methods, e.g. Advance encryption
algorithms (AES), RSA algorithms are employed to improve the data security on the cloud,

which enables the intention towards a complete security solution [78]. There are several
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authentication approaches based on single and multi-factors. An example of a single-factor
methodology is the Smart card-based verification approach [79]. Crucial security protocols
satisfy the three-factor authentication agreement policy using proper authentication process
such as Real-OR-Random model, BAN logic, etc. For simulation, AVISPA tool along with
elliptic curve cryptography can be used as an application tool.

The key agreement protocol policy with secure authentication scheme can be used to
accomplish monitoring of agriculture stream with wireless sesnsor networks. The verification
among the participants is done with BAN Logic validation approach [80]. In antiphishing
protocols, the verification policy is beneficial to a safe cloud environment. Cookie information
is used in the three different phased employed by the authors. Authentication, pre-computation
and login phases are the three phases available for processing the tasks [81]. The elliptic curve
technique is used by the key-based scheme for M2M cloud local environment. Results are
evaluated in terms of processing time corresponding to the performed operations [82].

The realistic methodology can be known by handling several attacks and by acquiring the
execution time. With two different attacks, they combine namely password guessing attack and
replay attack. It involves three phases of authentication [83]. Fake user can be prevented with
the help of an IP Traceback based authentication mechanism. FACT, which is a temporal
token-based framework is used in Cloud-based trusted authentication process [84]. The authors
in [85] proposed a two-factor authentication methodology which uses the password and
devices. Authentication and registration are the names of the two phases [86]. When compared
to the RSA algorithm, the ECC approach is well known for its popularity or less bit usage.
With the mathematically derived definition, the implementation of ECC is demonstrated [87].
With the elliptical curve cryptography method, some of the anonymous techniques are used to
share data among organizations [88, 89]. When compared with RSA the Elliptical curve

provides improved security along with few complexes. The simulation outcomes are also better
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than RSA. In a cloud environment, several types of risk of attacks prevail for example control
plane and Byzantine saturation attacks, flow table overloading, Sec-SDN etc. The cloud
security framework Sec-SDN is designed to deal with the resistance, routing, attack, and third
party handling [90]. Bidirectional verification and authentication operation are used to offer
effective load distribution policy, error handling, user's minimum computational overhead and
privacy conserving examining protocol. The data duplication based on the cloud attribute is
used to provide better security and to manage data leakage during the statement.

In cloud platform, the Kerberos-based identity policy is employed for verification and
authentication of the user or data for big data. For auditing purpose, a trusted strategy has been
used [91]. For wireless sensor network (WSN) an authentication approach has presented with
cost-effective value using public-key cryptography. Software-based solution with ECC is being
used here. The Diffie-hellman key exchange, the Kobitz curve and TNAF are also implemented
in the network channel above the cryptographic exchange key [92]. An intrusion detection
approach is proposed in [93] in this approach the accuracy is improved by the SVM and FCM
algorithm. In [94] the authors presented a hybrid classifier with double layers for intrusion
detection. In this approach improved SVM, Fuzzy clustering are used and Bayesian Fuzzy
clustering and GG-SVNN are used for clustering.

The authors in [95] presented a WAO algorithm with a wrapper built that addressing the
traditional Whale Optimisation Algorithms drawbacks. The intension of this proposed
approach was to solve the challenge of achieving optimal position value and this is controlled
by a crossover operator. The authors in [96] proposed QALO-K, which is a hybrid clustering
and capably inherits the advantage of both. In this approach, the k-means helps to attain the
global way. With the intelligence algorithm, this approach induces the clustering technique.
The authors in [97] presented the GA for a huge sum of data which is a factor for multiple

technologies for intrusion detection. To distinct the network data into normal and attack in [98]
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proposed the SVM classifier. To delete redundant features and to select the correct features 1G
is used. The authors in [99] described a survey on Signcryption, which is based on an attribute
that finds the essential access control and suitable of cloud data. The authors in [100] explained
and proposed a mechanism which prevents unauthorized access of files using hash function
labelling protection and auto-detectable approach. The authors in [101] strengthen on prefix
hijacks held at a random location in the internet topology.

This case study results using hijacks incidents, occurred on the network. Here direct customers
are most resilient of tier-1. The authors in [102] demonstrated the solution of attacking and
detection policy over the network using genetic algorithm and proposed an effective mode for
best outcomes/results. The authors in [103] explained several approaches to solve the attack on
android application. A shadow system approach with an example is used with email login by
the user in the mobile application.

The authors in [104] introduced a technique to detect and resolve network attacks automatically
using machine learning algorithms with minimal training and compare it with other relevant
supervised learning detectors. To deal with the issues in network security issue [105] presented
an approach which supports the clients to deal with the attacking problem. It provides detailed
information about session hijacking and discussed the prevention mechanism. The authors in
[106] focused on the security issues and given some proactive measure to prevent the security
breach on the cloud system. It deals with different types of problem like Data Loss, Denial of
Service (DoS), Data Breaches, Account Hijacking, Insecure API's, Malicious Insider, Abuse
of Cloud Services.

The authors in [107] developed a dual authentication based protocol for medical data in cloud
computing. The authors in [108] observed the problem related to the bit shifting and stuffing
and suggested a new idea of cryptography to improve security. Here BSS method stuffing is

done replacing unused bit which shifting by another character. Here encryption and cypher text
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generation is done using 8 bytes. The authors in [109] demonstrate IOT based authentication
and key agreement policy, which motive to shift key between public infrastructure (PKI) and
cryptography environment without a certificate (CLC). This approach solves three problems
mainly, which are legal authentication access, faithful non-repudiation and key agreement,
resolve denial of service (DOS) attacks. The authors in [110] gave potential mitigation methods
to solve security or attacking issues. The authors in [111] explained return-oriented
programming (ROP) attacks protection. The user also protected from reverse engineering.
The "Code obfuscation Engine" (CobE) accomplish system calls and out-of-band space
utilization and code stirring. The protection is done due to hijacking specifically flooding of
buffer and return-oriented programming problems. The authors in [112] demonstrated
improved RSA algorithm using bit stuffing technique on SSL, which provide better
communication. To enhance security, they applied cryptographic approaches to prevent the
attack of the proxy user or account hijacking or data hijacking. The authors in [113]
demonstrated the discussion on intrusion detection system in loT-field. Their contribution leads
to develop a robust intrusion detection system in a crucial environment. The authors in [114]
described a technique using cryptography approach RSA with Fermat's rule in cloud computing
to provide secure data transmission as well as communication. We use Fermat rule to speed up
the encryption process of RSA. The authors in [115] proposed a protocol to prevent the
dictionary-based and brute force attack.

The discussed protocol named bounds the login attempts from unauthorized user. It uses the
ATT (Automated Turing Test) approach to provide convenience to authorized attempts. The
authors in [116] suggested a framework for dynamic decision making on Smartphone devices.
It takes different parameters like CPU utilization, execution time, memory usage and energy
consumption for offloading decision making. Their optimization model protects the data from

any hazard. The authors in [117] worked for a biometric security threat. They proposed a new
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e-Finga scheme for secure authentication service that uses user's fingerprint.

The cloud task execution was done using the intended dynamic clustering league championship
(DCLCA) scheduling method, which also handles fault tolerance and this lessens the
autonomous task failures. The proposed algorithm improves the overall execution of the cloud
setting and offers a quality fault tolerance aware scheduling [118]. A novel approach regarding
the resistance and recognition of DDoS attacks. Particle swarm optimization (PSO) and multi-
agent system are employed in this approach by the agents among themselves to have precise
decision making and robust communication [119].

In the public cloud domain, the presented algorithm is implemented and when validated with
the current algorithms, this algorithm attains minimized energy and storage time with improved
security [120]. An approach was made using improved Artificial Bee Colony (ABC) algorithm,
the intension of the proposed algorithm is to provide security and scheduling satisfying the
QoS requirements in cloud domains. In each datacenter, a hive table is maintained which aids
in decreasing the makespan, cost, task migration, security issues and load balance is presented
in [121].

The authors in [122] addressed the multi-objective task scheduling problem by presenting an
effective EDA-GA hybrid algorithm. In this approach, the task completion time is minimized
and the systems load balancing ability is enhanced. The EDA operation is followed to generate
some feasible solutions and a new solution is generated by selecting the GA in the preceding
step and at last, the optimal solution is attained. A distributed algorithm is proposed in [123],
which is depended on the experience of mutual performance of players partaking in the game
and the Iterated Spatial Prisoner's Dilemma (ISPD) game.

Many researchers have analyzed secure data transmission in cloud computing. A portion of the
exploration works are broke down here: The authors in [124] have developed a structure for

cloud building which securely provides data transmission from the relationship of the client to
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the CSP servers. To provide two-path security, they have used a joined procedure of
steganography and cryptography on the network through which the data is transmitted. To
begin with the data gets changed over into a coded plan utilizing an encryption algorithm and
a while later, this coded bunch data is again changed over into a disagreeable picture utilizing
steganography. Also, steganography furthermore covers the nearness of the message; along
these lines ensuring the chances of data being modified was insignificant. The authors in [125]
analyzed, secure information transmission utilizing the RSA algorithm. The RSA algorithm
can be characterized as a lopsided key algorithm that was utilized to build up the solid security
model. Secure cloud storage of information proposed in [126]. The information put away in
the cell phones was expanded as further applications were conveyed and executed. If the
telephone was harmed or lost, at that point, the data put away in it gets lost. Secure information
transmission in a cloud situation has investigated in [127]. In this work, they have portrayed
the genetic algorithm and visual cryptography related papers, which assists with knowing all
zones where these strategies would be utilized. A genetic algorithm was being used for giving
encryption and decoding, for concealing basic information they were utilizing visual
cryptography. They infer that the security highlights of the genetic algorithm were incredibly
streamlined utilizing visual cryptography.

Protected information transmission systems in cloud 10T has introduced in [128]. Elliptical
curve cryptography is executed by this assessment on the 10T moreover; a get-together imprint
is used by it with limit riddle sharing instruments to ensure the Map-Reduce technique on the
cloud computing stage. The authors in [129] created enhanced profound made sure about
information transmission in cloud conditions giving 10T security utilizing Al procedures. To
start with the HNS Public Key Generation (PKG) system figures the open key and a banner
worth, at that point using an open key. The authors in [130] analyzed secure information

transmission in the cloud. In the cloud, the information is moved among the server and
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customer. Cloud security was the current conversation in the IT world. The information was
made sure about in server-based on clients' decision of security strategy so information was
given high secure need. The authors in [131] have investigated secure exchanges in the cloud.
They have clarified that the utilization of a progressive exchange apparatus can improve
information security. For secure information transmission and recuperation, they used a fast
response code and a hash-based timestamp with the objective that on-going attacks could be
stopped or blocked. The fundamental issue with that protected information exchange was that
they were not familiar with recovering information from other new kinds of assaults. The
authors in [132] implemented an 10T communication system along with embedded cloud and
MANET integrated framework for enhanced and secured communication. Cybersecurity using
a multi-layer machine learning approach was introduced in [133]. The research gives an outline
of cybersecurity data science and introduces an intelligent decision-making approach for
protection against cyber-attacks.

In a cloud environment, the authors in [134] present the task scheduling in a cloud-mist
condition and afterwards intend a heuristic-based calculation, whose significant goal was
accomplishing the harmony concerning the makespan and the money related expense of cloud
assets. Bandwidth conscious distinguishable task scheduling for cloud figuring have created
[135]. For the detachable task-scheduling issue a nonlinear programming model based on the
limited multi-port type was introduced. By fathoming that model, the streamlined portion plot
that decides the correct quantity of tasks allotted to every virtual asset hub was acquired.
Initiated on the upgraded assignment plot, a heuristic algorithm termed bandwidth-aware task-
scheduling (BATS) was offered.

The authors in [136,137] have analyzed task scheduling and asset portion. A load-balancing
task scheduling in cloud figuring with the qualities of cloud registering and unique adaptive

genetic algorithm (AGA) developed in [137]. This procedure deals with a task scheduling
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succession with a normal job and the shorter job makespan yet also fulfils between hubs load
balancing. In a heterogeneous multi-cloud condition [138] have analyzed a productive
algorithm for task scheduling. The MCC algorithm was a solitary stage scheduling though rests
were two-stage scheduling. Task schedule dependent on the meta-heuristic technique in the
cloud have investigated [139].

A scheduling strategy for cloud task was proposed in [140], which were based on Ant colony
optimization (ACO) algorithm contrasted with distinctive FCFS scheduling algorithms. These
approach's fundamental objective is to limit given tasks makespan. ACO would be utilized for
apportioning the approaching jobs to the VM's. Exploratory outcomes indicated that cloud task
scheduling dependent on ACO beat FCFS and cooperative methods. In cloud platform [141]
has dissected a multi-target task scheduling. In this study, a multi-objective nested PSO
approach is used to improve the vitality and preparing time. The results of the algorithm are
executed in an open-source cloud platform. The exploratory outcomes showed that the
techniques MOPSO out-played out the BRS and RSA.

A study in which a chaotic social spider algorithm was proposed [142] to deal with task
scheduling problems in a wide range of heterogeneous VMs. In this research work, the overall
makespan was reduced with effective load balancing. This work uses the social spider approach
with chaotic inertia weight. A study to deal with the issue of task scheduling by proposing the
TOPSIS-PSO approach is presented [143]. The optimized fitness value (FV) is calculated
using the proposed method. Hence as a fitness evaluation tool, the TOPSIS is used. In this
study, three main principles are employed such as execution time, transmission time and cost.
An implementation of a hybrid approach with ant lion optimization (ALO) algorithm and
differential evolution (MALO) is discussed in [144]. These works deal with the multi-objective
task scheduling issues in the cloud domain. A study conducted in [145] using a hybrid job

scheduling algorithm. The hybrid approach was done using Harmony and Tabu search
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algorithms. In this approach, the method used is based on some of the QoS factors. Comparison
of results was made with the existing hybrid algorithms. The superiority of the intended
approach was validated in terms of the QoS parameters.

A study is also conducted in [146] for improving the task scheduling for that an enhanced PSO
algorithm was proposed. In the existing PSO algorithm, the problem of inertia weight
assignment was solved by a tuning function based PSO (RTPSO). Surveys of PSO based
scheduling algorithms are discussed in [147].

In the cloud domain, the clustered resource management techniques using the ABC algorithm
is examined in [148]. In this algorithm, three kinds of bees are utilized for probing food sources
and they are scout bees, employ bees and onlookers. (1) In the cloud VM, the scout bees are
engaged randomly in the initial population phase. (2) Fitness is determined about the
Evaluation of Population. (3) the best fitness scout bees being picked and the sites accessed are
extracted from the VMs region. (4) Based on VM request a cluster is calculated. The VM in
this step has also been grouped to meet the response bias of its resources. (5) Through the
processing time, the VM load is calculated. If the loaded VM's normal derivative is only the
average load, the device is in a balanced condition, or else in an imbalance condition have
presented in [149]. The studies are modelled with 100~800 tasks with 10 data centers.

During the ABC optimization process, the VM's resources specifications are randomly
generated and grouped. The integration of a Crow Search algorithm and Firefly algorithm have
implemented [150]. The algorithm focus is to enhance global search capacity, which reduces
the efficiency of the cloud system and optimizes the overall output. For the task scheduling,
the authors in [151] presented the multi-objective optimization based whale optimization
algorithm (WQOA), targeting at enhancing the cloud systems efficiency with provided resources.
In this regard, the author suggested to augment the WOA approaches solution search

capabilities for cloud task scheduling (IWC) using the improved WOA. The author presented
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the execution of IWC and the simulation outcomes reveal that in comparison with the current
metaheuristic algorithms, the IWC has an excellent convergence precision and ideal task
scheduling plans. In the case of large-scale and small operations, it can also yield better results
on resource optimization [152] have designed and developed a task scheduling algorithm that
is capable of selecting the appropriate resource to manage virtual machines applications
(divergent and complicated) by using a modified PSO algorithm.

A deep reinforcement learning-based resource allocation presented in [153]. This work
provides the user with an effective resource allocation approach in the network. In the
dimensionality problem, the conventional Q-learning model fails to succeed in an increase in
state space. The introduced scheme is joined with ideal resource allocation using deep
reinforcement learning to provide better allocation. The authors in [154 ] presented An Energy-
based Flower Pollination Algorithm (E-FPA) for VM provision. To enable energy-based
allocation of various VMs in a PM is the main aim of this system and this was attained using
the Dynamic Switching Probability (DSP).

A novel design was proposed by the authors in [155] for optimal resource allocation and
management. Combining the PSQO's velocity update in GWO the optimization concept was
proposed and the proposed system was named as VU-GWO. A novel objective function was
modelled for optimizing the resource allocation that considers the balanced cluster use,
threshold distance, the system failure and the total network distance.

A study conducted [156] on a blockchain-based cloud manufacturing architecture. This study
intended to augment decentralization and information transparency. The manufacturing
resources are exposed by the proposed platform and they are enfolded as services. Any user
can purchase the manufacturing services by accessing the platform. To record transaction
results and to intermediate the service composition the blockchain is used in this study. A

decentralized resource management agenda using blockchain developed in [157]. The main
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issues in cloud data centers (DCs) are cost minimization. This study presented minimizes the
energy consumption cost of the traditional power grid, requests migration and scheduling cost
in DCs. For saving the cost, this framework presents a requests migration method dependent
on RL and embedded with smart contract. With the aid of blockchain presented a resource
management system termed BCEdge in D2D-assisted mobile edge computing [158]. This
system discharges the load of edge clouds and is a reliable scheme. Using interaction charts
and flow charts, the advantages and technical details of BCEdge are explained in the study.
The superiority of the presented scheme is validated. The VM placement and task allocation
problems in a single cloud/fog computing environment devised and presented in [159]. As a
solution for VM placement and task allocation problem, this work presents a Genetic
Algorithm Based Virtual Machine Placement and a task allocation algorithm.

Because of the objectives of developing the QoS performance and lessening the deployment
cost presented in [160]. This work presents a better optimization algorithm for resource
allocation. Within the given budget, the proposed approach allocates the resources considering
the QoS requirements of different customers. A load balancing and scheduling algorithm were
proposed in [161] which is of quality-assured and SLA-aware. This algorithm migrates the
tasks from the overloaded host VMs and presents it to the high capacity under loaded host
VMs. The SLA parameters considered in this algorithm are VM memory capacity, processing
power and bandwidth.

A resource allocation algorithm using the hybrid differential parallel scheduling is presented
in [162]. In this approach, the first thing designed is the data and the grid structure. The resource
attributes are classified using the clustering analysis process; then the sliding window is split
into multiple sub-windows. In [163], this study presented a hybrid optimization algorithm by
using simulated annealing (SA) and artificial bee colony (ABC). Efficient scheduling is done

based on the priority of the request, size of the task and the optimal distance. An effective
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algorithm for task scheduling presents in [164]. The tasks of the user in this approach are stored
in the queue manager. This approach calculates the priority and the proper resource allocation
is done for a task. An efficient task allocation algorithm by Hybridizing GA and PSO presented
in [165]. When compared with some of the existing approaches the proposed approach
succeeds in minimizing the tasks total execution time and cost. The workflow application load
balancing is improved using this approach.

Based on feedback control (QVRA-FC) presented a QoS-aware virtual resource allocation, the
resource allocation between multiple VM instances are carried out using a feedback control
method in this study [166]. Recently this approach has been applied in many areas, such as for

energy-efficiency optimization, temperature control and load-balancing, etc.
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CHAPTER II1

HYBRID CLUSTERING-OPTIMIZATION APPROACH
AND EFFICIENT AUTHENTICATION AGREEMENT

PROTOCOL (EAAP) FOR AUTHENTICATION

3.1 Introduction

Cloud computing (CC), is an advanced gift of information technology that allows the
user all over the world to access resources through the internet. National Institute of standards
and technology defines dynamic resource pooling, cloud as on-demand, and ubiquitous
network for quick access and storage with adaptability. Even though the cloud offers various
features, it lacks full security in one or more forms, where authentication plays a vital role. It
is a process by a user ensured through validation. The validation process involves policy
verification using either password, OTP (one-time-password) or biometric techniques etc.
Remote access is done for the user from the cloud to both software and hardware resources by
employing inclusive distributed services [51].

CC deals with software applications, platforms, infrastructures and several in the form
of usage and request-service. The implementations, storage and cloud resources virtualization
are the foremost requirement of CC. By a central hypervisor machine, the cloud structures
whole operational function are managed. Hence, because of the massive traffic created in a
cloud atmosphere, this knowledge has become a noticeable structure for the hijackers and
intruders. In the cloud framework, the cyber-attack is the emerging threat for cloud
information, mostly the DDoS attack. Besides, bandwidth and resources utilization damaged

by the packets flooding in transmission protocols [71]. The entire environment or short term
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problem will be collapsed. Generally, to guard against zero-day attacks, these security anxieties
covered the mode for the intrusion detection software deployment. The false alarms are present
in the prevailing harms with IDS that donates to misuse challenge and in cloud anomaly
detection schemes are applied to minimize these attack types.

But, applying these detection schemes in the cloud increases the event quantity, hence,
the approach used for detection turn into a load which is sorted using soft computing. These
improve the accuracy and efficiency of anomalies detection rate and includes Genetic
Algorithm (GL), Artificial Neural network (ANN), Fuzzy Logic (FL), and so on. Due to the
capability to deal with data, ANN is widely used which is not complete. For intrusive data
detection, the mining rule association scheme is also a presently adopted method. In many
ways, ANN is used in intrusion detection[168].

The increased amount of training sets and requires an appropriate amount of time for
efficient implementation are the major drawback of IDS. The ANN is robust as well as secured
technique in the cloud which is combined with GA for improved performance. The PSO,
Harmony Search and Artificial Bee Colony are some among examples. The ability of IDS is
enhanced by search methods which achieve determining the ideal restrictions of the network.
Furthermore, password guessing, UDP SYN floods, FTP/Telnet port scanning, eavesdropping,
phishing, and e-mail bombs are placed in fuzzy rule-based detection schemes and made to
manage intrusions in the network. These rules address the diversity of variables and demanding
a certain time period for training. For sensing such interruptions confined training samples are
being used with SVM in a networking atmosphere. Concerned with data dimensions, it also
keep-up with the classification accuracy. In the case of SVM classifiers produced better results
in terms of false positives[167,169].

The users in the cloud can store and transfer from browsers to personal devices their
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data such as documents, image, video etc through the internet. Yet to transfer these data in a
secured manner strong security mechanism should be implemented and still security remains
as the main challenge in cloud computing In this work an EAAP is implemented that uses
Diffie-Hellman key exchange mechanism with ECC.
3.2 Methodology for IDS With Hybrid Clustering Optimization Approach

In IDS, the rate of detection and accuracy is based on the ability of the classifiers, which
properly tracks the events without any conceding with the detection performance. Also, a major
incidence of false alarms is faced by these systems which is a serious burden for internal
operators handling such actions. A significant concern about this is adequate resources and lack
of time and the organizations dealing with the generated false alarms have been developed as
major anxiety moreover it initiates caution and develops the prospect of the anomalous
behaviour which are undetected. DL and ML techniques nowadays are proficient to be
implemented as IDS. The IDS are domain-specific and their structures are very simple. High
precision rate is attained by using high-quality data ML techniques. The enormous volume of
data is handled by the deep learning approaches. The execution time can be reduced with the
support of nature-based algorithms, hybrid optimizations and fuzzy clustering systems. The
algorithms such as ABC, SA, GA and PSO are consequent from nature-inspired procedures.
For attaining better performance in the detection schemes, the spider monkey optimization
(SMO) algorithm can be used. This technique is also used to detect disease in the plant in a
high-dimensional subset. The intruders in the network can be classified using the hybrid
approach of SMO with FCM. Complex real-world problems are solved using this system and
they offer solutions that are efficient and resource-intensive. The implementation of this
methodology presents improved performance recognition by advanced accuracy of the IDS in

the cloud environment. The Euclidean distance is used by the recent approach for updating
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and to attain the optimal solution. The optimization problems are handled using the fuzzy rules
which builds a strong wall to deal with these concerns moreover an effective swarm
intelligence algorithm is used to process and monitor the processor location including the sizing
problems. Thus for reduced energy consumption and optimal resource utilization, it is
implemented in cloud environments. The Block diagram of the proposed approach is depicted

in Figure 3.1.

Input dataset

Hybrid ANN Network

v —»| Detected Packet

Fuzzy
Clustering

\i
\i

Pre-Processing SMO Algorithm

Reduced dataset J |,| Detected

Anomaly

A

Figure 3.1: Schematic representation of the proposed work
3.2.1 Fuzzy C-Means (FCM) Clustering Technique
The well-known method used for clustering is the FCM. In each cluster this approach changes
the data points; therefore the small clusters are made forcibly to gather in large neighbouring
clusters. There is a continuous membership among the point between two cluster centres. The
same scale should be possed by the clusters(c) and the cluster numbers should have prior
knowledge.
Step 1: Segregating the data points in k-dimensional vector.
Step 2: Using objective function obtain the cluster centres in each cluster
Step 3: Employ fuzzy separation.

This method is entirely different from hard c-mean. The the range of membership matrix
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elements are [0, 1].

3.2.2 SMO Algorithm

The foraging behaviour of the advanced spider monkeys forms the SMO which is a
metaheuristic strategy. The foraging activities of the Spider monkeys' emphases on the social
system of fission-fusion. This algorithms character depends on the social structure of a group.
The association's representative as an entire is here named the national leader while the local
leaders are known as the regional group representatives. This algorithm does not have any
impact on the solution due to the food shortage. In this algorithm, there is less number of apexes
at any minority group. The Spider Monkey (SM) is the logical solution to this algorithm. The
next section describes the process involved in SMO.

3.2.2.1 Global Leader Selection

In this stage, this algorithm notices the packs in the cluster which is diverse from the cluster
site. In each packet's header, the IP address is available. The solution is updated on behalf of
the probability of selection, which is designed using the below equation.

1
f( fit), =41+ f, Jif £, >0
1+abs(f,), if f, <0

(3.2)
In this phase, the formula below computes the probability of fitness value.

fn(fit),

PROB =0.9x ———~—+0.
max[ fn( fit)] (3.2)
The position is updated in the next phase.

Cnew, ,, =Cnew , +dis(0,1)*(gl, ,, —Cnew, ) +dis(-11) x(C,, -C,.) (3.3)

The global leader is represented by the random number (dis) in the range (—1, 1). In the first
component, the current packet persistence is displayed, the packet attraction in the second

component is exposed towards the global leader and the stochastic behaviour of the algorithm
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is retained in the final component. In this equation to improve the search space efficiency the
second component is used, while in the final component the risk or the premature convergence
of being wedged in the optimum locale is prohibited. Based on the location value the
anomalous packets are identified by the selection process of the global leaders. Among the
other packets, a local leader is recognized isolating the clusters for sophisticated anomaly
recognition.

3.2.2.2 Local Leader Phase (LLP)

In this stage, the entire clusters updated themselves which is a vital process for SMO
algorithms. Because of local community leaders and the local leader's response to the location
of the packet in the cluster is often changed. Each packets fitness is updated and evaluated, if
it is greater than that of its existing one,

Cnew, . =Cnew, , +dis(0,1)*(ll, , —Cnew ) +dis(-11) x(C,, -C,,) (3.4)

The local leader is represented as Il and dis() is a random number in the range (—1,1).

3.2.2.3 Local Leader Decision Phase

The Local leaders in this phase have been united with the global leader. In the Local Leader
Level, there is no local leader updated and the positions of the cluster members are changed
using Eqn 3.5. The disturbance intensity is used.

Cnew, ,, =Cnew, ,, +dis(0,1)*(gl, , —Cnew, ) +dis(0,)) x(C , —Il,,) (3.5)

From equation 3.5, it's known that global leader changes the search directions and positions.
The prevailing local leaders reject the solutions which are not updated by the local leader to
the TL. The TL is incremented when attaining a fixed value and is considered as a threshold

counter.
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3.2.2.4 Global Leader Decision Phase (GLDP)

The global leader(gl) boundary is the limit in which the global leader identification is not
done. The swarm is combined or split into two subgroups. Within a given range, the GLL
parameter monitors for premature convergence, when GLL exceeds it is set to zero. The group

is separated by the gl once the whole clusters are lesser than the pre-set considerable groups.

3.2.3 Hybrid FCM-SMO Method
The FCM is used for clustering the packets and the packs are assembled together into

n number of clusters. From K initial starting values the clusters are then initialized. Depends on
the position value each cluster finds the global and local leaders which are the incoming packets
the IP address.
The clusters without irregularities are fused when the algorithm influences it is optimal and to
find the intruder clusters with these local or global points are segregated.
Steps of the algorithm are specified beneath

Step 1: Set k —Select the preferred number of clusters, k.

Step 2: Initialization —k is selected as the initial starting value.

Step 3: Classification - Obtain global and local leaders;

Step 4: Position value of the local leader is updated

Step 5: Position value of the global leader is updated

Step 6: Discover the global leaders

Step 7: Discover the local leaders

Step 8 Position of the local leader is updated.

Step 9: To elect fission or fusion the decision phase of the global leader is used.

Step 10: Halt and state the best solution when reaching the end criteria or else go to step 3.
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Figure 3.2: Algorithm flow diagram
In a step by step procedure, the SMO works in which the search region has the local leaders
and the position updates are done by the global leader. Every member of the cluster in the local
leader updates the position in the global leader phase, the position values are updated in the
clusters optimal points. Amongst the other search-based algorithms, the SMO algorithms
special feature presents it an enhanced one and a natural method is followed by the proposed
algorithm for checking the immobility. During deadlock, periods to monitor the search
operation the global and local leader learning phase is involved. Both the leaders’ make a

decision in such cases and the local leader ensures an advance exploration in the decision phase,
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a fusion and fission choice is made. During classification, the search speed is stabilized by
SMO.
3.2.4 SMO Based Dimensionality Reduction

The dataset dimension reduction is done in this section using the optimization
algorithm. During classification when the features are high causes the overfitting problems.
The proposed approach uses the SMO which is used to deal with the dimension problems.
Searching operation is carried out using the SMO in an exclusive way for gaining a datasets
best dimension. The optimal dataset is the one which has better accuracy with a lesser error
rate. In intrusion detection problems the dimensional reduction is subject to objective conflicts
to increase classification accuracy and minimize the dimension count and error rate. Achieving
optimal results is difficult when there is an incidence of trade-offs among contrasting priorities.
In this situation, to minimize or optimize the detached functions a multi-objective optimization
technique is used. To achieve the maximum accuracy (A) the proposed approach was intended.
To calculate the SMO's classification error (E) the precision is used as an output metric in this
study.
To calculate the individual causes the fitness function fit(fn) is used and described below;

fit(fnN)=Ax@A—-C)+ (@1 —-1)xSD (3.6)

For dimension subset extracted, the classifier accuracy is represented as C, the classification
accuracy and dimension reduction are regularized using the constant A, S represents the
extracted dimension subsets, D represents the number of dimensions in the range [0, 1]. The
resultant dimensions of the datasets are passed for further classification. A group of anomalous
packets or a group of detected normal packets are present in the classified cluster. The hybrid
approach used for classification results in reduced resource allocation with high detection ratio

and accuracy.
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3.3 Methodology for Efficient Au
Usually, secure communication bet

password as shown in figure 3.3.

Authentication
thentication Agreement Protocol

ween client and server is established using user name and

Client id, Password (P,;)

Client Machine

Verification Cloud Server

M

Figure 3.3: Effective System model

The proposed mechanism is processed in three phases i.e. Authentication phase, Verification

phase, Registration phase, and log

in. The elaborated steps are explained below. Table 3.1

illustrates the notation used in this process.

Table 3.1: Notation used in the proposed mechanism

Machine identity of client

Server

Password for client

Public key

Random value generated by user

Random value generated by server

Hash function

One time password for client

Key used in ECC

Large prime number

Generator Point

cki

Cookie information

End_time

Expiration time of the client

@

XOR Function

Concatenation symbol

I

Integer value for client

Phasel: Registration:
[ ]

A user requests to the server using the public key (Ki).

Random value generation by the user (Ri) and server (Rs).
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e Expiration time (end_time) and Cookie information is computed.
e Storing of end_time, cookie by user accompanied by generation point G and public

key (Figure. 3.4).

Cloud User U; Server Sy

Submit Ui and P, to the server then perform
RigHr(P\‘.i]®H}(ECX|Ui)®K]‘

and store
Ui-: R1® Ht’ {P\\-'i) D Ki
Select R; Select R,

Computes C;= (R;@® H; (Py,;) @ H (Ecx|Ui))
Stores Cy, Ui, Ki& End_Time

Figure 3.4: User registration on cloud sever
Phase 2: User Login and Verification:
e Retrieve the information required by the user (verification in P2 and P2, expiration
time, cookie value) if the client has cookie information.
e Perform the computation process with a random number, user id and password if the
user has no cookie information.
e Through Elliptical Curve points, the Random value of client (I) is made sure by P2 in

both P1 and P2 (Figure.3.5).

Value of Cy;,Ui & End_Time extract and Computes P2’ and Verify P2 and P2’
If cookie is saved Select Computation
Ui, P,; is selected I
P1=I*G
Ry is selected Ry® H: (Py)
P2=1*Cy
If cookie is not saved P1, Ui & R;@® H; (P,;) R.® H:(P,,)

Figure 3.5: User Login and verification
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Phase 3: Authentication Process:
e Client request for OTP with the public key.
e Server reply with matching key and OTP.
e Verification of OTP using Diffie-Hellman operation.
e |If the matching of key and OPT occurs dynamic password is ended by the user to the
server.

e Now the user is allowed access to the server (Figure. 3.6).

Extract Computation
OTP, and K;
Ri® (P)
R;® H;(P,;) ®OTP BK;
Choose a random No. OTP, *I*P3
Ri®R,

Ri@ Hf(Pwi)®0TPc

The Value of K; is verified by comparing S1 and S2 with two prime number A, q
and two private keys with diffie-hellman key exchange security policy
K1=A"modq and K2=A’mod q

Shared key S1=S2 is being matched by exchanging Public key K1 & K2 to show ex-
istence of diffie-hellman algorithm.

Figure 3.6: Authentication method
Public key exchange process using Diffie-Hellman is elucidated below:-
Let us assume that for client and server two private keys are taken thatisa=3,b=6; Aand g
are preferred as two prime number, let A =7, q = 23; the value of shared public key S1 & S2

are computed below.

Client side Server Side

K1 =A"mod q K2=Ahm0dq
K1 = (7)’ mod 23 K2 = (7)° mod 23
K1 =21 K2 =4

In the client and server-side, K1 and K2 are exchanged these are considered as shared public
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key. Using the formula, the shared secret value is calculated with the help of the private keys

S1=(K2)"mod g; S2 = (K1)’ mod g;
= (4)’ mod 23: =(21)° mod 23;
=18; =18;

Hence the value of K1 &K2 is similar, which please the Diffie-Hellman shared key algorithm.
3.3.1 Outline of the Proposed Methodology

The user request is sent by the cloud user to the server and after computation produces
expiration time and cookie information. Based on the cookie information does not exist user
can access information using the password and user id with nonce value (Ri) continued by
authentication. If the user satisfies the validation, it can execute its operation. Working of user
and server in the proposed authentication process is parted into three modules, explained below.
In the first module:

The user registration data retrieved by server and attached with public key followed by
cryptographic computation. Random value generation by user and cookie information and
expiration time and saved by on client-side.

In the second module:

When the client possesses the cookie value then the procedure is moved to its last stage, if not
server performs verification using end_time and user id.

In the third or final module:

Authentication is performed by matching the valid OTP and public key of the relevant user. If
the particular user satisfies all the required parameters, the user is then allowed to access

(Figure.3.7).
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Figure 3.7: Flowchart of the mechanism

3.4 Results and Discussion

The presented EAAP and SMO based authentication approach is compared with some of the
current methods and the performance is superior concerning the accuracy, precision,
sensitivity, specificity, recall and F-measure. The labels for all cases in the data are available

in the NSL-KDD test dataset, which is used for evaluation.
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Figure 3.8: Precision

Authentication

The x-axis of figure 3.8 denotes the number of data is displayed, i.e. 250,500,750 and 1000 and

the precision is shown in the y-axis. The proposed approach, when validated with the other

methods in terms of precision attains the best value of 0.857, 0.884, 0.866, and 0.847.

b) Recall:
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Figure 3.9: Recall

The x-axis of figure 3.9 denotes the sum of data which is 250,500,750 and 1000 and the

recall is represented in the y-axis. When compared with the prevailing methods, our proposed

method achieves an ideal value of 0.844, 0.842, 0.810, and 0.884.
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C) F measure:
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Figure 3.10: F-measure
In figure 3.10 the x-axis indicates the sum of data which is 250,500,750 and 1000 and the f-
measure is indicated in the y-axis. When validated with the other methods the suggested

method attains an ideal value of 0.850, 0.863, 0.837, and 0.865.

d) Sensitivity:
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Figure 3.11: Sensitivity
In figure 3.11 the x-axis indicates the sum of data which is 250,500,750 and 1000 and the
sensitivity is indicated in the y-axis. When compared with the existing methods the projected

method achieves an ideal value of 0.887, 0.875, 0.86, and 0.930.
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e) Specificity:
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Figure 3.12: Specificity
In figure 3.12 the x-axis indicates the sum of data which is 250,500,750 and 1000 and the
specificity is indicted in the y-axis. When compared with the existing methods the anticipated
method achieves an ideal value of 0.805, 0.853, 0.815, and 0.762.

f) Accuracy:
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Figure 3.13: Accuracy
In figure 3.13 the x-axis signifies the sum of data which is 250,500,750 and 1000 and the
accuracy is indicted in the y-axis. When compared with the existing methods the proposed

method attains an ideal value of 0.852, 0.866, 0.842, and 0.86.
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CHAPTER 1V

TRAFFIC HIJACKING PREVENTION THROUGH

PRIME NUMBER AND CHARACTER STUFFING

MECHANISM

4.1 Introduction

Cloud computing is a high-performance computational environment with great
availability of resources, convenient to end-user, providing services from the remotely
located server with large network access feature. It's easy to maintenance and on-demand
self-device model-based technology. Therefore, many international companies interested
to adopt cloud as a consumer and some are in competition to provide large storage
capacity as a provider to consumers. Cloud security also a feature of cloud computing,
however, most of the research is still going on to enhance security policies of data on the
cloud. Traffic hijacking is the most important problem found which act as a phobia in a
large organization as well as cloud users. Here we describe a data security policy to
handle hijacking problem of data with stuffing technique [108]. Input data is taken as a
character and perform a stuffing approach with RSA algorithm. Generally stuffing refers
to the mechanism where data is break/partitioned along with relative cryptographic
mechanism. In this chapter, stuffing approach is used with a modified RSA algorithm.
For both private and public domain, cloud computing is developing fashion with scalable

space accessibility feature. Now, for achieving the objectives of entire security
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necessities, cloud security becomes a challenging work. Due to more scope of this
research, these issues fascinate the attention of scientists. It prevents the significant and
private data of people and reduces the traffic hijacking and cyber fraud even cyber-crime.
A cryptographic scheme named RSA-CS with prime numbers has been discussed in this
chapter. In the viewpoints of the cloud environment, the RSA scheme is modified for
improved outcomes and the proposed scheme is compared with the existing stuffing
strategy and utilized for network security. The unauthenticated access and hijacking are
prevented by the proposed approach, also it offers superior cloud data security. Eclipse
IDE software is utilized for the implementation of the proposed mechanism. Compared to
the existing approaches, the modified RSA with character stuffing using prime numbers

achieved maximum performance demonstrated by the implementation outcomes.

4.2 Formulation of RSA Mechanism

Assumption 1: In this phase, we take any positive prime no is selected shown as Xi = Pnl1,
Pn2,....., Pnn that is Pn1 > Pn2 > Pn3 > Pn4 >......> Pnn, where all Pn denotes prime no.

the entity, Where value of Xi must be > 0 (mathematics fundamental theorem).

Assumption 2: n1 and n2 are two-factor value integers as a greatest common factor gcf
named df, where integer n1 and n2 proceed with coefficient along with de defined in the
linear combination. The coefficient can define as m1, t belongs to Z, where df satisfy
following Euclid method as:

df = mlintl + tint2. (4.1)

Assumption 3: let pnl is a prime number, for all positive integer value where prime no.

should also follow Fermat rule as pnl, x (pnl-1) =1 (mod pnl).
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Assumption 4: let pnl and pn2 are all relates to prime number and pnl # pn2, then
¢ (pnl pn2) = ¢ (pnl) ¢ (pn2) = (pnl —1)(pn2 —1) (4.2)

Assumption 5:1f the taken value of X not relates to prime no or is a co prime among n

values, then we follow Euler rule

x?(n) = (mod m) (4.3)

4.2.1 Mechanism for Key Generation

1. Calculate the product of random numbers pnl, pn2 and ¢ as:
y = (pn1-1)(pn2-1)  (as according to Assmp. 4) (4.4)
2. Input an integer E, 1<E<¢ where gcd (E, ¢)=1 (according to in Assmp. 2)
3. Evaluate encryption exponent E*df = 1(mod ¢) where 1<df< ¢.(according in
Assmp. 6)
4. The public key is (y, E) and the private key is (y, df) where
df, pn1& pn2 and ¢ are the secret values.
E = encryption exponent
df = decryption exponent

4.2.2 Encryption Algorithm

At sender side:

1. User find the public key (y, E)

2. Present text in positive integer in variable z
3. Encryption proceeds as fi = zE mod y

4. Send encrypted data to the receiver side
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4.2.3 Decryption Algorithm

At the server-side:

1. Plaintext evaluation with the private key (y, df)
2. as:z=fi"mody

3. The user received plaintext/original input data

4.3 Proposed (RSA-CS) Algorithm

1. Let four prime number are pnl, pn2, pn3 and pn4.
2. Aninteger Ec use as a encryption key;

1<Ec<(¢ (pnl-1)(pn2-1) (pn3-1) (pn4-1)); (4.5)

gcd(Ec, ¢ production of (pnl-1)(pn2-1) (pn3-1) and (pn4-1))=1, Where Ec and

¢(n) are co-prime.

3.Find df, Ec*df=1 mod ¢(production of (pn1-1)(pn2-1) (pn3-1) and (pn4-1));

0<df<(production of (pn1-1)(pn2-1) (pn3-1) and (pn4-1)).

4.We use the public key to send every data (D) or message as :

Cipher = DE® (mod n) ) (4.6)

5.Encrypted data message stored and used for stuffing named as (Cstuff), form as a
character and add stuffing Cstuff in Ciphertext.

for e.g. Cipher = Cipher + Cstuff 4.7)

(if more than one digit has in Cstuff than we add these digit and regenerate as one step

digit).
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6. Now, we retrieve Data (D) by removing Cstuff at receiver end as

Cypher = Cipher - Cstuff and original data transform

D = Cipher®’ (mod n)

4.4 WORKING EXAMPLE

(4.8)

(4.9)

Here we've to choose four prime numbers and retrieve public and private keys

Let prime numbers are
Pnl=3,pn2 =5, pn3 =17, pn4d =2

Calculate n = pnl*pn2*pn3*pn4;

Son=3*5*17*2 =510

¢(n) = (pn1-1)(pn2-1) (pn3-1) (pn4-1)

$(510) = (3-1)(5-1)(17-1)(2-1)

=2*4*16*1

=128

The range of E is 1<Ec<128

¢(n) should not be divide by E

Let Ec=3

Select Ec(mod ¢(n)) to calculate private key

as df = Public key (n =128, Ec = 3)
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Private key (n = 1995, df = 43)
Given Character Data D = 11;
Encryption:
Cipher = 11®mod 510
=311
Now we perform character stuffing as
Cstuff = 3+1+1=5
now cipher = 3115
Decryption:
Remove last stuffed we find original data as plain text/data.
Data (D) = 311*mod 510 = 11

The receive side gets the original data.

4.5 Existing RSA with Stuffing Vs Modified RSA with Character Stuffing (RSA-

CS)

Here we used character stuffing with RSA algorithm using n prime numbers to improve
cloud security and reduce account hijacking by the theft of information. This can be used

to resolve phishing, identity theft problem.
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Table 4.1: Comparison between existing RSA with stuffing and Modified RSA with

Character Stuffing (RSA-CS)

Sr. No.

Standard RSA

Improved RSA with stuffing

1 Access of data is fast Accessing is slow
The security level is low as
2 High-security level
compare to stuffed data
Less overhead during the | It proposed High overhead in data
3
transformation of data transmission
Along with account hijack which
leads traffic hijack problem in the
It can use for phishing and
cloud, we can use it to resolve
4 identity theft problem with
phishing as well as identity theft
limitation of resources
problem adding stuffing techniques
accurately
It needed more time to | Lesstime required for the execution of
5 execute security policy e.g. | security policy e.g. encryption and

encryption and decryption

decryption
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4.6 Results and Discussion

The above security policy to resolve account hijacking on the cloud which leads traffic
hijacking and identity theft problem over the network is done using Eclipse IDE
software.

Stepl: we implement standard RSA algorithm by using two prime numbers.

Step2: we use four prime numbers following above implementation for the generation
of public and private keys. We use encryption and decryption of input relevant
user information data.

Step3: we use character stuffing mechanism adding in standard RSA algorithm based

on process mentioned above.

Following are the implementation part of the proposed RSA-CS algorithm using stuffing
with randomly selected input and then we use encryption and decryption policies on input
data. Finally, we add stuffing technique to provide more security and improve the
complexity of data in perspective of a hacker or unauthorized user to resolve traffic

hijacking problem of any organization/user/group in a cloud environment.

Input n

2 Enter data to be encrypted

OK Cancel

Figure 4.1: Blank layout of the screen during execution
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# | Enter data to be encrypted
account

OK || Cancel

Figure 4.2: Data input on the screen

Figure 4.3: Confirmation of data input

Encrypted form of Data
210014 47156 174262 47156 61863 11024 122837 47158 107188
Time Elapsed (In Seconds): 0.001038098

Figure 4.4: Encrypted form of data input
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Decrypted form of Data
account
Time Elapsed (In Seconds): 0.001012138

oK

Figure 4.5: The decrypted form of data input

1500

1000

500 ,/_Time in

microsecond

2 4 6 8
Text in character

Figure 4.6: Taken time for decryption

1200
1000 ~
800 —

600 =" Timein
400

200 microsecond

2 4 6 8
Textin character

Figure 4.7: Time taken for encryption
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Table 4.2: Comparison of implementation time between existing and introduced

RSA-CS technique

Proposed
Input Pe rformfelnce performance
data time (in time (in
Microsecond) Microsecond)
) 2990 1126
4 3960 1545
6 5160 1986
8 5949 2113
8000
6000
Previous
4000 _ outcomes
2000 I I_ B Proposed
outcome
0 . T I T T [
1 2 3 4

Figure 4.8: Comparison of encryption/decryption time with existing [108] and proposed

mechanism.
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Evaluation of throughput is also done after the encryption and decryption process as

follows:
Throughput= Encrypt_ed te_xt si_ze in MB
Encryptiontimein second (4.10)
Table 4.3: Throughput of the modified algorithm
Encryption
Data size
Plaintext time Throughput
(MB)
(seconds)
2 0.0009530 0.0012 0.7941
4 0.0009450 0.002 0.4725
6 0.0009589 0.00232 0.4133
1
0.8 \
0.6 \
04
= Time in
0.2 Second
U T T 1

Figure 4.9: Throughput of proposed RSA-CS technique
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CHAPTER V

KP-ABE WITH BAN LOGIC TECHNIQUES FOR

ACCESS CONTROL

5.1 Introduction

The cloud is a developed concept in information technology (IT) which makes remote access
scalable and easier. This makes the number of users in the cloud to increase day by day and
also hackers due to its open nature. Cloud traffic is one among the present most research area
in cloud computing along with cost and adaptability. Cloud also owned by particular
organization unlike normal computing environment, therefore the concern for the security of
information from dangers is at peak.

Even though there are various problems concerned with the cloud there are some
techniques which help to lessen the burden on the cloud. This makes cloud to be accessed in
less cost, versatile scaling and solves other security issues. The number of a user is increasing
who tries to transfer their sensitive data to a remote location and make the framework
supportive for their application through cloud. This paves way for stockpiling status,
provisioning, web application and application readiness. Cloud also allows using remote
resources by using internet service and makes hackers login as users which is difficult to trace
out.

The distribution of cloud data across the globe gives quality, availability and low cost
but the security is the most critical thing to be resolved for customers of the cloud. The
information security is a major part to be governed and the cloud has increased security risk
that changes day by day. Prevailing cryptographic techniques, which are the ultimate goal of
information security insurance, are not legally accepted because they, unfortunately, limit the

information of customers under cloud computing. Due to the variety of client's information in
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the cloud, it is important to ensure the security of information stored in the cloud.

Along with these lines, information mystery and approval of cloud customers accept a
colossal activity and significantly affect ensuring security to cloud information stockpiling in
the business exchange planning. About by definition taking care of and planning information
in the cloud to convey with it noteworthy security and assurance stresses, a long way past those
that apply in any condition where sensitive information is taken care. That is, except for
because of a private cloud, asserted and worked by the information owner, use of the cloud
incorporates overlooking control that information to the affiliation giving the cloud
organization. Lately, numerous improvement calculations have been utilized to make sure
about cloud information transmission. Along these lines, attribute-based encryption is utilized.
Attribute-based encryption is utilized to fortify information and is likewise utilized for
scrambling the information [39].

Secure cloud data transmission means a transfer of confidential data or proprietary data
through a secure transmission channel. Cloud Service Provider (CSP) is a payment service that
provides a payment facility that saves important data to be stored on remote servers. Many
techniques have been used in the existing paper, but there are several problems. They are listed

below,

1) Most distributed computations have only one level of security. The security of computer

computation is therefore not reliable.

2) Traditional encryption plans have numerous adaptability issues and thus they could not

give total security to the information.

3) Automated data transfer requires additional security measures, as data is more likely to

be stolen during the transaction.
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4) When a computer receives a large amount of information, it must be checked for

reliable and accurate resale. However, cloud storage does not mean this is possible.

This motivates us to design a new technique to secure data transmission efficiently in
cloud computing through an encryption algorithm. Privacy and security are challenging issues
for cloud users and providers. This chapter aims at ensuring secured validation of user and
protects data during transmission in a public loT-cloud environment. EXisting security
measures, however, fail by their single level of security, adaptability for a large amount of data
and reliability. Therefore, to overcome these issues and to achieve a better solution for
vulnerable data, the suggested method utilizes a secure transmission in the cloud using key
policy attribute-based encryption (KP-ABE) [170]. Initially, user authentication is verified.
Then the user data is encrypted with the help of KP-ABE algorithm. Finally, data validation
and privacy preservation are done by Burrows-Abadi-Needham (BAN) logic [80]. The
proposed encryption is correct, secure and efficient to prevent unauthorized access and
prevention of data leakage. The access control is performed by KP-ABE, where the method
attains the maximum of 88.35% of validation accuracy with a less encryption time, which is
better when compared to the existing methods. The proposed mechanism is done by MATLAB.
The performance of the implemented method is calculated based on the time of encryption and
decryption, execution time and validation accuracy. Thus the proposed approach attains the
high loT-cloud data security and increases the speed for validation and transmission with high

accuracy and used for cyber data science processing.
5.2 Proposed Method

The implementation of cloud computing provides multiple paths to web service
delivery to meet diverse needs. However, data protection and privacy have become a major
problem limiting many cloud applications. One of the main security and privacy concerns is

due to the possibility for cloud operators to access sensitive data. The objective of the proposed
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mechanism is to provide a secure data transmission in a cloud-loT computing environment
using KP-ABE. Initially, user authentication is verified. After authentication, user data is stored
in the cloud. For secure storage, the recommended method uses an encryption mechanism for
confidential files, which prevents leaks or threats that leads to the loss of sensitive data. Here
the proposed method employs the key policy attribute-based encryption (KP-ABE) algorithm
for secure storage of the encrypted data in the cloud. Finally, to validate the privacy of input
data the recommended technique utilizes the BAN logic. The architecture of the overall system

is shown in Figure 5.1.

User
Request
’ Multi level Success Encryption
authentication using KP-
ABE
£ Response
—
r'y
* Success v
Ignore Encrypted
data
Stored in cloud
Secure v
Privacy
validation
— using BAN
logic
F Not Secure

Figure 5.1: Proposed system model

Four main phases represent the proposed approach i.e. user registration in the cloud,
multilevel authentication, secure data storage and access policy and privacy validation. All
these phases have been discussed one by one in this section.

5.2.1 User Registration in Cloud
A registration request to the cloud service provider (CSP) is sent by the client whenever

another client needs to enlist at the CSP. Subsequently, to get the request, the CSP makes a
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client profile and accumulates the client details.

5.2.2 Multilevel Authentication

When the registration stage is finished, the client can log in into the framework and
transfers the data to the cloud. The server can only be used if the user uploads the data. To start
with, the server checks the client information. At the point when the confirmation procedure is
finished, the server permits the client to get to the server. This kind of authentication keeps
unapproved individuals from getting to the server. To sign in to the server, one has to enter the
client's mail id and secret key. On the off chance, that the data gave by the client is right for the
particular username, the server will permit the client to get to the information in any case, and
the server will disregard the request. Now a data request can be sent by the client to the CSP.
Here the data owner or client scrambles the information before the transmission to cloud. For
secure storage, the suggested method utilizes the KP-ABE algorithm. The detailed process is
explained in the further section.
5.2.3 Secure Data Storage and Access Policy

To improve security, the recommended technique uses the KP-ABE algorithm for
encryption. Attribute-based encryption (ABE) algorithm gives a capable device to deal with
the issue of fine-grained and secure information sharing and decentralized access control. The
accompanying two techniques based on ABE have been proposed: key policy (KP-ABE) and
cypher policy (CP-ABE). KP-ABE plans are increasingly appropriate for organized
associations with rules about who may peruse specific records. So that the suggested method
uses the KP-ABE algorithm for secure storage. The step by step procedure of KP-ABE

encryption algorithm is described in the following section.
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5.2.3.1 Key-Policy Attribute-Based Encryption (KP-ABE)

KP-ABE algorithm empowers the senders of the interconnected 0T users to encrypt
messages based on a set of attributes/identity and release private keys with access functionality
that determines the cypher, the key holder will be authorized to decrypt. Thus, the IoT users
are validated and the data science security is ensured by the data transmission security using
KP-ABE.

The proposed KP-ABE algorithm has four fundamental steps, for example,
1. Setup
2. Key generation
3. Encryption

4. Decryption

Setup:

In this step, a security boundary B is taken as input and restores the master secret key MSK and
the public key PK. For encryption, the message sender uses PK. User secret keys are used by
MSK and are recognized uniquely to the authority.

Key Generation:

This step takes the information as an access structure AS and the master secret key MSK. A
secret key SK is a yield that allows the user to decrypt a message scrambled under a set of
attributes (V) if and only if equal to AS.

Encryption:

In this step, a set of attributes is taken as input, data or message D and the Public key PK. It
publishes ciphertext C.

Decryption:

Input cypher text C, Access structure (AS) and the user's secret key (SK), which was encrypted

as per the set of attributes. A message D is provided as output only if the user's access structure
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is satisfied by the attribute set. The input data is encrypted based on the above process. Once

the input data is encoded, the resulting output is delivered to the next phase.

5.2.4 Privacy Validation
The innovative approach employs the Burrows-Abadi-Needham (BAN) logic for

validation of the proposed privacy. BAN Logic depends on the validation of elements and how
their connections develop during the run of a protocol. Moreover, using this logic the message
trading schedules can be depicted with no uncertainty, clarifying clearly what suppositions are
required and what data ought to be considered for the authentication of the members.
The detailed explanation of BAN logic is illustrated in the further section,
5.2.4.1 Burrows-Abadi-Needham (BAN) logic

BAN logic is rules for analyzing and characterizing the data exchange algorithms. In
particular, this helps its users to determine whether the information exchanged is reliable,
protected from listening, or both. Three main stages are involved for analyzing any protocol
using BAN logic, they are:

1. Message appearance verification

2. Freshness verification

3. Reliability verification

To apply the BAN logic, the actions and messages of the participants are first transformed
into formulas. Some basic BAN logic rules:
Meaning of the message: It allows the sender's identity of an encrypted message to be derived

from the encryption key that is being used.

(A‘E BEHAB o {D}B>
R1=

- A |=B|~d (5.1)
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Where f is a shared key between B and A; so, if A receives any message encrypted with B, it
must have originated from B, and A must ignore its own messages.

Freshness-verification: This rule allows the derivation of beliefs from freshly uttered messages.

_ A|=#(d),A|=B|~d

R2 A |=B|=d

(5.2)

If A believes that B once said D, then, A believes that B once believed D. If D is fresh, then, B
should still hold this belief.

Jurisdiction rule: This rule allows belief based on jurisdiction to be derived. If A trusts B as an
authority on D, then, A should believe D if B does so.

_ A|=B"dA|=B|=d

R3 A|=d

(5.3)

Authentication using KP-ABE algorithm,
The original message of the authentication phase is representing as follow:

MSG 1: U1— CSP= Us, U, from CSP

MSG 2: CSP — Uz {NUy, # (PK, MSK), LS CSP} Bt from CSP

MSG 3: U; — CSPe= {NUy, SK, V, AS, 5 CSP } f from U,

MSG 4: CSP — Uy = {NUs # (M), V, 5> csP3p from CSP
MSK

MSG 5: U= {NUy, C, AS, V, — U1 } MSK from U

MSG 6: Uz — U= {D, 5 U1} sk from Us
Apply Rules
MSG 2: Uze= {NUy, # (PK, MSK), LS CSP} B! from CSP

R1 = U2|EE>CSP ,U2 ={NU2 # ( PK ,MSK ),Euz}s‘l

(5.4)

U2 |ECSP|~E>CSP

- —csp|- b
RZ:UZ|=#(NUl),U2|—BCSPI cse (5.5)

U2 |=CSP|=5CSP
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RAE CSP=>E>CSP,U2 |zcsp|zE>csp

MSG 3: CSPe {NUy, SK, V, AS, 5 CSP } g from Us

The result is:

MSG4: Uie{NU; # (M) V,5CSP 3B from CSP

R1

R3 =

The result is:

- (5.6)
U2|=>CSP
_ _ B
U2|= CSP| =— CSP (5.7)
B
U2| =- CSP (5.8)
PK B
CSP|=—U2 ,{NU1 ,SK,V,AS,%CSP}SK
R1 = - (5.9)
CSP |=U2|~—CSP
= vz~
R = CSP |=#(NU2),CSP |B_U2| CSP (5.10)
CSP |=U2|=—CSP
CSP |= v2="cspcsp |EU2|~E>CSP
R3 = ,B (5.11)
CSP|=5>CSP
B
CSP|=U2| =- CSP (5.12)
B
CSP| =- CSP (5.13)
U1|EE>CSP, Ule {NU1,#(D),VE>CSP}B—1
= B (5.14)
U1|=CSP|~—CSP
= =csp|~5
R2 = Ul |=#(NU1),U1 |_[c351>| cSP (5.15)
U1 |=CSP|= >CSP
Ul |= csp=Ecsp ,U1|=CSP|= Besp
. (5.16)
U1= >CSP
B
Ul|= CSP| = - CSP (5.17)
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U1 EECSP

MSK
MSG 5: U.e= {NUy, C, AS, V, — Uz } MSK from U,

MS
Uz2|= MK 1 U2|>{NU1 C—>U1}MSK

R1 =
U2 |= U1|~—>U1
U2 |=#(NU1),U2 U1~—>U1
R2 — [E#(NUD)U2 |= |
U2 |= U1|_—>U1
MS
R3 = U2 |= v1="%01 U2| U1|_—>U1

MS
U2|= —>U1

The result is:
U2l=U1| = —> U1l
MSK
U2 =— U1
MSK
MSG 6: Uz [ U= {D, — U1} sk from U

SK MSK
Ul|=—U2,Ul> {D,—)UI}SK

R1 = MSK
U1 |=U2|~—U1
Ul|=#(NU1),U1 U2 ~—>U1
R2 = [=#(NU1), | |
U1 |2u21=2501
U1l U2=>—>U2 Ul |=U2 ——>U1
R3 = = |=U2|

MSK
Ul|=—>U1

The result is:
Ul|=U1| =2

MSK
Ull=—U1

(5.18)

(5.19)

(5.20)

(5.21)

(5.22)

(5.23)

(5.24)

(5.25)

(5.26)

(5.27)

(5.28)

From the results, it shows our authentication protocol is safe. Considering the above process

the suggested method validates the privacy of KP-ABE algorithm. The exhibition of the

recommended technique is tested and the effectiveness of the suggested method is compared

with other methods in the below section.
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5.3 Results and Discussion

In this section, the experimental outcomes attained from the proposed procedure are
analyzed. Here, the implementation is done in MATLAB with a cloud simulator. The proposed
strategies are analyzed with various parameters, for example, Execution time, Encryption and
decryption time and validation accuracy. To build up a protected storage KP-ABE encryption
algorithm is utilized in the proposed technique. The experimental outcome and the performance
of the proposed strategy are given underneath in detail. At first, the client enlists their details

in the cloud server. The new registration of the client appears in figure 5.2.

4. Getting Details . X

lJsername-
gwerty | R

Lgy fized', 'Re:
L

Password pon', [0.
Fdsa

M
i

10
|

[T "
ot
Ia_ ¢

OK Cancel

TCT 7 ARUCH TIg; OCyYIeT 7 texory mmapze', 'inacti
] L

(I;

'*FontSize',12, 'String', 'Usexrname:

Figure 5.2: New registration details of the user
After completing the registration process, the user uploads the information to the cloud
for authentication. Once the user authentication is verified, next the user uploads the data to the
cloud. For secure storage, user data is encrypted before uploading the cloud with the help of
KP-ABE encryption algorithm.
5.3.1 Performance analysis
The performance of the proposed method in terms of encryption and decryption time,

execution time and validation accuracy are done. The main purpose of the proposed method is
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to securely transact data. For binding purposes, multi-level authentication is used. This
multilevel authentication is used to store data with a user password. The implemented method

is examined based on the figure below,

0.9

© © ©o o o o
w s, ;M ;N @™

Execcution Time(sec)

<
[N}

Number of VMs
Figure 5.3: Performance-based on the execution time
When analyzing the above statistic, it shows the performance analysis of the
implementation time by varying the number of virtual machines (VM). As the number of VMs
increases, the overall execution time of the proposed method increases. The overall execution
time of the proposed method is 0.434ms that is illustrated in Figure 5.3. The proposed methods

of encryption and decryption time are shown in Figure 5.4 and Figure 5.5.

Encryption Time(ms)
N w B wm (=2} ~ =]

0 5 10 15 20 25
File Size

Figure 5.4: Performance of the proposed method based on the encryption time
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Decryption Time(ms)
o

0 5 10 15 20 25
File Size

Figure 5.5: Performance of the proposed approach based on the decryption time

In the recommended method, to encrypt a 5kb file takes 0.368 milliseconds for
encryption and 0.473 milliseconds for encryption. When changing the file size to 10kb, 15kb,
20kb and 25kb, the encryption time and decryption time also vary. Here the method takes 20kb
file for encryption; it takes 4.321 milliseconds and 5.426 milliseconds for decrypting the same
file size. After encryption, the recommended method ensures privacy with the help of BAN

logic. The performance value of the proposed verification accuracy is shown in Figure 5.6.

0.9

085

08

0.75

0.7

Validation Accuracy

065

06

0 1}) 2‘0 3.0 4.0 SIO 6IO 70
Epoch
Figure 5.6: Performance of the proposed method based on the accuracy

As the number of epoch increases, privacy validation is also increasing. Here initially,

epoch start with zero then the suggested method varies the number of epoch as 10, 20, and 30
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up to 100 epochs. The proposed method of overall privacy validation is 88.35% of accuracy.
The effectiveness of the proposed method is analysed and the results are compared in the
further section.
5.3.2 Comparative analysis

With several existing strategies, the proposed technique is compared and the outcome
is plotted beneath. Figure 5.7 shows the encryption time of the proposed strategy compared
with the existing technique. In the existing method, the encryption is done by KP-ABE

algorithm and the encryption is done by key policy scheme. The results are plotted in below,

10

=]
T

I Proposed
7F [ Existing 1 | -
Existing 2

Encryption Time
w o

-
T

Techniques

Figure 5.7: Comparative analysis based on the encryption time
From the above figure, it is explicit that the presented method consumes minimum
encryption time compared to the existing methods. The overall encryption time of the proposed
is 8.78ms, but the existing method 1 and 2 have an overall encryption time is 8.93ms and

9.15ms. The proposed comparison of validation accuracy is shown in figure 5.8.
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Figure 5.8: Comparative analysis of the encryption time
From the figure, it shows the proposed validation accuracy reaches the maximum value
when compared to the exiting method 1 and 2. Here the suggested method achieves the
validation accuracy is 88.35% but the existing method achieves the minimum validation
accuracy value. This is because the proposed method uses BAN logic for verification so that

only the proposed method achieves the maximum accuracy value.
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CHAPTER VI

SECURE VIRTUAL MACHINE ALLOCATION USING

FTOPSIS-WOA BASED TASK SCHEDULING AND

ANT-BEE COLONY MECHANISM

6.1 Introduction

The components of Cloud computing are grid computing, distributed computing,
autonomic computing and utility computing. The users of cloud computing don't have a clear
idea where and in which part of the infrastructure the services are located. The services are
used by the users through the cloud set-up and pay for the services. On-demand access is
provided by the Cloud infrastructure for some shared resources and services. In literature lot
of heuristic and metaheuristic algorithms are available in cloud resource management, for load
balancing and task scheduling. An optimal solution can be attained using both types of
algorithms. To find an optimal solution and to solve a problem more quickly the Heuristic
algorithms are suggested. Still, to obtain the best solution they do not guarantee. Due to this
reason, they are considered as assumption oriented and inaccurate algorithms. A search space
is efficiently found in the Meta-heuristic algorithms to find the optimal solutions which are in
proximity. Furthermore, the meta-heuristic algorithms when compared with heuristic
algorithms have high time complication. Due to the reason, the iteration of the solution should
reach the stop criteria or the maximum number of iterations. However, the main purpose to
implement the metaheuristics algorithms is to augment the heuristic algorithms efficiency. The

users of the cloud service provider use the pay per use model for gaining cloud resources.

Ph.D. Thesis by Jitendra Kumar Samriya 80



CHAPTER VI
Secure Virtual Machine Allocation Using FTOPSIS-WOA Based Task Scheduling and ANT-BEE Colony
Mechanisms

In the cloud, at a present lot of applications that deliver effective resources to the end-user
are deployed. Therefore, to reduce the resource access a large volume of users can access the
same resource. To handle this problem certain load balancing and task scheduling algorithms
have been established in a friendly manner [171-172]. To lessen the makespan, execution time,
cost and transferring time the task scheduling is considered as a significant solution. For finding
the best (task, VM) pair the computation time rises rapidly only when there is a rise in the
number of VMs and the size of the task. A solution to scheduling is provided by some of the
traditional strategies, like Round-Robin (RR), First Come First Served (FCFS), Shortest Job
First (SJF), but the requirements of cloud computing may not satisfy with their performance.
Evolutionary computational algorithms are a good selection for such computationally hard
(NP-hard) problems because in a feasible time they can obtain ideal or near-optimal solutions.
As the major parameter, the makespan is considered that is being scheduled in the VMs. Some
of the few constraints such as resource utilization and cost are noted since both the consumers
and the cloud providers must be gained with their requirements.

Cloud provides several services by means of the Pay per use-based services and they are
software as a service, platform as a service, and infrastructure as a service. The delivered
services could be measured and monitored using the quality of service (QoS). Currently, the
cloud services are scheduled based on the resource availability without confirming the expected
performances. To meet the QoS requirements of each cloud components, the cloud provider’s
ecosystem should be developed. The efficiency of resources in the CC environments have been

enriched due to the Virtualization of resources and Containerization Platforms such as Dockers.

These strategies have been acknowledged by several heterogeneous service performances, such
as MapReduce outlines, databases, web servers and multi-purpose virtual machines (VMs) on

similar physical resources.
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The performance and energy efficiency in CC environments depends on hardware qualities. Due
to the suitable scheduling policies there is difference in the task completion time, this leads to
very less energy consumption. The CC systems should ensure a proper security level for every
task that are deployed on the system and the CC operators should be provided with tools to
enhance the security backgrounds appropriate to their use cases. The cloud has been exposed
to attacks from inside and outside due to its distributed nature, in this aspect the organizations

are worried about their safety of the resources.

In the QoS, one of the parameters to be considered is prioritizing the customer tasks as their
conditions are not confirmed by all the available VMs. Thus, the task of the customer comes
under these two types, (i) high QoS task and (ii) low QoS task. In the first category mapping
of the tasks is done, while in the second category all the tasks can be mapped to the VMs that
are available. Hence, more priority is found in a high QoS task. The load balancing algorithms
have been presented by many researchers for task distribution. Though, the QoS parameters
have not been considered in their algorithms. In this study FUZZY with TOPSIS (FTOPSIS)
is combined to solve the task scheduling problems. TOPSIS is mainly used to find the best
solutions for local optimum [143]. A Whale optimization algorithm (WOA\) is used to deal with
constrain in the load balancing which improves the whole cloud computing systems
performance because of the consumers and the cloud providers [151].

The cost for communication in cloud databases, can be minimized when effective
access techniques along with storage facilities are used for storing and data retrieval. In network
communication the main challenge is the security. In the literature studied related with cloud
security, scheduling, data storage and energy-related problems has been examined and the
solutions for them are proposed. Using an optimization principle a job can be complete in very

less expense, time and security when the user stipulates a deadline or budget description.
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Thus, the designed scheduling algorithm must map jobs on resources because of the constraints
and the optimization criteria identified by the user and the cloud service providers.
The user guarantees the performance when submitting a job which is treated with a type of
agreement known as SLA. The user achieves minimum time when more cost is expended. So,
for minimizing the time and cost an approach this chapter presents FABC algorithm which
enforces the security features and satisfies the QoS during the scheduling.
6.2 Scheduling and Load Balancing Strategies

The main task of the scheduler is to pick the suitable VM and based on the intended
algorithm tasks are allotted to the VM. Figure 6.1 depicts the block representation of scheduling

and load balancing strategies.

Resource
Information
User
Y
Resource .
Work Load > L > Scheduling
provisioning
A
v A\ 4
. . Resource .
QoS Information » | SLA Information > <—> | Load Balancing
manager

Figure 6.1: Block diagram for the strategy used for Scheduling and load balancing.
The scheduler allocates the time arrival jobs in proper VMs which are least utilized.
The load balancer chooses the task migration from the VM's which are heavily loaded to a least
loaded VM or an idle VM at run time when a least loaded VM or an idle VM is found.
Communication with the VMs resource probe is undertaken by the Resource monitor which
collects each VM's current load, the VM capabilities along with the overall jobs in the

waiting/execution queue. The user provides the task requirement which contains the dimension
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of tasks which is to be transfers and executed.

6.3 TOPSIS-FUZZY Based Task Scheduling Algorithm

In the real world, the multiple criteria decision-making (MCDM) complexions are
effectively handled using the TOPSIS technique. In this study, TOPSIS is extended to the fuzzy
environment to propose the fuzzy TOPSIS (FTOPSIS) algorithm to do scheduling effectively
based on the size of the task, request priority and optimal distance between the server and the
client nodes. The proposed algorithm on behalf of multiple criteria helps to achieve an optimal
solution without a rise in time consumption. There is a set of PM's in the system model to be

considered iePM =(PM,,PM,, P,,) in which each PM holds some
VMs =(VM;,VM,, VM). To each VM certain numbers of tasks are assigned to perform the

execution process. In a parallel and independent manner, every VM runs on its own resources.
The Scheduling algorithm of the FTOPSIS method is presented below:

Step 1: Develop an expert committee for evaluation.

Step 2: Find the criteria for evaluation.

Step 3: Pick up the suitable linguistic variables for evaluation.

Step 4: Find the weight of the alternative related to each condition.

~

P =(d.e.f )k=123 K, the Fuzzy rating is found  subsequently
P=(d,e f)k=123 K.Here a=min,(d,)e :%Z:ﬂek,: max, (f,)

Step 5: Create the Fuzzy matrix and normalise it.
For normalization, linear-scale transformation is applied and P is obtained.

IS:[rij

] =123, m; j=123, .n (6.1)
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d.” e’ f.
In which ={ ']Jc ,%,T'f]and Fj =max F;
J | '

Step 6: Create a normalized weighted Fuzzy matrix. Considering the weight of each criterion,
for computing the weighted decision matrix which is normalized and is denoted as Y.

Y= [ij ]mxn (6.2)
y; = ;w is the weighted vector of the evaluating criteria which is represented as 'w'

Step 7: Find the Fuzzy negative ideal solution (FNIS) and Fuzzy positive ideal solution (FPIS).

FRIS(P)=(V, .Y, .Yy, V. )& FRIS(PH=(V Y, .Y, V)  (63)
Where fj‘ =min, {yijk}&ﬂ* = m_ax{yijk}.
Step 8: Compute the alternative distance from FNIS and FPIS as

D; =ZDV(yij.yj) i=1,2,3,..m and D; =§Dy(yijy}“); i=1,2,3,....m (6.4)

The distance measurement between two Fuzzy numbers is represented as D, .
Step 9: The closeness coefficient (Ce,)is evaluated. For each alternative, the closeness
coefficient is found.

Co,=—21 (65)
D, +D,

Step 11: Based on the closeness coefficient rank the alternatives.
The ranking of the alternatives according to the closeness coefficient can be fixed.
6.4 Load Balancing Algorithm
One of the vital aspects of task scheduling problems is Load balancing. In this process,
the workload among multiple servers is dispersed in a way that the entire resources are used

efficiently to attain the optimal throughput and response time. A suitable load balancing
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algorithm can (1) enhance the VMs efficiency (2) avoid overload and (3) decrease the request
waiting time. For allocating the tasks optimally to the VMs and accomplishing load balancing
the whale optimization algorithm (WOA) is described. The WOA initiates with the set of
solutions. The current solution is considered as the optimal solution and on behalf of the current
solution, the process is executed.

Till attaining the best solution this process is continued.

Step 1: Initialization

The search agent's population is initialized in this phase. Let S, (j =12,...., k)be the initial

population and S ; be the optimal search agent.

Step 2: Prey encircling

The position of the prey is realized by the humpback whales and surrounding them
immediately. Later it confirms that best prey is the current solution and the position of the
search agents are updated according to the current best agent's position.

Which is signified subsequently

A= \T.s*(x) - S(x)\ (6.6)

The current iteration is represented as X, the position vector is represented as S and the best

solution position vector is represented as S*. The coefficient vector is denoted as T .
The current best search agent's position is represented in Eq. (6.6).

The Eq. (6.7) calculates the new position.

S(X+1) =S"(X)-N.A (6.7)
The coefficient vector is denoted as N .
Egs. (6.8) and (6.9) calculates N and T are calculated by the

N =2n.0-n (6.8)
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T=20 (6.9)
Where, the n value lessened from 2 to 0 and the random vector in [0, 1] is denoted aso.
The best search agents surrounding places are visited after modifying the value of N andT .
Step 3: Exploitation phase
There are two levels in this phase, (1) shrinking encircling process, (2) Spiral updating position.
The N value is set to [—1, 1] in shrinking encircling process. The agents' new position is
denoted by the initial position of the agent and the agent's current optimal position.
By the following equation the spiral can be updated in the spiral updating position.

S(X +1) = A'h*.cos(2at) +S*(X) (6.10)
Where, t is the value in [-1, 1] and s is the constant. Using Eqn (6.10) A’ is calculated,

A=

S*(X)—S(X)‘ (6.11)

Where, the position vector is represented as S and the best solutions position vector is

represented as S*

Then, the search agent's position can be updated amid by the spiral position or the encircling

process.
S(X +1) = S (X)—N.A;lfa_<0.5 (6.12)
A'h*.cos@2at) +S* ;ifa>0.5

Where, a is the random number in the range [-1, 1].
Step 4: Exploration phase
This phase updates the search agents position as below.

A=‘T. §—s‘ (6.13)

rand
S(X+1)= S —N.A (6.14)

rand
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The random position vector is denoted as S .

rand

Step 5: Termination

Beyond the search region if the search agents are found then set X = X + 1 and update S”. This
load balancing is based on the WOA. Initially the search agent's population is set. The optimal
agent is made ready, position is updated by other search agents. The search agent position is
updated by the Eqn 6.10. The search agent's positions are updated by Eq. (6.7) if the probability
value is less than 0.5. Until reaching the optimal solution this process is repeated.

6.5 Methodology for Security and Resource Optimization Using Fuzzy Ant Bee Colony

6.5.1 Problem Formulation

Guaranteed performance is expected from the cloud when a job is submitted by the user.
The requirements of the users are submitted as SLA. Once the job is submitted the SLA
agreement is contracted between the provider and the customer. Two types of users are satisfied
by the scheduling issues: cloud service provider and cloud consumer. The problem related to
varying size and complexity can be solved by executing the job of cloud users. Their job is
required to be accomplished with minimum response time, improved scalability, cost-efficient
optimal scheduling with high security. For the execution of the consumer job, a contribution is
made by the cloud provider in providing resources. The main requirement is to enlarge the return
on investment, load balancing and resource usage. A new algorithm has to be proposed to find
an optimal solution which provides an apt tradeoff. Since a solution cannot be attained in a
polynomial time. The number of users at the same time in a cloud computing environment needs
resources, scheduling method should provide resources in less time to avoid delay. Algorithms
of dynamic data heuristic features are used to fulfil the cloud environments nature. Real-time

problems are solved using swam intelligence and nature-inspired algorithms moreover an
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optimal solution in a polynomial-time interval is attained. These type of algorithms are ant
colony optimization (ACQO), particle swarm optimization (PSO), artificial bee colony (ABC),

genetic algorithm and cuckoo search algorithm [171-176].
6.5.2 Hybrid Fuzzy-ABC (Ant Bee Colony) for Cloud Scheduling and Security

A hybrid Fuzzy-ABC is proposed in this work for VM scheduling and security that promises
an active cloud service. The fuzzy module proposed estimates the historical data to compute
the pheromone value and choose a proper server while maintaining the best computing time.
The proposed algorithm is applied to describe high-performance applications based on

effective cloud architecture.

Input task
FUZZY-ABC
Fuzzy Secure
Controller ABC

1 | ABC Algorithm <

Scheduled Task

Figure 6.2: proposed Block diagram
Moreover, an important need is to ensure QoS during job scheduling to the user. In the
boundary of the third party, the scheduling process takes place therefore ensuring its security
is an essential criterion. The intension of the proposed work is to offer QoS without violating
SLA. The block wise representation of the proposed method is illustrated in Figure 6.2.

These objectives are achieved using the proposed algorithm. The Experimental outcomes
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confirm that the objectives of secure job scheduling with assured QoS are achieved by the
proposed system.
6.5.3 Fuzzy ABC scheduling and Resource allocation

In the cloud system, the improved ABC algorithm is used to solve the scheduling problem.
The data and the pheromone formulation should be identified before implementing the ABC
algorithm. The pheromone in our case permits the evaluation of a selected server's
adaptableness to obtain a VM based on its cost, heuristic details and technical capacity. After
each positive assignment of a VM to a server, the heuristic part is updated. The proposed
algorithm minimizes the computational time by switching the pheromone value estimation by
the fuzzy evaluation. The fuzzy controller takes charge of the pheromone calculation and
receives as inputs the values of storage, memory, bandwidth and CPU. In this methodology,
the pheromone value is displayed as output that can be eminent and using the evaporation ratio
they are updated. This process is reiterated by the algorithm until the end and the optimal
solution is attained. Two significant steps are available in the proposed algorithm. In the first
step, the local solution that matches to an optimal allocation of the VM is identified. The
pheromones matrix is updated in the second step which corresponds to updating the servers
which are accessible and the unavailable servers are avoided. The pheromones matrix and the
probability values are updated by the bees after each iteration. Randomly the bees are
distributed at the beginning of the algorithm. The probabilistic function is applied by the bees
after each step to select the next location. The probability for a bee located in the nodes' required

to be moved to node 'd' is prepared based on the equation below:

ok (1 By - IT(AB) ITn(A B (A B)Y (6.15)
Y Ie(A B In(A B [(ABY

The pheromone value calculated using the fuzzy module is represented as t(A,B),
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u(A,B)=1totalCloudlets, n(A,B)=Ltotal cost, pheromones influence factor is denoted as «, the
influence factor of cost is denoted as 3, and the queue of user request influence factor is denoted
asy.
Algorithm 1
Input: VM, Hosts, Cloudlet lists, datacenters and Set of Pheromone values.
Output: Optimum Task Resources
Step 1: Prepare the pheromone table, number of VM with its cost, time and security features.
Step 2: Assign the execution time for a task after confirming if it is a parallel task or deprived
of a parent task.
Step 3: Prepare the VM parameter to contain the hive table.
Step 4: Calculate the task length and the load based on the number of tasks allocated to the
VM.
Step 5: Assign the task which has the parent task and calculate the tasks end time and the
processing time.
Step 6: Else follow the same calculations and assign it to the optimal VM.
Step 7: Perform the security mechanism when the security level value is low.
Step 8: In the end generate the Job Schedule.
6.5.4 Secured ABC for cloud

The main challenge in a CC environment is security. Security services are applied
necessarily to safeguard the application of users which are existing in a cloud domain to
overcome the problem of phishing and eavesdropping. The tasks at the execution time are
covered with the threat in the cloud domain. Three vital attacks in the cloud are snooping,
spoofing and alteration. Some of the security measures are provided to deal with these attacks

I. e. integrity, confidentiality and authenticate measures. The security requirement of the cloud
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1

users are specified with three tuples sd, ={sd’,sd’, sd’} of their task and the security services

are applied based on that.

For the taskt, , the offered security services are represented by the setsl, ={sl",sI?,sl’}. The

level of I* security solution provided to the task t, is represented bysl . Each algorithms

security level is assigned with a range varying from 0.08 to 1. Level 1 Security is treated as
potent. Overheads to the existing system are initiated by the security solutions, which are based
on the service level and size of data. Eqn. 6.16 is used for calculating the security overhead of

confidentiality and integrity.

ot)=_ > SO"(t) |y e {auth, inter, conf} (6.16)

Ive{auth,inter,conf }

The security requirement level is denoted as where sd and the protected data d of task t; .
The entire security overhead can be computed as

sot)= > so'() (6.17)

Ive{auth,inter conf }

The required security level is selected by the cloud user for execution.
To compute the risk rate the workflow should be analyzed. The risk rate analysis is done by
the Poisson probability distribution.
An exponential distribution is used to find the tasks risk probability with Ist security service.
RR(t;,sl') =1—e(—(sd",sl")) (6.18)

Negative exponent denotes the failure probability and the difference of increase are represented
as(sd,”,sl"). In the workflow, the set of tasks is denoted as T". The entire workflows risk
probability is found below

RR(T)=1-TI, - 1-RR(t)) (6.19)

In the CC environment the security level of the user application is ensured. T is set of task T =
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{tl, t2,...,tm} of user Job. For each task a set of leased VM is represented as V = {v1, v2,

v3...vn}, where vi is of three tuples vi = {vm?(t,), Ist ( VM), Let (t;VM?)}. The VM type
used for the task t,is denoted as v (t;) having leased end time (VM) and leased staring

time lst(t;VM/"). A security level is needed by every task. SL = {sli, where i=1.2....n} is chosen.

The total execution cost and time are computed below

EXCE(t) = max{ET (t,),t, e T} (6.20)
EXC(6) = Y C I, (tVM2) -1, (6,VM.)] (6.21)

Thus the proposed work performs scheduling with very less time and costs.
6.6 Results and Evaluations

In this section, the CloudSim framework is used to evaluate the performance of the
proposed algorithm. Also the performance evaluation of the proposed Fuzzy -ABC algorithm
is conducted. The tasks are submitted by the Cloud user which can be a dependent workflow
schedule or an independent task. The intension of the simulation is to provide QoS and security-
aware job scheduling. The performance evaluation is done based on certain parameters e.g.
makespan, execution time, waiting for time, cost and degree of imbalance. For comparison,
some of the well-known algorithms are used. Small, medium and large are the types of task
distributions used i.e. 200, 400, 600, 800, and 1000. Table 6.1 presents the parameters for the
experiment setup.

Table 6.1: Simulation metrics

No of tasks 1000
No of VMs 100
MIPS 1000-2000ms
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Bandwidth 500-1200kbps

Number of PMs 1-5

Cost per VM 1$

In Figure 6.3, variation in makespan is displayed. And when compared with the existing

algorithms the proposed algorithm is found better in makespan.
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Figure 6.3: Makespan

The overall performance is affected due to the Computational cost. The experimental
probe of the involved operational cost is presented in Figure 6.4 and when compared with the
other algorithms our proposed has very less computational cost. All suitable providers who
strive to win submit the bids, resources at a less possible or the best price are offered by the
providers. The customers provide the resources at the right market price are somewhat high.
Thus, to reduce the procurement cost the reverse auction is induced. The results exposed that
when the sum of tasks are set to be 200 the proposed attains minimum cost than the existing
algorithms. When the no. of tasks are increased a slight improvement is seen in cost

minimization. The proposed approach shows an average enhancement when no of tasks reaches
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to 1000.
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Figure 6.4: Operational cost
The resource utilization of the method implemented is presented in Figure 6.5. The

algorithm proposed offers better developments in resource utilization than the existing
methods.
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Figure 6.5: Resource utilization
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Figure 6.6: Average Response Time
The average response time of the proposed approach is shown in Figure 6.6. It is
specified that when the no of a task is increased there is much enhancement in reducing the
response times. There is a substantial improvement when compared with the existing

algorithms.
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Figure 6.7: Degree of Imbalance
The degrees of imbalance is analysed in Figure 6.7. In cloud resources when the user
tasks are scheduled there is a chance for the VM to get overloaded. A load of VMs can be

evaluated using the degree of imbalance metric. The graph in the above figure confirms that
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the proposed algorithm yields a nominal degree imbalance when validated with other
approaches. The proposed approach provides very less degree of imbalance when the number
of tasks are increased due to this there is a uniform distribution of the tasks which doesn't affect

the performance of the resource.
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Figure 6.8: Scheduling efficiency
In figure 6.8 it’s clear that there is a progress in the effectiveness of the proposed
compared with the existing algorithms. Superior cost optimization is achieved by the proposed
method, this is considered as an advantage for the consumer who utilizes the cloud services.
Figure 6.9 displays the execution time comparison of the proposed approach with other

algorithms.
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Figure 6.9: Comparison of execution time
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Compared to other metaheuristic algorithms the proposed algorithm has a minimum
execution time. The search time is reduced since the task allocation is conducted through the
information of the hive table. Optimal VM is gained by the task. This the main reason for the
variation in the execution time. Figure 6.10 displays the comparison of cost made with the

existing algorithms.
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Figure 6.10: Comparison of cost
The requirement of the user is considered during the task allocation and the task is

allocated to the optimal VM and due to the proposed algorithm, there is an amendment in cost.
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Figure 6.11: Number of task migration
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The number of task migration is displayed in Figure 6.11. The proposed algorithm
examines each VM load before allocating the task to a certain VM. Due to this allocation, a
balanced state is offered in every VMs in the data center this certainly minimizes the task

migration. Figure 6.12 displays the cost for execution in several risk rate conditions.
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Figure 6.12: Cost execution in several risk rate constraints

There is an increase in the risk rate from 0.1 to 1 with a rise of 0.1. When there is a
higher risk rate the security services should be an advanced one. The data is safeguarded by
the security services and prevent them from modifying and accessing unlawfully. When
compared with the proposed algorithm the execution cost of other approaches are excessive. In
contrast, if a user utilizes improved security services the processing time will be elongated.
Moreover, this will affect the cost and makespan. Hence in the Job execution, a proper tradeoff
should be followed by the users between cost and security. The experimental outcome exposed
that the proposed algorithm outperforms the existing algorithm and assures QoS and security

to the cloud users without violating the SLA.
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CHAPTER VII

MINIMUM ENERGY UTILIZATION THROUGH

SPIDER MONKEY OPTIMIZATION TECHNIQUE

7.1 Introduction

Globally, Cloud computing is a trending technology, where its providers concentrate on
the internet storage, 'pay-as-you-go' and elastic provisioning model to support the requests of
customers. This technology concentrated on providing massive data centers as well as reducing
greenhouse emissions by lowering the maintenance cost of IT infrastructure. This definition
highlights the fact where modern IT sector needs opportunities to expand resources
progressively and increase capacity, thus reducing the need for time and resources to buy
additional Infrastructure. In cloud computing, the key feature is multi-level capabilities that
allow a vast pool of clients to share resources and costs. Also, alternative techniques for
resource allocation are desirable because they have advanced architectural features. In this
context, it is essential to determine the best scheduling procedure for each data management.
Resource management contributed to provision, distribution, and schedules in cloud
computing. The main contributors to the conjunction of cloud computing are its scientific
workflows. Significant monetary costs may also lead to possible drawbacks, for example,
inabilities to satisfy workflow demands based on time or pick the incorrect resource for a job.
The availability of the appropriate storage and calculation tools results in a decisive cost
reduction, with no significant effect on the efficiency of applications.

Now a days, the resource allocation approaches are based on a decision tree model,
dynamic sliding window, support vector machine and so on. In the resource allocation process
uses the networks computing resources to enable the execution of the complex tasks which

needs a significant computation. Many factors are considered for resource allocation i.e.
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Makespan, load balancing and energy consumption [63-64]. In the cloud, the main thing to
consider is picking the resource nodes which are favorable to execute a task and based on the
properties of the task they have to be selected properly. Especially, the allocation of cloud
resources is done to satisfy the user-specified (QoS) requirements via service level agreements
(SLASs) and also to minimize the energy depletion [68].

When compared to a traditional cloud computing infrastructure the blockchain cloud is
thin. In the year 2008, the Blockchain was developed mainly for the Bitcoin cryptocurrency to
facilitate a payment system. This system allows distrusted personals to form a stable,
transparent and constant record of exchange and managing deprived of any central authority
[156]. There are certain layers in the blockchain system such as a network layer, data layer,
incentive layer, consensus layer, application layer and contract layer. The data blocks are
constructed by the data layer. Distributed peer-to-peer networks are present in the network
layer for communication and data verification among the nodes. The incentive approach is
developed by the incentive layer. Scripts or algorithms are used by the contract layer to
formulate smart contracts. Based on several application scenarios of blockchain technology the
application layer is constructed. Relevant studies have been carried out on the combination of
blockchain technology with cloud computing, edge computing and fog computing. Includes
studies combining with the access control technology, Internet of Things (loT), and other
relevant fields.

As a consequence, cloud resource management is the focus of extensive and up-to-date
attention. Several algorithms for cloud computing techniques are implemented for resource
allocation. The algorithm for the resource optimization technique was proposed in this study is
a spider monkey algorithm. The development of new techniques for optimizing Internet
infrastructure at all rates is essential to tackle rising energy usage, increasing operating costs,

and carbon emissions. This research, therefore, involves the GCSM approach for optimizing
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energy along with the SMO technique. This chapter offers a blockchain-based resource
management framework and an optimized resource allocation strategy using SMO algorithm
based on energy consumption and makespan optimization models in the cloud domain. The
SMO is a novel evolutionary algorithm based on the spider monkeys foraging behavior. It is
a perfect approach for the optimization of benchmark functions and antenna design
complications. The use of SMO in this study successfully optimizes resource allocation when
evaluated with the prevailing resource allocation algorithms. In addition to this, the energy
depletion of the resources is minimized by applying a Brownout based Energy model. The
simulation outcomes expose that the proposed approach has the enormous ability as it bids high
ability for the enhancement of energy efficiency and substantial cost savings which can satisfy
the customers SLA requests.
7.2 Proposed Research Approach for Attaining an Optimized Resource Allocation
Though numerous advantages are offered by the cloud in technical, operational and
economical viewpoint. There is an improvement needed for efficiently allocating the resource
for data centers. In this study, the proposed approach highlights the vital complications
encountered by the providers of cloud infrastructure. The resource management is mainly done
using a blockchain-based framework. The main intention to adopt this framework is to save
the expense on energy by the scheduler which is continuing in the existing models. For effective
resource management, some of the factors taken for consideration are Service Level Agreement
dynamic resource demand pattern and resource utilization. The main objective is to effectively
allocate the resources to minimize makespan to achieve an energy-efficient schedule. In many
decision-making problems and real-world design involves real-time optimization of multiple
objectives. In our work, we designed an optimization model for a resource allocation that will

fully incorporate the two factors of energy-efficient and makespan optimization. The SMO is
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used to optimize resource allocation based on makespan optimization and a Brown out based
energy model is adopted to reduce the reduce energy and carbon footprint.

The proposed algorithm in this investigation is SMO which is recognized as metaheuristic
methods based on the social behaviour of spider monkey which implements the swarm
intelligence method for foraging based on fission and fusion. Swarm is the living place of the
spider monkeys and they comprise of 40-50 members. In a region, the leader decides to divide
the strategy for food searching. Female leads create mutable small clusters and are the leads of
the swarm. The cluster size is depending on the availability of food sources as well as the
region.

The essential criteria of the SMO algorithm are swarm intelligence (SI), and it should
comprise labour division and self-organization. The foraging works are divided by the Spider
monkeys Labour division by creating smaller groups. To meet food availability principle of
Self-organization is followed. The Swarm intelligence concept is described in figure 7.1. Thus,

an SMO-based algorithm divides into a normal, swarm intelligence-based algorithm

Intelligent Decision

Figure 7.1: Swarm intelligence concept
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7.2.1 Spider Monkey Optimization Process

The observations and intentions of spider monkeys are identified by the positions and
posture at long distances. By particular sounds such as chattering or whooping, they interact
with each other. Every monkey has its unique noticeable sound by which that monkey is

identified by other group members. Figure 7.2 depicts the spider monkeys foraging behaviour.
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Figure 7.2: Foraging behaviour of spider monkeys

This algorithm is recognized as a metaheuristic method, and the concept of this
algorithm is the social behaviour of spider monkey which implements the swarm intelligence
method for foraging based on fission and fusion. Swarm is the living place of the spider
monkeys and they comprise of 40 -50 members. In a region, the leader decides to divide the

strategy for food searching. Female leads create mutable small clusters and are the leads of the
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swarm. The cluster size is depending on the availability of food sources as well as the region.
The essential criteria of the SMO algorithm are swarm intelligence (SI), and it should comprise
labour division and self-organization. The foraging works are divided by the Spider monkeys
Labour division by creating smaller groups. To meet food availability principle of Self-
organization is followed. Thus, an SMO-based algorithm divides into a normal, swarm

intelligence-based algorithm.

7.2.2 Implementation of SMO Algorithm

Implementation of this algorithm is done using six-stage such as local leader stage, local
leader learning stage, local leader decision stage and global leader stage, global leader, learning
stage and global leader decision stage. The workflow of the SMO is shown in figure 7.3. The

procedure is described below:
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Initialize population

Evaluation of distance from food source

A

Selection of local and global leaders

A

Start foraging based on local and global
leaders

A 4

A

Evaluate the distance from the food source

v

Selection and Local leaders learning

Local Leader

Re-initialize all local candidates Limit crossed?

A 4

Global leader learning

Yes

Global leader~_ . No
limit?

Termination
condition fulfilled

No

Divide the population into subgroups

Figure 7.3: The Proposed workflow of the SMO algorithm

7.2.2.1 Population Initialization

The population of SMO is uniformly distributed the spider monkeys denoted as SMp
n which p =1, 2... P and in the population the pth monkey is signified as SMp. As M-

dimensional vectors the Monkeys are identified where M determines the sum of problem
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domain variables. Each spider monkey is related to an optimal solution for the provided

problem. The following equation is used by SMO to initialize every SMp:
SMpg=SMming+UR(0, 1) x (SMmaxq — Smming) (7.2)

Where,

SMpq denotes gth dimension of the pth Spider Monkey.

SMminq denotes the lower bound of SM in q th direction

SMmaxq denotes the the qgth direction upper bounds of SM p (where g =1, 2... M)

Random number is denoted by UR (0, 1) which is distributed over the range of [0, 1].

7.2.2.2 Local Leader Stage (LLS)

The next step is LLP. It uses the past events of both local leaders and local group
members to modify SM's current location. The position of the SM is only upgraded to the new
spot whenever the current locations fitness value is preferable to the former one. The Local
group expression for the pth SM is shown below in Eqn 7.2:

SMnewpg=SMpqg+ UR(0, 1) x(LLIg— SMpq) +UR(—1, 1) x (SMrq — SMpQ) (7.2)
Where, the qgth length of the Ith local group leader location is denoted as LLIg. The gth length
of the arbitrarily chosen Ith SM of the Ith local group is denoted as SMrq, which meets the

condition that r#p.

7.2.2.3 Global Leader Stage (GLYS)

The third step of the implementation is GLS. In this step the experience of global
leaders and the new location of SM is upgraded using the local group members.SM location of
the equation is given below.

SMnewpg=SMpg+UR(0, 1) x (GLIg— SMpq)+UR(—1, 1) x (SMrq — SMpq) (7.3)

The location of global leader in gth dimension is denoted as Where GLq and the g values are
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assigned as 1, 2, 3, the arbitrarily designated index is termed as M. Fitness value of SM is
utilized to determine prbp (probability) and the location also updated in such a way. The
members at the proper position have access to more chances to develop itself. Estimation of
the probability equation is:

fnp

2,

The fitness value of the pthSM is denoted as fnp. Then the new locations fitness value is

prb, = (7.4)

assessed and compared with the previous location. Finally, the preeminent fitness value is

chosen for further processing.

7.2.2.4 Global Leader Learning Stage

The global leader position is updated by adopting the greedy selection method. The
position of the SM with the maximum fitness value in the community is updated to the leading
global location. The global leader provides the best position. If there are no additional updates,

GlobalLimitCount tends to add an increment of 1.

7.2.2.5 Local Leader Learning Stage

The greedy search approach all through the local group is used to upgrade the local
leader position. The location of a local leader in a particular local group is updated by SM and
the best fitness. The local leader has an optimal location. If no additional updates are found,

then the Count of Local Limit increased by 1.

7.2.2.6 Local Leader Decision Stage

Within the limit of a local leader, if the local leader is not updated then the candidates

of the local group, as per the step lor by using the previous data from the local leader and the
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global leader modify their locations, due to the pr through the following Eqgn (7.5).

SMnewpq=SMpq+UR(O0, 1) x (GLIq— SMpq) + UR(0, 1) x(SMrq —LLpq)(7.5)

7.2.3 Brownout Based Energy Model

In data processing and migration, the real concern is the energy which is measured by
the power utilized by each VM. The cloud domains energy is mainly relied on the power
expended from several resources of the VM. This Brownout mechanism is adopted by the
proposed model to reduce energy and carbon footprint. The resource usage is controlled by this

approach by actively controlling the applications optional applied to microservices.

7.3 Blockchain Platforms

In a permission less blockchain, Ethereum is one of its kinds which works on PoW
(Ethash) consensus appliance and uses ether currency. Whereas when it comes to permissioned
Blockchain technology the Hyperledger is one of its type which works on PBFT (excluding
Corda) appliance and doesn't use any currency. This particular type runs on validating and non-
validating peers. Another specific distributed ledger platform is the R3 which works on exact
knowledge of consensus i.e. notary nodes. The ether currency is used by the Ethereum to gift
the nodes that aids to pay transaction fees and extent consensus, therefore monetary
transactions based decentralized applications could be built for Ethereum. For the consensus
mechanism, the R3 Corda and Hyperledger don't need cryptocurrency as they do not ensure
the mining procedure. Still, using chain code in the Hyperledger using the inherent currency is
feasible. For any sorts of application, the Ethereum prevails to be a generic platform. The
permissionless mode and flexibility nature of it descends at the price of privacy, scalability and
performance. The Hyperledger address these issues by the applications permission mode.

Corda can be adopted in abundant applications and is sectional in structure. Primarily the Corda
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emphases on transaction of financial services.
7.3.1 Categories of Blockchain

This section briefly presents the blockchain types. In blockchain there are two types of
ledger:

(A) Private or Centralized ledger or (B) Public or Decentralized ledger. The blockchain is of
two types based on permission they are (C) Permissioned and (D) Permission less.
A. Public or Decentralized:

This particular ledger is based on consensus algorithms which are not permission (pp)
and source. Any person can write, read and send information. The block or the transaction is
created by the buyer, later with the help of cryptographic hashing the transaction is distributed
or validated. The miners are rewarded and the transaction is committed to blockchain in the
distributed databases. Then the transaction is received by the seller via trustless peering. Some
of the consensus mechanisms such as Proof of Stake, Proof of Work are used by the ledgers to
secure them. Examples: Ethereum, Monero, Bitcoin, Dogecoin, Litecoin, Dash etc.

B. Private or Centralized:

In this particular ledger, the permission to write is consolidated to one establishment
while the permission to read is restricted or available publicly. The benefits of the blockchain
technology are grabbed by them where the transactions are verified by the end-users internally.
The redundancy is minimised which leads to cost-effective transactions. In this system, the
participant's known identities and are preapproved. In the present situation, these types of
ledgers are comparatively outdated.

C. Permissioned:

One of the ideal examples of this particular blockchain is the Bitcoin. In this network,

every node subsidizes in consensus method. This blockchain might be private-permissioned or

public-permissioned. This particular approach works on the Proof of Work protocol in which
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any person with assured predefined norms can validate the transactions and download the
protocol but in permission private, the transactions are validated by the member of the
consortium with the PBFT or multi-signature.
D. Permissionless:

This particular blockchain has apparent and public proprietorship and works on proof
of work; anyone can validate transactions and access the protocol.
7.3.2 Resource Management Using Blockchain

This section discusses in brief about handling the VMs and requests using blockchain
in cloud DCs.
Preliminary:

All member of a blockchain network has the blockchain which is a linked data structure.
To handle the consensus issues of the Bitcoin network it was presented. The structure of the

blockchain is illustrated in Figure 7.4.
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Figure 7.4: Structure of blockchain
As a single list, the blockchain is organized in which apart from the first block (genesis
block) the remaining blocks comprises the previous block's hash. Initially, the former block is
generated before the latter block and the records of blockchain actions are carried by every

block, i.e., assets transferring. Figure 7.5 presents a detailed description of the generation
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mechanism of the blockchain. The description of figure 7.5 states that:

1. A transaction is signed by the user using the private key while interrelating with NodeO.
Thus, using the user's public key the transaction possibly could be traced moreover the security
and data integrity is reinforced by the digital signature. Then, to the one-hop neighbour of

NodeO (i.e., Nodel and Node2) the transaction is made.

Block n Block n+1 Block n+2

Figure 7.5: The blockchain network
2. The broadcast transaction is verified by the neighbouring nodes (i.e., Nodel and Node2)
follows the transaction protocol and to prevent the falling of the transaction they are
broadcasted to neighbours (Node3 and Node4). When designing the blockchain the
determination of the transaction protocol is also done. The transaction protocol in the
blockchain network prevents chaos. The entire blockchain network is spread by this transaction
by repeating the above-mentioned procedures.
The network generated transactions by all participants at the time of a fixed time interval using
the mining node are packaged into one block, then
1. The block to blockchain network are broadcasted by the miner (i.e., Node3). The block is
also broadcast peer to peer like the transaction. As a result, the block is received by the Node2.
2. The Node2 which is the receiver validates
a. whether the transaction protocol is obeyed by all the transactions of the block; and
b. in the blockchain a correct hash is present in the block of the previous block.
Once the verification is passed the receiver combines it to the blockchain and extracts the block

having transactions to update the transactions of the receiver, which is known as the "vision of
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the world.” Or else, the block is rejected. In the blockchain network, the consensus mechanism
leverages the miner's choice.

To offer blockchains next block in Bitcoin, the random value of the nodes first found should
be entitled. Mining is also called as the finding process, which is a sort of consensus
mechanism. The entire participant of the blockchain network possesses a blockchain and the
consensus process is very important. The public network blockchain which can be used by
anyone commonly uses proof of stake (PoS) or proof of work (PoW) as its consensus process.
Some of the prevailing consensuses approach for the network is Tangaroa and practical

Byzantine fault tolerance which are accessible to white list members only (a private network).

7.4 Results and Discussion
In this chapter, two groups of simulations are carried out using CloudSim simulator. In

the first part, the performance of SMO is attained by measuring the response time, makespan,
and resource utility. The second part validates the efficiency of the approach proposed. The
analysed factors are Execution time, Acceptance ratio, Resource Exploitation and Power
Management.
7.4.1 Performance evaluation for Stage 1

Tables 7.1, 7.2, 7.3 and 7.4 demonstrate the simulation parameters used to evaluate the
proposed SMO and compared the performance of the SMO with ABC-clustered, ABC, Firefly-
CSA, and WOA algorithms. The scheduling process increases the locality rate by significantly
reducing the processing period for tasks mapped by reducing network traffic, as it reduces tasks
mapped to remote fetching. The efficiency of the SMO system is measured with dimensions

such as response time which cover a varying number of tasks.
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Table 7.1: Results for number of tasks=100

Response time Resource Energy
Algorithm Makespan (s)
(s) Utility(%) Consumption(Joule)
ABC-
321 56 68 40
Clustered
ABC 313 56 69 30
Firefly-
307 55 72 22
CSA
WOA 296 53 73 14
SMO 287 51 76 10

The response time of the proposed approach is validated using a varying number of tasks

during processing. The estimated mean response time of the proposed approach under a

contrasting number of tasks is depicted in Figure 7.6. Compared with other techniques, our

proposed approach provides better results. The proposed algorithm responds within 287

seconds, which is 10.5 % greater than the other methods.
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Figure 7.6: The comparison analysis of response time vs the number of tasks
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Table 7.2: Results for number of tasks=200

Energy
Resource
Algorithm Response time (s) | Makespan (s) Consumption(Joule
Utility(%)
)
ABC-
342 71 68 49
Clustered
ABC 332 69 71 38
Firefly-CSA 320 67 73 30
WOA 315 66 74 25
SMO 301 65 77 18

Figure 7.7 illustrates the comparison of makespan response with other algorithms.
Comparison of resource utility is depicted in figure 7.8. Compared to other makespan values,

SMO provides better results in which the resource utility also better.

Make span
140
120
100
Z g0
E
o 60
"
(&)
X< 40
= 20
0
ABC-Clustered AB Firefly-CSA-_
Algorlthm m100 m200 =300 m400

Figure 7.7: The comparison analysis of makespan response vs the number of tasks
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Table 7.3: Results for number of tasks=300

Energy
Response time Resource
Algorithm Makespan (S) Consumption(Joule
(s) Utility(%)
)
ABC-Clustered 396 96 70 54
ABC 388 95 70 46
Firefly-CSA 382 95 70 37
WOA 371 94 72 31
SMO 356 93 75 27

Resource Utility
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Figure 7.8: The comparison analysis of resource utility
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Table 7.4: Results for number of tasks=400

Response Resource Energy
Algorithm Makespan (s)
time (s) Utility(%) Consumption(Joule)
ABC-
429 125 70 65
Clustered
ABC 421 122 73 52
Firefly-CSA 413 119 75 45
WOA 408 118 76 39
SMO 400 116 79 33

The resource utility also increased up to 80 %, in which the other methods exhibited only

70%. Comparatively, resource utilization is increased by 10%.
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Figure 7.9: The comparison analysis of energy consumption
The energy consumption of the proposed approach is validated using a varying number of
tasks during processing. The estimated energy consumption of the proposed approach under a

contrasting number of tasks is depicted in Figure 7.9. Compared with other techniques, our
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proposed approach provides better results. The proposed algorithm consumes 33 joules for 400
tasks, which is 18.2 % lesser than the other methods.
7.4.2 Performance evaluation for Stage 2

The cloud data center is comprised of several PM's. The resource agents in the
Datacenters are initiated. A series of hosts in each datacenter with their equivalent VM's are
initiated. The incoming tasks are scheduled by the cloudlet scheduler. The Hardware
necessities are displayed in Table 7.5 and in Table 7.6 the specification of cloud sim are

presented.

Table 7.5: Hardware requirements

Resources Specifications
Processor Intel Pentium CPU G2030@3.00GHZ
Hard Disk 1TB
RAM 4GB
oS Windows (X86 ultimate )64 bit

Experimental validation is done using certain metrics like resource utilization,
makespan, completion ratio, execution time and power consumption. The efficiency of the
system is enhanced by the proposed approach and is compared with the prevailing approaches.

Table 7.6: Simulation parameters

Resources Specifications Values
VM Host 4
Cloudlets Length of task 1600-3400
No of Tasks 30-3000
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Physical machine Bandwidth 25,00,00
Memory 540
MIPS/PE 500
Storage 500GB

The graphical representation reveals the performance of the proposed approach. For
Calculating the Resource Utilization the ratio of the consumed resources in the data center is
analyzed. The tasks arrived as a batch in this approach. For job arrival, the batch processing
concept is borrowed. Our approach is used for the allocation task. The task scheduling concept
is applied to prioritize jobs. The tasks which are prioritized are given to the agents for allocating
the available resources. Some of the existing approaches GA, PSO and ACO are used for
comparison during this process and the parameters calculated are Bandwidth, acceptance ratio,
execution time. Valuation of the performance is done with certain metrics i.e. resource

utilization, makespan, task completion ratio, execution time, and power consumption.

7.4.2.1 Task response time (TRes)

Time taken from the arrival of the task to the execution of the task is called the Response
time of a task. Let the task completion time be TCmp the task arrival time be and TStart the
response time TRes can be denoted as follows,

Tres = 1T¢

T (7.6)

mp ~ ! Start

The response time as seen in figure 7.10 is very less when compared to the other algorithms
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Figure 7.10: Comparison of response time

7.4.2.2 Makespan (Mspan)

The execution time taken for a set of tasks as of the start to the end of the task is called

a Makespan. The time taken to accomplish all tasks be TC, the Mspan is denoted subsequently.

Mspan = MaX(TC) (77)
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Figure 7.11: Comparison of makespan
Minimized makespan is provided by the results when validated with the other

algorithms. Graphical representation in figure 7.11 offers a reduction in Makespan and a rise
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in efficiency by about 30% than the existing methods.

7.4.2.3 Resource utilization (RU)

The volume of resources available exploited by the tasks to get fulfilled is called as
resource utilization. The available resources are represented as Ravl and the resourced unused

is represented as Run. The Resource utilization (RU) is denoted as
RU = Ravl - I:Qun (78)
Both memory and CPU and used in the proposed work. The proposed works utilization

percentage is higher when with the other algorithms.
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Figure 7.12: Comparison of resource utilization
The maximum utilization of resources is displayed in the graphical representation of Figure

7.12 The proposed approach makes the PM's which are idle in OFF state. It has a role in this

method

7.4.2.4 Task completion ratio (TCR)

It is a ratio of effectively accomplished tasks to the tasks which are submitted at a definite time.

The number of completed tasks be Nscc and the submitted tasks are Nsbt, the completion ratio
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of the Task is denoted as subsequently

N

During the simulation, the completed tasks for a definite period of time are analysed.
The improved performance ratio is given by the simulation result. The proposed approach is

compared with the existing algorithms for testing the performance.
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Figure 7.13: Comparison of task completion ratio

The graphical representation in Figure 7.13 reveals the dominance of the presented approach

when compared with the other.

7.4.2.5 Power consumption

The power used during the resource allocation process by the PMs is defined as power
consumption. It is clearly said as the total power utilized by all PMs. The Brownout approach
is adopted in this proposed work to minimize energy utilization. In real-time data centers, there
are a lot of technologies dealing with the consumption of power such as, Resource hibernation,
Dynamic Voltage Scaling and Dynamic voltage Frequency scaling which doesn't sense the
virtualized environment. The implemented approach for power minimization in this study is

superior when compared to the existing methods.
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Figure 7.14: Comparison of power consumption
Figure 7.14 show that the proposed approach consumes minimum power than the
existing methods. In this paper, the proposed power management approach diminishes the

energy utilised by Idle VM, baseline energy used by PM and the energy used for internal and

external communication.
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CHAPTER VIII

QoS AND SERVICE LEVEL AGREEMENT POLICY

8.1 Introduction

There is no precise meaning of cloud yet we can characterize cloud in different manners
and by considering different methods. Cloud computing is an Internet-associated method of
supercomputing. It is a sort of shared infrastructure, which just puts the colossal framework
pools together by utilizing different methods; disseminated virtualization, and so on. It gives
clients an assortment of capacity, systems administration, and computing assets in the cloud
computing condition using the Internet, clients put a ton of data and access a great deal of
computing power with the assistance of its own PC. Worldwide the Cloud computing is unique
solid computing. Notwithstanding, the optimization of the utilization of cloud server farms has
become an unmistakable issue. Task scheduling is momentous progress to improve the cloud
computing general execution. Conventional observing and the board components are intended
for big business conditions, particularly a bound together condition. Be that as it may, an
enormous scope, heterogeneous asset provisioning places genuine difficulties for the
administration and observing instrument in different server farms. As of late, this task
scheduling issues in a circulated domain has grabbed the eye of scientists. Task scheduling is
viewed as a basic issue because of various components like culmination time, the maximum
expense for fulfilling every one of clients' tasks, usage of the asset like power utilization, and
adaptation to non-critical failure. A cloud server farm ordinarily comprises of a huge gathering
of servers associated with the Internet. To organize the task executions a task scheduler is
required in a cloud server farm. To execute tasks, the task scheduler needs to effectively use
cloud server farms assets. The exhibition matters of the scheduling calculation incorporate the

vitality utilization and the makespan. To achieve task execution a decent scheduler can utilize
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very less time and fewer assets. Less vitality is consumed when exploiting few assets. Reducing
the makespan and vitality utilization is the main problem for creating an enormous scope of
clouds.

"Cloud computing is anything but a polite paradigm for giving needed, the client required,
adaptable approach to a set of computing assets which are configurable and might be
immediately furnished and discharged with depleted consideration exertion or administration
which examine the distinguishable scheduling of tasks for elite algorithms". Different virtual
machines (VMs) in the Cloud computing settings share physical assets (memory, bandwidth
and CPU) on a solitary physical host and by utilizing the system virtualization many VMs can
share the bandwidth of a server farm. Since the framework assets are shared by numerous
clients and applications, a legitimate plan for task-scheduling is hard to asset usage as well as
framework execution. Numerous framework boundaries for example memory space, the
bandwidth of the system and processor power influence the effectiveness of task scheduling.
In the cloud, the principle point of task scheduling algorithms is to maintain the exact burden
on processors by considering the bandwidth of the system and augment their productivity,
utilization and to lessen the execution time of the task [151].

Cloud computing is an important technology for bulk data storage, resource mobilization
and online access to computer services. In the cloud computing platform, there are plenty of
resources, but the foremost challenge is to allocate tasks. The vital issue in scheduling is how
the entire task could be allocated with maximized resource utilization to a resultant virtual
machine, existing scheduling algorithms mainly focused on minimization of the task execution
time while ignoring the SLA and QoS assurance [172,177]. This chapter thrives to accomplish
the total task with eminent resource utilization, minimum migration cost, and minimum
utilization of energy. For attaining these objectives, the proposed method utilizes the hybrid

algorithm such as Fuzzy-TOPSIS and particle swarm optimization (PSO) approach. Initially,
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the available task and the no. of VMs (virtual machines) are optimized by the PSO algorithm.
In the cloud, the multi-objective SLA based task scheduling problem is solved by the Fuzzy
TOPSIS which uses the weighted sum of energy, cost and execution time as an objective
function. Fuzzy TOPSIS method is work positively for many applications and impacts liberally
on real-world decision making concerns. The proposed approach is investigated based on
distinct evaluation metrics. Our proposed algorithm outperforms the existing approaches and
achieves better results in terms of QoS parameters. The implementation had done using JAVA
with CloudSim simulator.
8.2 Problem Definition

In cloud computing, Task scheduling is a vital approach, which is the systematic utilization
of available resources by organizing the inbound requests (tasks) in a specific style. Many
techniques have been used in the existing method, but there are several problems. Some of the

problems are listed below,

1) Task scheduling is not very accurate, considering additional constraints, such as the
budget of work providers and the deadline of workflow implementation.

2) Task scheduling is a crucial topic for attaining high efficiency. Though, this is a major
dispute for the execution of efficient planning algorithms. In cloud computing most
existing work-planning approaches only judge the workflow, not just the bandwidth
requirements, but also the requirements for CPU and memory.

3) In the existing system, it is more difficult in allotting the associated computing sources
to tasks that could improve the weight of the tasks precisely by improving the
consistency ratio.

4) The complexity and time will get increased when tasks are rescheduled to perform load

balancing.
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This motivates us to develop a new method in cloud computing for effective task scheduling.

8.3 Proposed Methodology

In the emerging paradigms, cloud computing is a platform that offers different
administrations for both enterprises and users. In the cloud, the provoking issue is the
scheduling of user tasks between Host, Virtual Machines and Data Centers owing to the
association of colossal users. To deal with such issues, the effective task scheduling algorithm
is suggested here. The principle aim of the study is to plan the task in cloud productively with

the assistance of Fuzzy TOPSIS and PSO algorithm [143,177].

This study intends to reduce energy depletion and migration cost. In this study, a
hybridization of PSO and Fuzzy TOPSIS is made for task scheduling to achieve the multi-
objective function. Initially, the PSO algorithm optimizes the available task and the number of
VMs. Here the Fuzzy TOPSIS solves the multi-objective task scheduling problem using the
weighted sum of energy, cost and execution time as an objective function. Figure 8.1 depicts
the diagrammatic representation of proposed task scheduling using Hybrid Fuzzy TOPSIS-

PSO.
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Figure 8.1: Proposed Block diagram of Task scheduling

In this study, every task that is submitted comprises of various odd and self-ruling sub-

tasks. Every task should remain actualized in one VM occurrence type. Let a set of cloud PMs

be represented asP,, ={PM1,PM2,...,PMa}. The VM's are represented as

Vii = Vi Vi Vigy | and T =1{T,,T,.... T, }is a set of task. Every VM has separate

execution time T;, memory M;, energy consumption E;. and cost migration Ci. Every task has

the dissimilar cost C;j, energy Ej and size S;. In this study, the multi-objective function depends
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on the two boundaries, for example, migration cost and energy consumption. The objective

function can be planned by utilizing equation (8.1).

Objective function=>"min(C;, E;)

(8.1)
i=1
The objective function is determined in condition (1). The objective function is minimized
by the proposed algorithm. The principal boundary of effective task scheduling is migration

cost (Mc). To achieve the objective function minimum migration cost must be attained. By

condition (2) the overall migration cost is determined.

Fu +F
Mc =—H—% > < (8.2)
F _i_vz““: Numberof movements
Here, " " Py = TotalV,, 63
e _VZM‘: Costtorunx Memoryof taskj
‘ i=1 Vy, x Py (©.4)

To find the minimum migration cost value the Cost factor (Fc) and Movement factor (Fu)

is calculated. Likewise, energy consumption E; is the second factor for task scheduling. The

energy utilized E;is computed by using equation (8.5).

i P XV |:ZMZM Au max +(I - Aij )5ij Enax i| (8-5)

=1 j=1

1| ( CPU utilized memoryutilized;
O == + (8.6)
2 CPU;; memory;

Emax:l; Aij=01

(8.7)
Here the proposed algorithm minimized the above objective function. For that, the

suggested method utilizes a Hybridization of Multi-objective PSO and Fuzzy TOPSIS is

introduced here. The detailed explanation of the presented approach is explained subsequently
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8.3.1 Hybrid Fuzzy TOPSIS and Particle Swarm optimization (HTOPSISPSO)

PSO is an optimization algorithm based on a populace, which is introduced with a
gathering of self-assertive elements and next scans for optima by reexamining groups. There
are two sorts of variants utilized according to PSO. Primarily is "individual best" and the Next
is "global best". Every individual situation of the particle is determined by the individual best
algorithm by assessing its own best position. The global information is determined by the
global best algorithm by making the development of the particles from the entire swarm. All
particles fly during a multi-dimensional inquiry space where each particle is altering its position
consent to its own understanding and the neighbours. The PSO algorithm comprises of only

three stages:

1. Evaluate every particles fitness
2. Updating the individual and global bests

3. Updating the position and velocity of every particle

Until a condition is satisfied these steps are repeated. The upside of the conventional PSO
calculation is the easiest optimization strategy which functions admirably for worldwide
optimization issue. The fitness function is calculated using TOPSIS owing to its less
productivity of obtaining ideal solutions for local optimum. Henceforth the TOPSIS acts like a
fitness assessment apparatus. Two segments are considered in this study i.e. VMs and tasks.
From the start, the strategy arbitrarily allocates the respective task to any of the VM. Here the
technique thinks about an initial particle as the number of VM. The purpose of this study is to
correspondingly schedule the tasks to VMs built on its functioning.
8.3.1.1 Evaluate the fitness of each particle

When the initial particle is produced, every individual's fitness value is stored and assessed

for future use. The TOPSIS approach determines the fitness function and impacts liberally on
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certifiable dynamic issues and function decidedly for some appliances. The TOPSIS-PSO
algorithm does the Task scheduling process which maps the tasks of the client to VM by
thinking about numerous generous elements. Contribution of TOPSIS algorithm supports
different objective functions to boost the effectiveness of task scheduling. The general
technique of TOPSIS calculation is delineated in underneath,
8.3.1.2 Fuzzy Logic

Fuzzy logic is a powerful process for representing and handing uncertainty problem. In
this logic, a membership function is signified ,uﬂ(x)with the values in the closed interval of
[0, 1].

If ,u,&(x) =0, the number x is not a member of the set;

If LA(X) =1, the number x is a member of the set;

The attendance of x in other instances in the set is represented as fuzzy. The triangular

membership function is followed in this study, Ais the triangular fuzzy number which is

represented using three real numbers i.e. ,Z\:(ml, m2,m3). The triangular membership

function of a fuzzy number is shown is Figure 8.2.

PA) ]

u(x) e

ml X m2 m3

Figure 8.2: Triangular fuzzy set of number A = (m1, m2, m3).

Among these factors (m1, m2, m3), m1 denotes the minimum value, m2 denotes the most
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possible value, and m3 denotes the biggest possible value. The fuzzy set intervals minor limits
are denoted as m1 and m3, whereas m2 has the full membership with the single number, and

the triangular fuzzy numbers membership function is represented below.

0, x<ml
x—mi . ml<x<m2
wA(x) ={ M2~ (88)
m3-—x ,m2<x<ml
m3—-m2
0, x>ml

The linguistic and equivalent fuzzy depiction is presented in Table 8.1. The linguistic

values of the membership function are displayed in Figure. 8.3.

Table 8.1: Membership functions of linguistic values

Linguistic Values Fuzzy Numbers
Verv Low(VL) (0.00, 0.00,0.207
Low(L) (0.00,0.20, 0.407
Medum(M) (0.20, 0.40, 0.607
High(H) (0.40, 0.60, 0.80]
Very High(VH) (0.60,0.80,1.0)
Excellent(E) (0.80,1.0, 1.0}
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VL L M H VH E

Figure 8.3: Linguistic values and fuzzy numbers

8.3.1.3 TOPSIS algorithm

Evaluate the decision matrix with the size a*Db.

EXryy Try MGy |

DM = EXT21 TT21 MCTZI

_EXTKl TTKl IvlCTKl i

Where, E- Energy T- Time, MC- Migration cost

1. Normalize the decision matrix.

ND __Sm__

n
mn
2
‘V Z Smn
Where, m= {1,2,...i} and n= {1,2,...j}and Smn represents the element of decision

matrix.

2. Generate weighted normalized decision matrix.
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E, =E; xW;
T; =Ty xW;
MC, = MC,, xW,,.
We +W +W,

Where, 0 <W, W, W, <1

3. Find the positive and negative impact of the initial solution.

P*(Positive) = (S, S, ,...S,,)

N~ (Negative) = (S, , S, ,...S,)

4. Determine the separation measures from positive and negative for each alternative.

3
Sep* = \/Z(Smn - SrJlr)2
n=1

3
Sep = \/Z(Smn - Sn_)2
n=1
5. Evaluate the relative closeness of the initial solution.

Sep
RCK = —p*

Sep +Sep

Here relative closeness is considered as the fitness function. In the population, the particles
at every iteration move towards the optimal solution and based on fitness function computed

from the TOPSIS algorithm their velocity is updated. The VM which gains the optimal fitness

function is considered as the best solution. To find the best solution the residual VMs are

Ph.D. Thesis by Jitendra Kumar Samriya 134



CHAPTER VIII
Qos and Service Level Agreement Policy

updated based on these functions.
8.3.1.4 Update Individual and Global Bests

In the beginning, among the fitness value, the best one is chosen as gbest and
pbest value. Ensuing to that iteration, the overall best fitness value is selected as gbest and
the present optimal fitness value is selected as the pbest.

8.3.1.5 Update Each Particle's Velocity and Position

The particle velocity and position, changed by the equation as follows.

V;HN =Vn +W1-§1-( pbestn - pm) +l/’2-§2-(gbeStm - pm)

new new
pm = pm +Vm

Where, v ,,w, - Learning rates, & ,&, - Random numbers in the range [0, 1], v,, -
specifies the current velocity and p, - specifies the current position. The selected task is

allocated when the proposed method achieves the best fitness. For each user task, this process
is accomplished which is scheduled to VM. There is a major drop in the energy and migration
cost when each task are allotted to VM. The task scheduling process based on HTOPSISPSO
decreases the tasks makespan without any feature of effective resource usage.
8.4 Result and Discussion

The results obtained are discussed in this section. Java (jdk 1.8) with cloud Sim devices are
used as a simulation tool for the task scheduling at 2 GHz dual-core processor with 4 GB RAM
in a Windows OS 2007 64-bit version.
8.4.1 Performance Analysis:

This study aims to schedule the task through HTOPSISPSO algorithm. Evaluation of the
proposed approach is done by no of resource utilization, migration cost, allocation time and

execution time. Using three different task configurations the analysis of results is accomplished
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with VM=35 and PM=10. Here the number of tasks varies from 100, 200 and 300.
A) PM=10, VM=35 and Task=100

Here, the method schedules the task based on ten physical machines and 35 virtual
machines on cloud computing. In this work, the method considers the input task for scheduling
is 100. Here the efficiency of the proposed methods is matched with the existing PSO and GA.

The results are plotted below.
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Figure 8.4: Comparison of migration cost of the proposed against existing methods
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Figure 8.5: Comparison of resource utilization of proposed against existing methods.
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Figure 8.7: Comparison of the execution time of the proposed against existing methods.

Above in figure 8.4 to 8.7 displays the performance of the methods using 100 tasks, ten
PMs and 35 VMs. Comparison graph of migration cost of the proposed against existing
methods is displayed in figure 4. In which, the x-axis is shown the iteration and y-axis shown
the migration cost. The good systems minimize the migration cost. Figure 8.5 shows the
Minimum migration cost of 6.75$ obtained by the proposed approach when matched with the
existing algorithm PSO and GA. The resource utilization graph of proposed against the existing
is shown in Figure 8.3 which clearly displays the amount of effectively utilized resources.
Maximum resource utilization of 44.31% is achieved by the proposed approach. The

comparison graph of allocation time of the proposed against the existing is shown in Figure 8.6
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in which the minimum allocation time is achieved by the proposed method. The execution time

graph is illustrated in Figure 8.7.
B) PM=10, VM=35 and Task=200

Figure 8.8 to 8.11 displays the performance of the presented approach using ten PMs, 35
VMs with 200 tasks. Here, the method schedules the task based on ten PMs and 35 VMs on
cloud computing. In this study, the method considers the input task for scheduling is 200. The

graphical representation of the proposed performance analysis shown below,
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Figure 8.8: Comparison of migration cost of proposed against existing methods.
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Figure 8.9: Comparison of resource utilization of proposed against existing methods.
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Figure 8.11: Comparison of the execution time of proposed against existing methods.

With the PSO and GA techniques, the proposed results are matched for calculating
migration cost, resource utilization values, allocation time and execution time for task 200.
Hence the graph, clearly exposes that the proposed approach has maximum resource utilization
value, minimum migration cost, allocation time and execution time. During the 40th iteration
process, the maximum resource utilization value is 56.84% and the minimum migration cost is
8% compared to the existing PSO and GA model. The overall allocation time and execution

time of the proposed approach are 3232s and 20018s which is very less when matched with the
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existing ones. Therefore, as of the observations, it has been exposed that the proposed approach

is effective than other methods.

C) PM=10, VM=35 and Task=300

The above figure 8.12 to 8.15 presents the performance of the proposed approach using ten
PMs, 35VMs and 300 tasks. Now the method schedules the task based on ten PMs and 35 VMs

on cloud computing. In this study, the method considers the input task for scheduling is 300.
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Figure 8.12: Comparison of Migration cost of proposed against existing methods.

[=
.2
<
] mGA
=]
S = PSO
2
H Proposed
0 20 40 60 80

Resource utilization (%)

Figure 8.13: Comparison of resource utilization of proposed against existing methods.
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Figure 8.15: Comparison of the execution time of proposed against existing methods.

With the existing PSO and GA techniques, the proposed results are compared for
calculating migration cost, resource utilization values, allocation time and execution time for
task 200. From the graph, it is obvious that the intended method has better-quality result when
matched with the existing ones. The overall percentage of resource utilization value is 55.65%
and the overall migration cost of the proposed approach is 22.25$. The overall allocation and
execution time of the proposed approach is 4043s and 25856s which is very less than the

existing ones.
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CHAPTER IX

CONCLUSIONS AND FUTURE PERSPECTIVES

Cloud computing (CC) offers a new generation of internet-based computing which is highly
scalable and distributed moreover it provides computing resources in the form of service.
Elegantly cloud computing is flourishing from an initial notion frame to the significant modern
formation. CC has recently emerged as the "Next-Best-Thing" in Information and
Communications Technology. In industry and academia wise the CC as a utility paradigm is
attaining momentum. By adding modern principles has reinstated the traditional computing
technology and it is now the next mutative step of distributive computing. CC offers its
providers and user a modern business infrastructure with considerable cost reductions. A lot of
organizations with the intension to enlarge their plan at marginal cost and to gain rapid access

in the business applications are dependent on the cloud.

Plentiful benefits are provided in the cloud, includes metered services, quick
provisioning and stationing, conspicuous elasticity, scalability, flexibility, reasonable
catastrophic restoration, rampant network access, data storage solutions, fast renovation of
services etc. Multi-tenancy and flexibility are the two key components of the cloud model.
Among various tenants Multi-tenancy consents to the allocation of similar service instances.
Flexibility in the cloud ability for increasing up and down the resources based on the
requirements of the current service. These benefits attract new users from industries to
encourage the use of the cloud. When these kinds of services are provided, the cloud offers
certain challenges in adapting these services. Considering several aspects of cloud computing,

the researchers have done their research in this particular context. In this thesis, several sub-
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problems of cloud resource management are carried out along with the approach for solving

them.

In this research work, several sub-problems related to cloud security have been studied
and various mechanisms have been developed to solve the security issues in the cloud

computing environment.

The first chapter gives the introduction to cloud computing and issues in terms of cloud
security and the second chapter provides a review of literature. In the third chapter, a novel
intrusion detection technique and Authentication process is thoroughly discussed along with
its analysis and design of protocol which able to handle security hurdles in terms of the

authentication process.

The following points are the main highlights of the third chapter.

e A fake user is avoided by using an OTP based computational process and the proposed
policy or mechanism used 3-ways verification scheme which provides a better security
policy for the cloud environment.

e Anew hybridization approach for the intrusion detection system is proposed to improve
the overall security of cloud based computing environment.

e This approach achieved optimal values while tested with certain parameters such as

accuracy, precision, recall, TP rate, FN rate and F-1 score under several attacks

To prevent unauthenticated access and the hijacking, a better security scheme is
presented in chapter four. The following points explain to minimize the cyber fraud even cyber-

crime as well as traffic hijacking.
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A Traffic Hijacking Prevention through Prime Number and Character Stuffing
Mechanism is a solution to deal with cyber fraud even cyber-crime as well as traffic
hijacking.

The RSA with character stuffing (RSA-CS) using prime numbers is effectively used to
Prevent Hijacking of Cloud Data in which a cryptographic approach named.

RSA algorithm is modified for better outcomes in perspectives of the cloud

environment and comparing the existing stuffing approach, used for network security.

In the fifth chapter, there is a need to ensure secured validation and access control of

data/user should be protected during transmission for users in a public loT-cloud environment.

Existing security measures failed by their single level of security, adaptability for a large

amount of data and reliability. Therefore, to overcome these issues, a better solution for

vulnerable data is suggested.

To ensure a secured validation of user and to protect data during transmission for users
in a public loT-cloud environment, the KP-ABE with Ban Logic Techniques presented.
The user authentication is verified. Then the user data is encrypted with the help of KP-
ABE algorithm. Finally, data validation and privacy preservation are done by Burrows-
Abadi-Needham (BAN) logic.

The proposed approach attains the high 1oT-cloud data security and increases the speed
for validation and transmission with high accuracy and used for cyber data science

processing.

In Chapter six, an efficient task scheduling and load balancing approach is presented

which prevails to be a concern because of the characteristic features of tasks and resources. An

enhanced fuzzy ant-bee colony approach is presented to provide better QoS and user

preferences.
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e An FTOPSIS approach is employed for effective task scheduling and WOA is
introduced for load balancing.

e This model controls the admittance of the requests by achieving target QoS in terms of
response time. Hence, the admittance is controlled so that the requests which are
accepted do not face a delay greater than the time limit stated in the SLA.

e This method increases the throughput of the cloud system by reducing the make span
of the cloud scheduling process.

e Forsecurity aware scheduling, a Fuzzy Ant Bee Colony (FABC) algorithm is presented.
In this approach, it is observed that a task is allocated to the ideal VM based on the QoS
and security level of the users. A hive table helps in minimizing the cost, makespan,

task migration and security risk moreover the load in the VM is balanced.

As resource management and energy consumption over the cloud data centre recently
is becoming a challenging task. Several algorithms for resource allocation and minimization of

energy in cloud computing environment which are presented in Chapter Seven.

e The key parameters considered to regulate the performance of SMO are its application
time, migration time, and resource utilization.

e Energy consumption is another key factor in cloud computation, and this work adopted
the Green Cloud Scheduling Model (GCSM) for the energy utilization of the resources

e Considering the energy consumption and make span optimization models, the SMO
approach successfully optimizes resource allocation when evaluated with the prevailing
resource allocation algorithms.

¢ In addition to this, the energy depletion of the resources is minimized by applying a

Brownout based Energy model.
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Finally, Chapter Eight concentrated on the vital issue in the cloud, i.e. the scheduling
for user tasks between Host, Virtual Machines and Data Centers owing to the association of

colossal users to fulfill SLA requirement in the cloud computing environment.

e SLA based task scheduling problem is solved by Fuzzy TOPSIS PSO, which considers
the weighted sum of energy, cost and execution time as an objective function. Based on
these three patterns, the experimental results are attained.

e The proposed approach works positively for many applications and impacts liberally
on real-world decision making concerns.

e The experimental outcomes confirmed that the Hybrid Fuzzy TOPSIS-PSO based
scheduling approach is apt for task scheduling problems and delivers the higher QoS in

contrast to other algorithms.

The future perspectives of the present work in cloud resource management lead to many

directions.

e The people in the future will access and share their software applications via online and
uses the remote server networks to access information instead of depending on
fundamental tools and information present in their personal computers.

e One of the leading research topics is the security issues in cloud computing which is
always investigated by the researchers and developers to find appropriate solutions
consistently.

e There is a chance to put forward the strategies to deal with specific future challenges
like espionage, physical security, data ownership, hypervisor viruses, malicious
insiders and transparency in cloud security.

Future of cloud security will witness a boom up in communication technology through

the cloud environment. However, it is the people will depend on daily needs and use the cloud
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services for their survival. The present research work purely fit to attain best and suitable
solutions for the security issues in the cloud. Hence, in the projected domain, the present

research work finds an efficient framework for security solutions in the cloud environment.
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