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SUMMARY

Cloud computing is a utility-based computing paradigm. It provides a seamless
acquisition of computing, storage and network resources to users on a payment basis, in a
similar fashion like that of water, gas and electricity. Cloud computing is highly
embraced by individuals and business organizations due to the advantages it offers, few

of them be like-

e Zero or no opening investment for accessing computing resources like computing,
memory and/or network as these are measured in metrical units and provided to

cloud users on a demand basis.

e Cloud resources or services are available round the clock with negligible down-

time and can be accessed from any location.

e Cloud users’ privacy and security features are well-maintained. Moreover, cloud

functioning is transparent to its users.

e Cloud users are charged according to their utilization of cloud resources, thereby,

extending the advantage of scalability.

e Cloud services are made available on a payment basis and are categorized as

software, platform or infrastructure services.

Cloud computing still lies in its infancy stage. Its potential is yet to be unleashed in
new business capabilities and advancements. However, like any other advancing
technology, cloud also suffers from certain issues and trials which must addressed in

time to make cloud adoption a seamless process for all.
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The key mechanism behind cloud computing is virtualization which creates an
abstraction of actual cloud resources, so that more and more number of users can utilize
the potential of this technology. These abstracted resources are enveloped in virtual
machines with same functions and interfaces as that of real/actual resources. An
important aspect of virtualization is that it is transparent to the cloud user. These virtual
resources are offered in different sizes, performance and cost. The entire life cycle of a
virtual machine is controlled a virtual machine monitor (VMM) or a hypervisor software.
A physical machine or server contains numerous virtual machines and is known as a host.
Virtual machines residing on a host are therefore termed as guests. Hypervisor acts as a
bridge between the actual resources of a host and its multiple guests by giving a virtual

operating environment to execute the guest VM tasks.

Resource management in a virtualized environment like that of cloud systems is a
continuous and testing task which reflects the constant changing demand-supply graph of
the virtual resources. The existing techniques for resource management are doing their
jobs as per their intended purposes, but, the wide-spread adoption of cloud and its

dynamic user base requires certain stringent measures towards managing cloud’s assets.

The chapter-wise summary of the research is given below in brief:

CHAPTER I
INTRODUCTION
This chapter provides an introduction to cloud computing technology and its
importance as a new paradigm of computing. The evolution of cloud and its classified
services are described in detail. It also highlights the important attributes of cloud

computing, its strengths and its weak points. A number of widely accepted and most cited
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definitions of cloud computing are also given. Cloud computing is a special type of
distributed computing in which any type of resource, physical or virtual, can be made
available to the users, worldwide, by means of powerful technology called virtualization
of resources. Virtualization is given due importance with discussion on its types and
utilities. The issue of resource management techniques in cloud computing environment

is discussed with an outline on the primary objectives of the research work.

CHAPTER I
REVIEW OF LITERARURE

This chapter gives details of the existing literature on cloud computing
technology, available resource management techniques in cloud environment, for
example job scheduling, resource auction/allocation, admission control and virtual
machines consolidation issues. The rapid adoption of cloud computing by the society
emphasis the need efficient and feasible resource management techniques for managing
the cloud resources. An extensive study of related research papers on resource
management techniques suggests that the objectives and implementation of resource
management in cloud networks are very different from classical networks. For example,
in classical networks resources are only physical while in cloud, resources are physical as
well as virtual. Therefore, a different approach is required for cloud computing to manage
resources effectively. Several reputed journals, e-books, Wikipedia, etc. are consulted for
understanding the new research problems and more than 150 references are given in the

thesis.
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CHAPTER Il1
LOCATION-AWARE VM MIGRATION IN CLOUD DATACENTRES
In this chapter, a location-restricted migration mechanism of an overloaded virtual
machine is presented in a clustered data centre. Server clusters are formed based on the
application type hosted by VMs, and migration of VM is restricted within its home
cluster. This helps in reducing the migration volume along with the total migration time
to a considerable value. Selection of destination host for migration is based on the criteria
of distance, which further speeds up the task at hand and also reduces energy
consumption. A detailed mathematical analysis of existing live migration process is
presented to point out the factors which play a crucial role in the migration performance.
Sequence and class diagrams supplied help in better understanding of the proposed
migration technique. The proposed migration technique is simulated on the CloudSim-
3.0.3 simulator.
The content of this chapter is published in-
1. Springer series on Lecture Notes in Networks and Systems, vol. 9, pp. 119-129,
2018, ISSN 2367 — 3370.
2. Elsevier Procedia Computer Science Journal, vol. 45, pp. 823 — 831, 2015, ISSN
1877 — 0509.

3. Research Journal of Recent Sciences, vol. 3, pp. 13-20, 2014, ISSN 2277-2502.

CHAPTER IV
LOAD-AWARE VM PLACEMENT IN CLOUD DATACENTERS
In this chapter, an efficient VM placement and migration technique is proposed
based on the three-tier architecture and considers load as a prime objective. We have used

a multi-metrics analysis to distribute VMs evenly and to maintain a stable equilibrium
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inside a data centre. We have applied Analytical Hierarchy Process (AHP) for efficient
virtual machine placement using four post placement metrics which defines some of the
key Service Level Agreement (SLA) parameters. The metrics considered for placement
and migration are all load-centric and promise fewer migrations and SLA violations. The
high points of the proposed VM placement technique are increased profits to the cloud
service provider, fair and service availability to cloud users by placing a virtual machine
to the best available physical machine in a dynamic fashion using the concept of clusters.
It also avoids unnecessary migrations by balancing load of a cluster. Simulation results
show a remarkable reduction in migrations which improves energy conservation inside
the data centre. Application of AHP in balancing a data centre’s load is still unexplored.
The presented placement technique selects the best candidate machine for placement,
hence upgrades the performance.
The content of this chapter is published in-

1. Indian Journal of Science & Technology, vol. 10(32), pp. 1-8, 2017, ISSN:

0974 - 6846.
2. BRIS Journal of Advances in Science and Technology, vol. 4(1), pp. 22-33,

2017, ISSN: 1444 - 89309.

CHAPTER V
PREFERENCE-BASED RESOURCE ALLOCATION IN CLOUD
DATACENTERS
Efficient resource allocation is a major concern in utility-based systems such as
cloud computing. Cloud users approach a cloud service provider to execute their tasks
which require cloud resources in various measures. In return, users pay for the resources

utilized by them. To cater multiple users in the same instant with varying resource
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requirements, a cloud provider applies certain resource allocation techniques which must
not only bridge the gap between the demand and supply but also must provide certain
benefits to both the service provider and the service user. This chapter presents a resource
allocation mechanism where first a market-driven auction process takes place to ensure
truthfulness and profit to the service provider followed bya preferential payment process.
Here, the winner of the auction is supposed to make the payment for his resource
requirements by an amount which is far less than his actual bid value. The suggested
resource allocation scheme is compared with the off-line VCG auction technique to
register a finer performance outcome w. r. t. optimal resource distribution, fair allocation
and comparatively better revenues to the service provider.
The content of this chapter is published in-

Elsevier Procedia Computer Science Journal, vol. 57, pp. 104-111, 2015, ISSN:

1877 - 05009.

CHAPTER VI

TOKEN-BASED PREDICTIVE JOB SCHEDULING IN CLOUD DATA

CENTERS

Task scheduling in a distributed environment, like cloud computing, is an
important function which influences the overall performance. Considerations in chapter
six are a single data center where a number of users are competing for limited resources.
An ideal solution must service all these concurrent jobs while maintaining quality of
service parameters and ensuring optimum usage of cloud’s resources. Unfortunately,
dynamic user requirements and limited availability of resources often makes it difficult to

satisfy every demand without compromising the quality of performance. Here, the
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proposed scheduling technique ensures low turnaround time and waiting time by

balancing the demand curve with allocation frequency.
The content of this chapter is published in-

Research Journal of Recent Sciences, vol. 4, pp. 29-33, 2015, ISSN: 2277-2502.

CHAPTER VII

ENERGY-EFFICIENT MULTI-CRITERIA BASED ADMISSION CONTROL IN

CLOUD DATACENTERS

Job scheduling requires an intelligent selection of incoming jobs or requests so
that their execution improves the efficiency of data center as a whole. Cloud data centers
utilize certain admission control procedures to accept/reject a service request. Major
admission control mechanisms, practiced today, consider single parameter as objective.
However, there are multiple dimensions to consider while accepting or rejecting a
request. This chapter presents a multi key-based admission control mechanism which
ranks the incoming service requests based on various performance keys and accordingly
admits the most suitable request. Simulation experiments also confirm the validity and

usefulness of the scheme with respect to energy conservation in a data centre.
The content of this chapter is published in-

International Journal of Innovations & Advancement in Computer Science, vol.

5(6), pp. 110-115, 2016, ISSN: 2347 — 8616.
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CHAPTER VIII
ENERGY EFFICIENCY AND OTHER SLAs

This chapter presents two aspects of modern cloud data centers- energy efficiency
and cloud adoption. To make data center energy efficient, steps must be taken to limit the
communication workload inside a data center and to switch off network elements when
not in use. In this chapter, we put forward two models, one an energy consumption model
to outline the factors which are responsible for excessive energy consumption in a data
center and second an energy conservation model which tunes these responsible factors so
that energy consumed is less. Proposed conservation models are applied to hierarchical
and recursive architectures to verify their practicality. Simulation results mark a notable
advancement in energy conservation. Also, these models are applicable to many DCN
architectures.
The focus is to make cloud adoption a clean and transparent process by clearly outlining
the individual rights and responsibilities of both the service provider and the cloud
adopting business. In this direction, a semantic framework is introduced in this chapter
which address all the risks and challenges mentioned above and provides its best possible
solution. This framework establishes the trust between the two involved parties and is
crucial for the success of cloud computing technology.
The content of this chapter is published in-

1. BRIS Journal of Advances in Science & Technology, vol. 4 (2). pp. 80-87,

2017, ISSN. 1444-89309.

2. Springer series on Advances in Intelligent Systems and Computing, vol. 434,

pp. 179-187, 2016, ISSN 2194 — 5357.
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CHAPTER IX
CONCLUSIONS AND FUTURE PESRPECTIVES

This chapter is devoted to the conclusions of the given research work and the future work
in the area of cloud resource management. Cloud computing systems have a long way to
go. Future computing world will strive on virtual resources promising seamless and
continuous services. Hence, the issue of cloud resources management must be addressed
in a timely and priority fashion. In the present research work, several issues of cloud
resource management have been identified and independent solutions to each issue have
been proposed. These are -

= VM Migration

= VM Placement

= Resource Allocation

= Job Scheduling

= Admission Control

= Energy efficiency and other SLAS
The solutions provided for each sub-problem are feasible, scalable and dynamic in nature
and efficiently manage cloud resources as validated by the simulation results. As future
perspectives, this work can be extended for newer DCN architectures and interoperable
clouds which enable a cloud user with the flexibility of shifting his/her acquired resources

between data centres and no disruption in serviceability.
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INTRODUCTION

1.1 CLOUD COMPUTING AT A GLANCE

Computing, in layman terms, is the use of computers to perform a task for its
intended purpose. In the computing world, Cloud stands for the internet. Hence,
one can conclude that, cloud computing is the use of server machines, connected
through a network on the internet, to complete a computation task. However,
technically cloud computing is way beyond this idea; it provides a way to access
various computing capabilities on a demand basis without investing in hardware,
software or infrastructure. In fact, cloud users are just required to pay for cloud

services according to their usages.

Present scenario of computing involves services that are delivered to users
irrespective of their location or delivery pattern. Utility computing, as the name
suggests, is a commodity-based computing model where services are treated very
much like the needed commodities as water, electricity, gas, etc. Cloud computing
is one such utility-based computing model where individuals and/or businesses
can access services as per requirements from any location without the knowledge
of the underlying hosted infrastructure. Further cloud customers are charged for
using these services for the time and quantity demanded. In return, users are free
from the headache of installing and maintaining crucial services, be it hardware or
software. Cloud computing delivers services which are hosted on next-generation
data centers. These data centers host thousands of servers and are running on

virtualized computing and storage technologies. Virtualization enables a data
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centre to service multiple users by accessing applications and data from any
location in the world on demand. In return, users are promised service availability
at any instant. To support universal access, effective discovery and composability,

cloud services need to be highly dependable, expandable and autonomic.

1.2 CHARACTERISTICS OF CLOUD COMPUTING

Cloud computing has emerged from cluster and grid computing; hence it
possesses key attributes of both the computing models. However, cloud has its
own distinguishing characteristics which enable it to service multiple users in a
transparent manner. The key characteristics of cloud computing are highlighted

below-

i. Size- atypical cloud data center consists of 100 to 1000s of servers.

ii. OS- Each node runs a hypervisor which supports multiple Operating

Systems.

iii.  Service Negotiation is based on Service Level Agreements.

iv. Resources Management and distribution can be centralized or de-

centralized.

v.  Capacity allocation must be based on resource’s demand.

vi.  Pricing is based on demand of the services and is usually discounted for

large group of customers.

vii.  Failure Management is supported by content replication and VM

migration.
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viii.  Privacy and Security is guaranteed with support to per-file access control

list.

iX.  Network speed- Cloud data centers are running on high bandwidth and low

latency interconnecting network.

X.  Internetworking is practiced by using third party solution providers for

connecting multiple clouds.

1.3 CLOUD RESOURCES

Computation Storage Communication Energy/Power Security
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Figure 1.1 Types of Resources in a Cloud Computing System
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Being a utility-based computing model, resources in cloud computing are treated
as utilities. A resource in cloud computing is any entity, physical or logical, that
can be used or consumed by a cloud user. A general idea of cloud computing

recources is given below with its hierarchical outline in figure 1.1.

I. Computation Resources are high-speed computational utilities responsible
for providing Computation as a Service. It includes memory size,

processing speed, efficient algorithms, operating systems, etc.

Ii. Storage Resource includes hundreds and thousands of database servers,
flash drives and hard drives, usually located at a remote location. Storage

as a Service feature of Cloud Computing is provided by storage utility.

iii. Communication Resource consists of hosts, sensors, physical and virtual
communication links, bandwidth, protocols, intermediate devices etc.
This utility provides Network as a Service feature through high internet

speed.

iv. Power/Energy Resource is one of the most sought-after utility in cloud
computing. It consists of UPSs and multiple cooling devices used inside a
data centre. Since power consumption is extremely high in cloud systems,
various energy efficient techniques are proposed and applied to bring the

carbon footprints down.

v. Security is a high priority topic of concern in cloud data centres. To
implement reliability, trust and safety in cloud data centres, Security as a

Service is provided by this utility.

... Ph.D. Thesis by Swati Saxena 4



Chapter |
Introduction

1.4 ADVANCEMENT OF CLOUD COMPUTING

1950s- Distribution of a single computing resource among multiple users on a
sharing basis started way back during 1950s when mainframes were introduced.
Mainframes were not very economical for one-to-one use, hence, several users

were given ‘dumb terminals’ to access itS resources.

1970s- This decade was marked by the introduction of virtualization technology,
which took shared access of resources to an entirely new height. Virtualization
enabled multiple computing environments to play under one physical machine in

an isolated manner.

1990s- It started initially with telecommunication companies that allowed
customers to use a single common infrastructure on a shared basis. It offered same
service quality at a much-reduced cost. This led to various computing models as

mentioned below-

a) Grid Computing where large computational problems were handled using
parallel computing.

b) Utility Computing which commoditised computing resources and offered
them as a metered utility.

c) SaaS which offered access to computer applications and software on
network-based subscriptions.

d) Cloud Computing which offers computational resources on a utility-
payment basis, servicing multiple customers with dynamic workloads.

Present- The evolution of cloud computing is in its peak form. Various companies

are setting up their cloud infrastructure and providing it as a service to the
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consumers. Microsoft, Amazon, IBM, Salesforce and SAP are some of the top

cloud service providers today.

1.5 CLOUD COMPUTING BASICS

Cloud customers/users require cloud resources for their various applications.
Cloud resources are allotted to multiple users for their requirements keeping in
mind the availability. During this demand-supply cycle, certain quality standards
need to be maintained by the service providers in order to sustain their operations
and comply to their objectives. Cloud users specify their individual service quality
standards and are negotiated and agreed upon by service providers in specific
Service-Level-Agreements (SLASs). The entire functioning of cloud computing
essentially includes maintaining the equilibrium of resources demand-supply chain

along with honouring the specific SLAs.

The main entities in cloud computing scenario are —

Cloud Users/Brokers- They submit their application’s service demands to a
cloud data centre and expect allocation of resources and service processing as per
their specified SLAs. In return, they need to pay to the service provider for the
services and resources allocated to them. Cloud users can request services from

any data centre irrespective of their own location.

Cloud Service Providers- They employ various resource management techniques
to ensure service availability to various users. Their aim is to honour every aspect
of the agreed SLA for each user and maintain certain QoS. They also decide and
implement the pricing mechanism specifying how each service will be charged.

Other than this, a cloud service provider needs to maintain the resources
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accounting as how many are free, utilized, or are in demand. Load balancing a
data centre is a crucial responsibility and various balancing schemes are
implemented by the provider for the same. All in all, right from establishing a data
centre to its maintenance along with a fair and just servicing of users’ demands,

everything falls under the lap of a service provider.

Virtual Machine Monitor (aka Hypervisor) - It is a piece of virtualization
software that monitors the load on each VM, along with their availability and

resource requirements.

Admission Control- This entity allows or blocks a particular service request from
claiming resources, reasons ranging from non-availability of resources to load

unevenness.

Resource Allocator- It deals with the distribution of cloud’s resources among

multiple service requests, keeping in mind the economic feasibility.

Job Scheduling- An optimal scheduling strategy thrives for balanced resource
utilization along with the most favourable performance of the data centre. One of
the main scheduling issues in cloud computing is an efficacious employment of

cloud resources along with their fair distribution among users’ job.

Virtual Machines- A physical server hosts multiple homogeneous or
heterogeneous virtual machines to meet the growing demands of cloud users. They
typically increase the user base of a data centre and provide the flexibility to
combine various resources specific to service requests. Virtualization technology
enables running multiple VMs under one physical machine and is the heart of a

cloud data centre.
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Physical Machines- A typical data centre consists of hundreds and thousands of
computing servers which provide various resource utilities to satisfy the service

demands.

1.6 TYPES OF SERVICES IN CLOUD COMPUTING

There can be six classes of services in cloud computing as described below-

i. Software-as-a-Service - Cloud applications are provided via an internet in the
form of as Service. Cloud users access these application services using the
interface on the web browser without any installation or download. It is a well-
suited way to use the application software without any hassles. Every aspect of
cloud application, from maintenance and support to storage and networking, is
dealt by the cloud service provider. Examples of SaaS are Google Apps,

Salesforce, Cisco WebEX, etc.

ii. Platform-as-a-Service - This cloud delivery model is used for cloud applications
and other developments. It is a framework where cloud applications are developed
and/or customized. Applications developed from PaaS model inherit all the cloud
characteristics, such as, availability, scalability, failure tolerance, etc. The
advantage of using PaaS is that it automates business policies and reduces the
coding along with enabling application migration to other hybrid models. Some

PaaS providers are Apprenda, Amazon Web Services, LongJump, among others.

iii. Infrastructure-as-a-Service-This model is employed to acquire a data centre's
infrastructure such as storage, networking, compute, etc. It avoids the headache of
purchasing any hardware, instead, offers to use it on a rental basis. With laaS,

cloud users get a hardware base on which they can further install their required
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platform. Additionally, updation for new versions of these laaS models needs to
be done by the users themselves. Significant laaS players include Microsoft

Azure, Amazon Web Services, Google Compute Engine among others.

iv. Functions-as-a-Service - This can be an addition of a separate layer of abstraction
to PaaS where instead of dealing with virtual machines and application runtimes,
developers place their functional codes in the cloud to be triggered by some

events. It is an instantiation of server-less computing.

v. Integration Platform as a Service -In order to share cloud data between SaaS
and on-premise applications, certain connectors are required. iPaaS provides such

connectors and enable cloud users to map, transform, and integrate work data.

vi. Identity as a Service - It encompasses security related attributes of cloud data
centers. It uses cloud-based user profiles for authentication and facilitates access
to cloud resources based on user privileges and security policies. Example of

IDaaS providers are Okta, CA, Centrify, IBM, among others.

1.7 DEPLOYMENT MODELS IN CLOUD

Based on the deployment model, a cloud can be classified as-

a) Public Cloud- A public cloud lets a general user to access its resources,
like applications, storage, etc through internet. From a cloud user point of
view, public clouds offer the best possible economic scale as other than the
capacity of resources used, user need not pay for hardware, application or
bandwidth expenditure. However, it offers limited security and service

quality features, hence may not be suitable for every organization. Major
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players of public cloud are Elastic Compute Cloud (EC2) from Amazon,

Blue Cloud (IBM), AppEngine (Google) among others.

b) Private Cloud- Cloud data centres owned and maintained by a single
provider constitute a private cloud. These are costly to use as compared to
public ones but offers a variety of scalability, flexibility and resource
provisioning options. A tighter security and quality standards are provided

by private clouds and are usually adopted by large enterprises.

¢) Hybrid Cloud- Hybrid clouds are an amalgamation of public-private
clouds. Many organizations maintain a private cloud and use public ones
as and when required to tackle issues like over-loading, cost

considerations, dynamicity, etc.

1.8 CLOUD ENABLING TECHNOLOGIES

i. Virtualization- It is the process of emulating a software or hardware
environment and is completely transparent to a user. Virtualization is used to
create virtual machine, virtual networks, virtual data centres and virtual
storage disks. It is most commonly used in cloud computing to create virtual
machines by enabling a single physical server to run multiple homogeneous
or heterogeneous operating systems. A server machine running virtualization
software can manage multiple applications in a concurrent fashion, even on
different operating systems. Virtualization enables a data centre to

dynamically share its resources among different cloud applications.

ii. Scaling- Cloud data centres host many physical machines or servers,

connected via high speed networks. This helps in offering cloud services to
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users at a relatively low cost and allows great flexibility in efficient allocation

of cloud resources.

iii. VM Migration- This refers to the process of suspending the execution of a
virtual machine on a server, transferring it to a different server and restarting
its execution from the state it was suspended. VM migration is an important
routine practice in cloud data centres for reasons like load-balancing, power

conservation among others.

iv. Device Power Adjustments- Energy-smart cloud computing is the call of the
hour. This concern has led equipment vendors and processors manufacturers
to develop energy-smart hardware and devices. For example, Dynamic
Voltage Scaling (DVS) configures a CPU to reduce its clock speed and to
operate at high temperatures. This optimizes performance and reduces the

necessity of costly cooling devices in a data centre.

1.9 RESOURCE MANAGEMENT IN CLOUD COMPUTING

Resource management is the task of providing cloud’s resources, like storage,
compute and network resources to cloud users for their applications in a manner
such that it ensures optimum resource utilization and meets the stated
performance objectives of both the stake holders. A cloud user’s performance
objectives include service availability, application performance, cost
effectiveness and resources scaling to keep up with the dynamic demands of an
application. From the service provider’s point of view, performance includes
efficient utilization of cloud’s resources and profit maximization while adhering
to the SLA parameters. Given below are the essential functional units for

efficient resource management in cloud computing.
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i. Estimation of resource utilization- To maintain a cloud data centre’s
load balance and to manage its irregular service requests, it is essential to
monitor the individual and total utilization of different resource types.
Server virtualization is one of the pivotal technologies used in cloud
systems to increase resource utilization. It is already established that
cloud resources are embodied in virtual machine. Creation of a virtual
machine requires an operating system, certain number of processors,
storage, RAM and is connected through network ports. Software called
hypervisor, monitors the resource utilization of each resource type by all
VMs active on a physical server. VM Placement is the process of
selecting a host server with enough unoccupied resources to create a new
VM so that a new application request can be serviced without any
interruption. Thus, a VM monitor sitting on a physical server monitors
and estimates the availability of resources to decide whether a new job
demand can be granted resources or not. Virtualization improves the
overall utilization of cloud’s resources in a big way by scheduling them
with fine granularity. It also ensures adherence to quality standards as
each VM runs independently and individually with a proprietary
resource. Hence, one can safely say that virtual machine placement is a

key issue in resource management in cloud computing systems.

ii. Resource Demands Profiling- In a cloud computing scenario, it becomes
the responsibility of the service provider to meet the SLA parameters
along with ensuring a finer resource utilization. An over-provisioning of
resources can lead to SLA violations, whereas an underutilization of

resources may bring financial loss to the service provider. Virtual
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machines guarantee flexible and efficient resource provisioning by
migrating the machine state to another server. When a VM is placed on a
physical server, it is given resources like memory, input-output, CPU,
etc. The amount of resources allocated to each VM on a PM depends on
its current demand and can be increased or decreased in the future. In any
case, resource allocation must mimic the market scenario of demands and
should be dynamic in nature. Virtual machine migration is a key player in
allocation and/or reallocation of cloud’s resources by shifting a
single/group of VMs inside the data centre. It’s a way to balance load and
maintain an equilibrium with respect to resources, workload and energy

consumption. Additionally, it also honours SLA parameters.

iii.  Profit with pricing maximization- From a business point of view, cloud
services are means of delivering computing resources on a metered basis.
At present, laaS charges VMs on a rental time-slot fashion, whereas PaaS
charges VMs for both time and usage figures for bandwidth, storage and
API calls. The essential business model for laaS and PaaS providers
includes offering cloud services in a usage-based, static pricing manner.
However, in the recent past dynamic pricing of cloud resources is keenly
adopted by players like Amazon via Amazon Spot Instances. It has been
observed that resources utility can be improved by reducing their prices
during light loads and vice versa. On the same lines, Cloud Users would
like to obtain the lowest possible prices for the resources they want to
lease, thereby, minimizing their expenditure and maximizing their

profits.
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iv. Scheduling of Cloud Resources- In a computing environment with
hundreds and thousands of computing devices, each with varying degree
of resources, it becomes crucial to assign resources in a just manner
among incoming requests. In this regard, one looks forward to task
scheduling strategies which must be capable of servicing users’ jobs
while guaranteeing an optimal utilization of computing resources. Cloud
computing is a very dynamic computing environment. Here, the service
requests vary greatly in resource requirements and quality preferences.
Incoming tasks may include high priority requests with more computing
resources and stringent timing requirements, whereas, there may be some
tasks with flexible resource and quality demands. It, therefore, becomes
the responsibility of the service provider to compare different service
demands based on requirements, availability, cost, reliability, etc. The
service request with the maximum weightage is given preference during
resource allocation. It is observed that an efficient distribution of
resources and effective load balancing measures improve the overall
resource utilization to a great extent. Therefore, job scheduling in a cloud
data centre to improvise overall resource management is an important
research topic. Furthermore, as the service demands change, its
placement and configuration modules may also change in a dynamic
manner (VM placement/migration). This helps in predicting a realistic
estimation of future demands. This vital functionality is realized by the

Application Scaling and Provisioning functional element.
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REVIEW OF LITERATURE

A number of approaches have been discussed to improve live VM migrations in a
cloud datacenter for various purposes like implementing energy-smart techniques, making
cloud environment more fault tolerant and/or even load-balancing in an efficient manner.
Timothy Wood et al. [1] present a cloud system keenly observes resource usage on all
servers and decides to migrate a suitable number of VMs as and when required. Authors
in [1] favor VMs swapping in combination with migration for efficient load balancing.
Anja Strunk and Waltenegus Dargie [2] extend the theory of VM migrations by observing
the power consumption in a data centre and the migration duration. They claim that
network bandwidth as well as a VM's size effect energy consumption directly. These two

factors affect the performance of migrations considerably as explained in [2].

Pre and post-copy techniques of migration are studied extensively by Diego Perez-Botero
[3] for their appropriateness and operational concerns. A bundle of VM migration is
presented by Samer Al-Kiswany et al. [4] called VMFlockMS which is applicable for a
three-tier service. Check-pointing/recovery along with basics of trace/replay are
employed to reduce total migration time by authors Hai Jin et al. [5] after which, both the

old and the migrated virtual machines are brought to a steady state.

Authors Michael R. Hines and Kartik Gopalan [6] attempt to discriminate between pre
and post-copy migration techniques and put forward a self-ballooning dynamic scheme to
utilize unused memory. Their proposed method, however, is seen to degrade the
datacenter’s overall performance within the tolerable limits Alexander Stage and Thomas

Setzer [7] combine VMs according to their indistinguishable workloads and propose a
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resource and migration scheduling framework built on each group’s topology and

bandwidth requirements.

Erik Gustafsson [8] improves the existing migration technique by barring duplicate data
travel from the disk in order to quickly resume a newly migrated VM before the complete
memory relocation at the new host. VM migration in wide area networks is studied by
authors T. Hirofuchi et al. in [9]. An increase in carbon footprints and power usage of
cloud datacenters is a major area of concern nowadays. Likewise, data centre architecture,
called pMapper, is proposed by A. Verma et al. [20] which places VMs on servers after
carefully studying their cost and power usage requirements. A. Beloglazov et al. [11]
propose VM migration in groups so that idle or poor-utilized servers can be switched off.
This approach minimizes power consumption besides honoring the desired QoS
requirements. An ERP (Energy-Response Time Product) metric is presented for the same.
N. Bobroff et al. in [13] proposes VM migration in parallel to reduce SLA violations. To
cap the frequency of VM migrations, T. Ferreto et al. [14] prioritize VMSs on their steady
capacities. Most of the references cited here call for the need of a live VM migration
approach to lower down the service downtime and to honor the service-level agreement

(SLA).

Resources consumed by virtual machines, time taken for migration and energy-
consumption are some of the important factors which affect the live migration process as
suggested by Voorsluys et al. in [15]. The effects of virtual machine migration on XEN
machines is discussed by Diego in [16] and minimization of overheads incurred during
live migration is suggested. Wei et. al in [17] propose VMFlockMS, an application-level
solution, which discusses inter data-center virtual machine migrations in groups. A
strategy to initiate migration at the right time is proposed by Hai et. al in [18] to make it

more efficient, profitable and reliable. Pre and post copy approaches towards VM
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migration are researched by Boru et. al in [19], which suggests a method to increase the
migration speed by lowering down the migration volume. Replication is incorporated in
cloud data-centers as a tool to reduce migration latency and improve energy efficiency as
stated in [7] by Stage and Setzer. Power usage and energy consumption of servers are
studied by authors in [21, 22] where VM migrations are initiated with the aim to reduce
cost and carbon footprints of a cloud datacenter. Static and uneven dynamic user demands
in a data-center and planning of energy conservation based on these demands is discussed
by Deng et. al in [23]. Huang et. al [24] introduce dynamic grouping of servers and
virtual machines for placements and migrations and registers a reduction in SLA
violations. Importance is laid on VM placements in [25] by Jamshidi et. al that can
eventually reduce the need for further VM migrations thereby making data-centers more
efficient and stable. A detailed review of existing migration technologies, their
comparison is given by authors in [26, 27] and stress is laid on the need of a strong,
efficient migration technique that builds trust among users. Another technique to improve
resource utility is through consolidation of servers on the basis of their RAM and CPU
capacities. Same approach is considered by Hongyou et. al in [28], to lower down extra
energy-consumption with the introduction of a live migration technique based on local
information. VM migrations based on renewable energies using various resource

distribution techniques are considered in [28].

A study of heterogeneous workloads and implementation of live VM migration
techniques by consolidating these workloads is presented by Huang et. al to make energy-
smart data-centers. Implementation of a live migration technique using Amazon EC2
clone, Eucalyptus, is given in [29] by Riteau et. al with the aim to upgrade the energy
consumption in modern data centres. Most of the reviews discussed above attempt to

make migration as effective as possible, however, they either stress on energy-reduction
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or on improving migration statistics. A combined approach is lacking where not only VM

migration is improved but also ‘green computing’ is applied.

Extensive amount of references citing live migration of virtual machine are available,
analyzing the effects and behavior of migration on cloud data centers under changing
scenarios. Factors affecting migration latency and resource consumption are discussed in
[30] by Isci et. al and an improved migration approach is proposed based on the various
workload characteristics and different hypervisor configuration. To achieve parallelism
for higher efficiency rate, Kikuchi et. al in [31] call for migration of multiple virtual
machines. Resources availability is a major concern for better migration results; hence,
their accurate forecasting can bring a major improvement in virtual machine migration.
This very fact is studied by authors in [32, 36] where an application’s behavior with the

availability of different types of resources is correlated.

A framework for live VM migration is given in [33] by Akoush et. al to study all the
performance metrics. It is often seen that the choice of victim virtual machine for
migration significantly reduces the migration as well as the service downtime. Anala et. al
[34] lays out all the key aspects of live migration. Energy consumption and conservation
are significant research topics in cloud computing now-a-days. A combination of energy

efficiency along with efficient virtual machine migration is studied by Keijang et. al [35].

It is seen that compression and layered copying significantly lowers down the migration
data volume and migration time, which results in a better cloud performance as
implemented and verified using Xen VMs by authors Hai et al. in [42]. To minimize the
power consumption while maximizing the utilization of cloud resources, an energy-aware
heuristic is given by Zhibo and Shoubin in [37]. Failures in cloud data centers including
network failure, VM failure and their effects on a data centre’s performance are discussed

by Xiaodong et. al [38]. A scheme to determine an appropriate PaaS provider for an
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application with a specific resource requirement is presented by Gultekin and Vehbi [39].
To use cloud resources in the most appropriate way and to handle different demanding
virtual machines effectively, Eric et’ al [40] applies Dominant Resource Fairness
Mechanisms. To combine numerous virtual machines on a multi-core computer, a layered
resource management system is offered by Zenxiang et. al [41] and registers significant
improvement in performance. To sustain the agreed QoS parameters values along with
boosting the revenues, Garg et. al [43] put forth an admission control and scheduling
mechanism which allocates cloud resources in a well-planned manner. A quadratic
assignment approach, to reduce additional data centre traffic caused by live migrations, is
proposed in [44] by Zeng et al. It also reduces congestion hotspots. To curb ever
increasing network traffic and migration duration, an attempt has been made by
presenting combined VM placement and migration algorithm by Shihong et. al in [45].
Also, for the same purpose, data likeness of replicated virtual machines is exploited in

[46] by Balazs et al.

Majority of literature review in VM migration [30-46] examine live virtual machine
migration from performance point of view but concentrates less on migration volume,
duration, bandwidth and service downtime. These metrics not only decide the fate of a
data centre’s performance but also their optimization is required to study the migration

statistics.

In order to improve the migration scenario, researchers need to go back and analyze when
and how virtual machines are allocated to physical machines. For instance, VM allocation
considered by Zaman and Grosu in [47] where a comparison has been made between the
fixed-price and auction-based allocation scenarios. An important way resources can be
managed inside a data centre is by switching off the servers which are under-utilized.

This not only minimizes energy consumption but also maintains a healthy power-
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performance trade-off as given by Khazaei et al. in [48]. VM placement has mostly been
considered as a bin-packing problem by authors in [49, 50] and its feasible solutions
include server consolidation as proposed by authors in [50, 51]. Using similar approach,
ant colony optimization-based consolidation algorithm is proposed by Yonggiang et al.
and compared with greedy based algorithm in [52]. It is the responsibility of a cloud
provider to shrink the operational cost of a data centre, build profits in terms of revenues
and guarantee the service level agreement parameters. To analyze VM placements, it is
imperative to study VM migration in an extensive manner. Among all the different types
of resources available in a cloud system, communication resources are the most crucial
ones. In order to reduce communication delays and improve QoS, data replication is
proposed by authors in [53, 54]. About a dozen and a half existing VM placement
algorithms are compared by Kangkang et al. for varied objectives like to cut back job
execution time of the incoming VM [55] using a knapsack-based placement proposal. A
parallel live migration is suggested by Xiang et al. in [56] after a comparative
investigation on Xen and KVM machines. One can also reduce the frequency of
migrations by setting up VMs as per their steady capacities as suggested by Tiago et al. in

[57].

A detailed research on cloud migration is carried out by Jamshidi et al. in [58] where
efforts are being taken to reduce communication delays by routing the user’s traffic which
is close towards the resources in the datacenter. To serve static as well as dynamic user
demands, Energy-Response time Product (ERP) is applied for evaluation of server farm
management policies in [51] by Anshul Gandhi et al. and an optimized VM placement
algorithm is proposed in [59] for expected and time-dependent loads by Wubin et al. A
considerable improvement is registered by placing VMs and their images on the same

server as it greatly reduces communication overhead during migration as suggested by
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Meng et al. in [60]. Statistical multiplexing is used in [61] by Weiming et al. to
consolidate multiple VMs and provision them together. A bi-level runtime
reconfiguration scheme, proposed by Hing et al. in [62], is used in a vector arithmetic
model which upgrades resource utilization and brings down the total migration time by
implementing local adjustments and parallel migrations. Same problem is dealt by authors
in [49] by considering it as a classical bin-packing problem and using greedy approach to
solve it. For optimum resource utilization and reduced energy consumption, a two-stage
heuristic algorithm is put forth by authors in [50] which address the issue of VM
incorporation followed by its consequence on performance. A multi-objective VM
placement strategy with reduced power consumption, lesser delay and improved server
efficiency is detailed out in [63] by Kao et al. To guarantee improved QoS and more than
expected revenues, authors Addya et al. in [64] propose a hybrid queuing method for VM
placement. Nowadays, a burning issue in cloud datacenters is energy conservation
strategies. Energy-smart placement techniques aim to reduce the mounting power
consumption by either consolidating servers, as given by Khalilzad et al. in [65] and/or by
using genetic algorithms as proposed by Liu et al. in [66]. Scheduling techniques
commonly used in a cloud environment are discussed in [67] by authors Yousefian and
Zadnavin with the improvisation in certain key performance factors such as response
time, resource utilization, etc. Further, F Nadeem in [68] a comparative study of multiple
cloud service providers is sketched out based on their merits and demerits with respect to
services quality. Most of the references pertaining to an effective VM placement consider
only one or two objectives, either energy efficiency or maintaining QoS as declared by
authors in [51, 54]. Most of the work done in this line considers placement as a classic
bin-packing problem and tries to solve it using best-fit or first-fit approach [52, 55]. It is

seen that considering placement as a multi-dimensional problem may solve many

4... Ph.D. Thesis by Swati Saxena 21



Chapter Il
Review of Literature

highlighted issues. A careful consideration of heterogeneity in virtual machines can
improve placement issue to a great extent by reducing unnecessary migrations and power
consumption while maximizing resources’ utility. VM placement with the objective of
load balancing in a data centre comes with its set of challenges. However, this also leads
to resources being used in a disproportionate manner in a data centre, usually due to a
mismatch between a VM and its host as given by Randles et al. in [69]. To prevent such
scenarios, load balancing techniques have been introduced which not only maintains an
even resource utilization among the PMs, it also ensures scalability, reformed response
time and strength as given in [70] by Kansal and Chana. In this regard, a genetic solution
is proposed by Hu et al. in [71] to map the VMs and PMs by balancing load and avoiding
unnecessary migrations. It is implemented on a hierarchical structure and uses historical
data to choose the best host for a VM. The downfall of this method is its complexity. An
ant colony based optimized load balancing technique is presented by Wen et al. in [72]
which achieves lesser migrations, better load balance and less SLA violations. However,
it is unsuitable for large data centres as it operates on few servers. Moreover, only CPU
resource is considered as a host’s load which further reduces its advantages. An initial
VM placement method proposed by Huang et al. in [73] maps VMs to PMs using
probability approach and relieves hosts from over-loading. This technique provides useful

results to balance the load but does not consider migration scenarios in a data centre.

A dynamic and integrated resource scheduling scheme is propositioned by Tian et al. in
[74] based on queues system which selects the front VM in the queue to place on a host.
DAIRS, however, does not consider communication cost in a data centre to place a VM.
A hybrid placement algorithm is proposed, in [75] by Thiruvenkadam and
Kamalakkannnan, to reduce the number of migrations by balancing VMs on servers.

Based on 2 phases, this hybrid technique uses a heuristic approach to place VMs in the
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first phase and later optimizes their placements using a meta-heuristic algorithm. With the
aim of servicing as many user requests as possible, an ant colony based VM load
balancing method is presented by Cho et al. in [76] which considers multiple
heterogeneous VMs and allocates them dynamically in a meta-heuristic strategy. It

considers rejection of VMs which is not a possible scenario in data centres today.

A distributed architecture-based resource management technique is presented by Yazir et
al. in [77] that tightly couples node agents with PMs and uses a multi-criteria based
placement strategy. It however, considers only usual criteria for comparing possible hosts
and ignores SLA violations. Resource allocation techniques [78] have been suggested by
Bennani and Menasce, for non-virtualized data centres consisting of two layers of agents,
namely, local and global. Based on separate analytical models, these works use resource
demands prediction methods. Authors in [78] apply queuing theory and combining it
with decomposition learning approach. Allocation work presented by Das et al. in [79]
introduces a commercial computing system called Unity for non-virtualized data centres
based on layered architecture and utility model. Virtualization brought the resource
utilization problem into the main stream with the 2-level agents getting encased into
virtual machines. Research works outlined by authors in [80, 81] use centralized methods
of resource distribution and are applicable in virtual data centres. Migration overhead is
given due weightage by H N Van and Tran in [82] and is used as an important parameter

to elect the most suitable host for VM placement.

Cloud computing services are fulfilled by renting resources on a timely fashion. Due to its
various benefits like cost-efficiency, low maintenance, improved flexibility, etc, it is a
lucrative offer for cloud users. Nevertheless, a cloud-based system must make certain a
genuine, equitable and cost-effective distribution of its resources among users. For the

same, a non pre-emptive asset evaluation and distribution scheme is given by Jain et al.

4... Ph.D. Thesis by Swati Saxena 23



Chapter Il
Review of Literature

[84] for batch jobs. It also claims to guarantee economic profit to the service provider. An
admission control and job scheduling procedure is presented by Garg et al. in [85] whose
active players are cloud users, a SaaS provider and a public laaS, and it lessens the cost of
a service provider while enhancing user’s experience. A resource assignment solution
based on the Dirichlet multinomial model is set forth by Yanping et al. [86] to reduce
computing cost among others. Combinatorial auctions are put forward by Haoming et al.
[87] assuring cost-efficiency and veracity using price vector space. Another alternative is
given in [88] by Xuelin et al. which integrates Double Auction technique. Christos et al.
in [91] details out an extensive list of SLA-based resource management and allocation
strategies. Resource allocation strategies detailed out by Wang et al. in [89] make use of

periodic auction to go with the dynamic user requirements.

N. Ani Brown Mary et al in [90] surveyed multiple QoS parameters in cloud computing
to discuss about their strengths and weaknesses. A novel job admission policy is
presented by Dhok et al. in [92] which consider an overload threshold value for decision
making. Resource management problems are targeted by Bo An et al. in [93] for the
purpose of making revenues. Bo et al. in [93] also employ negotiation strategies between
a service provider and users to further enhance the benefits of their proposed allocation
mechanism. Chaisiri [94] combines Benders decomposition with sample-average
approximation to address some of the reservation-based allocation issues. Further,
Haiyang and Medhi [95] present a multi-time period optimization model to turn off
servers for specific time durations and thus, lower down the expenditures of a service
provider. Also to prevent untrue bidding behaviours of cloud users, Zhang et al. in [96]
put forward a truthful resource auction which imitates the requirement-demand curve of
different resources. Majority of the researchers prefer online truthful auction mechanisms

by either maximizing service provider’s revenue or minimizing their operational cost.
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In the cloud computing environment, the mounting of cloud jobs may result in uneven
and unfair utilization of cloud resources, resulting in escalating computing cost and
carbon emission. To address this issue, job scheduling is seen as an effective tool to make

use of cloud resources in an efficient manner.

To reduce the power consumption, a decision framework is developed by Makkes et. al.
[97] which monitors the energy consumption of both local and remote sites and
accordingly decides to transfer data between them. This movement of data from one site
to another, however, will increase the transmission overhead; hence, the proposed idea
does not give a very favorable result. Another approach presented by Chen et. al. in [98]
manages cloud resources based on personalized user requirements and resources runtime
behavior?. This approach requires full knowledge of incoming jobs which is highly
unlikely in a cloud environment. An analytical model of resource management based on
the patterns of user requests is proposed using cache nodes to service the requests of
identifiable jobs in [99] by Sithole et. al. However, the feasibility of recognizing user
patterns in a diverse environment like cloud computing still needs to be proven. Among
all the processing data, research data is of prime concern and Waddington et. al [100]
focus on its storage and issue concerning its preservation. Conventional approaches to
scheduling are differentiated with a priority-based scheduling system in [101] by Agarwal

D and Jain S, which is characterized by the dynamic property of a cloud job.

Factors effecting the energy consumption in a cloud data-center are analyzed in [102] by
Liu et. al to increase energy efficiency without adversely affecting its performance and
QoS parameters. Multi-objective based scheduling methods are proposed by authors in
[103, 104] where authors assign job deadline as the highest priority. On the other hand,
dynamic programming concepts are employed by Ghanbari et. al [105] for scheduling

cloud jobs with varied execution time requirements.
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A new insight dealing with virtual machine pre-emption is given by Ghanbari and
Othman [105] in order to accommodate multiple jobs in a concurrent manner. This
technique, unfortunately, increases the workload as it requires extensive tracing and
synchronization mechanisms. One of the main objectives of task scheduling is efficient
power consumption which can be realized by using genetic algorithms based on
MapReduce in [106, 107]. Likewise, in [108] authors Waldspurger et al. used a genetic
algorithm along with artificial neural networks to schedule tasks in an optimal fashion.
References related to job scheduling aim at lowering down the energy consumption or
operational cost leaving a lot of scope for further improvement in the said direction. The
basic idea of scheduling, however, is to effectively reduce operational time while

servicing most of the incoming requests.

Admission control is a common practice employed in data centers to filter out service
requests which are not feasible to implement due to performance or availability
constraints. In the context of cloud computing, resources are provided to cloud users as a
service commodity as stated by authors in [111, 112]. These offered services are guided
by the service level agreement (SLA) duly agreed upon by both the users and the cloud
provider which defines the quality parameters expected during the service processing.
Chen et al. [113] explains that incoming requests arrive at an uneven rate which makes it
difficult to expect the future workload of a data center. The mechanisms of admission
control are generally categorized as either request-based or session-based. The core idea
behind session-based admission control is presented by Elnikety et. al in [114] which
form the basis for many admission techniques originating from session-based. Yet
another feature of admission constraint is given in by authors in multi-programming level
which limits the number of simultaneous requests that can be handled by a data center in

[115, 116].
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A typical cloud service provider tries to maximize its profit by allowing as many service
requests as possible which can result in SLA violations. However, a common practice is
that these violations need to be proved by the user’s side for penalty to be implemented.
Many admission control mechanisms do rely on future estimation of service workloads
based on a non-linear regression model as stated by Heiss et al. in [117]. This may work
for web-based cloud applications [118] but not for all. In such cases, the probability of an
incoming service request depends on its previous occurrences. A profit-oriented
admission control technique is presented by Tozer et al. in [119] which work well for
optical networks. Machine learning has also been attempted to use in admission control
implementation [17]. For example, Tozer et. al in [119] use a regression tree to reduce
error pruning. Almost all of the admission control methods discussed above look into

either one kind of attribute like performance, profit, sessions (etc.).

Work presented by various authors in [130], [131], [145] have discussed various security
issues in cloud computing. Risk compliance and security aspects of cloud’s service
delivery models are studied by Subashini and Kavitha in [129]. On same lines, Kamongi
et. al. [144] developed a risk model for the cloud which failed to cope with existing
compliance standards. Statistical study highlighting, the cloud service providers adapting
cloud security standards, is discussed by author Dr. Jorg in [127] which raises questions
on the cloud's capability of handling potential threats. Further it also addresses the
practical concerns of cloud users while choosing a potential cloud service provider. The
cloud computing reference architecture presented by authors in [127, 133] categorizes the
potential privacy and security policies with respect to the interest of a cloud provider. The
IT compliance model given by Dr. Jorg in [127] highlights network and IT infrastructure

and electronic data processing. To make cloud service models transparent, security
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controls and the compliance model is maintained so that consumers and end users receive

a reliable data protection in the cloud.

Cloud data centers enable customers to use computing services, platform and
infrastructure with high efficiency and user-friendly billing system [146]. Unfortunately,
data centers suffer from high computational cost due to increasing power and energy
consumption as stated by Katz in [149]. This calls for the development of certain
optimization techniques to handle and reduce the increase in energy consumption without
adversely affecting the reliability and efficiency of data center resources like computing,
storage, bandwidth, etc. as given by Kliazovich et al. in [154]. As far as the energy
consumption scenario is concerned, it is observed in [148] by Popovic and Hocenski that
IT and networking equipments consume nearly 50% of the total power used in a data
center. Further, Li Shang et al [150] states that approximately half of such energy
consumption is due to the data traffic inside a data center. A large body of work,
concerning energy efficiency in cloud data centers considers that datacenter
infrastructures are underutilized [152]. Among all the solutions offered, the Dynamic
Power Management (DPM) method puts idle equipments into sleep mode as given in
[152] by Lin et al, whereas Dynamic Voltage and Frequency Scaling (DVFS), given by
authors Horvath et al. in [153] explores the connection between power consumption P,
supplied voltage V, and operating frequency f. It is seen that voltage and frequency
reduction has a direct impact on the power consumed. Further, power consumption of a
server is also associated directly with its CPU utilization and memory. According to the
work done by Fan et al in [157], the power consumption of a server in an idle state is
approximately about two-thirds of its peak state power consumption. Power consumption
in switches is constant for chassis and line cards, however, energy consumed by the ports

depends on the communication traffic as declared by authors in [156, 159].
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Data replication models also help in optimization of data center energy as stated by
various authors in [150, 151, 155 and 158]. DCell, a recursive topology, is studied by
Bilal et al in [160] and it is seen that it provides better scalability and robustness as
compared to fat-tree. Research studies concentrating on energy efficiency emphasize on

load balancing and voltage-frequency trade-offs in switch-centric data center architecture.
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CHAPTER I

LOCATION-AWARE VM MIGRATION IN CLOUD
ENVIRONMENT

3.1 INTRODUCTION

The popularity of cloud services is attributed to the technique of virtualization.
Virtualization technique detaches hardware from software components on a server
and enables more than one heterogeneous OS instances to run on a single server.
Hypervisor (or VMMonitor) supervise the virtualization procedure. As the guest
operating system is not bounded by the hardware, so it is possible to shift it from one
physical machine to another. This phenomenon, known as VM migration, is an
important function of a cloud data center. VM Migration is a practical performance
enhancing feature of a cloud system. It strengthens fault tolerance, workload-balance
and saves power by shutting down under-utilized servers. A key aspect of migration
is that the application or its processes are unaware of the shifting process, thus,
infusing the notion of transparency. Modern data centers prefer ‘live’ migration over
‘stop-and-copy’ one, where a migrating VM is stopped to copy its contents from
source to destination host. Live’ migration offers a lower service downtime as

compared to the other variant.

The migration technique proposed in this chapter works well in a clustered data
centre and improves performance parameters like migration time and service

downtime significantly.
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3.2 LOCATION-AWARE VM MIGRATION

The proposed live migration technique considers clustering of physical machines
(PMs) based on the ‘application type’. This means that all the PMs servicing same
or similar applications are grouped under one single cluster. Next, we choose a
virtual machine (VM) for migration and call it as “victim’ VM; it is usually the
most demanding VM on an overloaded PM. Thereafter, a destination PM is
selected to host the migrated VM. It accesses the profile file and execution log of

the victim VM and synchronizes its functioning at the new destination host.
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Figure 3.1 Proposed Data-center Topology
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As a last step, the ongoing input-output requests are directed towards this new

host. Characteristics of the suggested migration scheme are given as-

a. Topology- A three tier fat-tree topology as implemented in most of the modern
data centres is considered to take advantage of low-cost switches, scalability and

contention prevention. The adopted topology is demonstrated in figure 3.1.

b. Clustered Environment- Clusters are formed depending on the type of
applications processed by physical machines. Virtual machines, belonging to the
same or similar applications, have identical memory images, so they can be hosted
on PMs which form one cluster. Further, we are restricting VM migrations within
its own cluster, so as to take full advantage of identical memory images. This
reduces migration volume as well as migration time. The decision to restrict VM
migration inside its cluster makes it a location-aware migration. Advantages of
using location-aware migration are- IP address of a migrating VM need not
change after migration, network disk need not be transferred during migration and
very less amount of memory image needs to be migrated, as the destination PM in
the cluster also has an identical image of the migrating virtual machine. This
migration approach can also be seen as location-restricted virtual machine

migration.

c. Selection of source host, destination host and victim VM- This step selects a
source host which is overloaded and needs load shedding, a destination host which
will host the migrated virtual machine and a ‘victim’ VM which is migrated from

a source host to a destination host for load-balancing.

i.  Selections of an overloaded source host- Physical machines in a cluster are

continuously monitored for any sign of overload. This includes a sudden spike
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in a VM’s traffic suggesting an increase in its I/O activity in case of a heavier
load application or a spike in CPU or RAM usage. We are monitoring the
utilization of four resources namely CPU, disk, memory and bandwidth
resources of each physical machine. Suppose a single PM is hosting ‘n’ active

VMs, each with its maximum resource capacity/demand as given below in

table 3.1-
Table 3.1 Example of VMs demands on a single server
Max Demand CPU Memory Disk B/w
VM al b1 c1 d
VM: a bz 2 da
VM, an bn Cn dy
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Let the total capacity of a PM w.r.t the four resources be A (CPU), B (Memory), C
(Disk) and D (Bandwidth). These n VMs will be hosted by a PM iff equation 1

holds true.

na..< nbi<B ncv< ndi<D
PRI RLIYS L) .. (1)

An overloaded PM will exhibit a characteristic as shown in equation 2 below-

D> a, =Al > b =B| Y c,=C|Yd =D
i=1 i=1 i=1 i=1 . (2)

Also, total load on a PM; caused by active VMs, at any instant, will be calculated

as
Load (PM;) = Ocpy + Omem + Odisk + Onet .. (3)

In equation 3, Ocpy, Omem, Ouisk and One are the total utilization ratios of CPU,
memory, disk and network bandwidth respectively by all active virtual machines
on any PM; and their individual values range from 0 to 1. For example, if all the
active VMs are using its host memory up to their maximum demand (i.e.
b1,ba,....,bn) then Opem is kept at 1. For cases where a particular resource is not
utilized, ®mem is kept at 0. Moreover, load calculated in equation (3) range from 0
to 4. Accordingly, a threshold value of 3.5 is chosen to declare a physical machine
as overloaded, i.e., if the load on a physical machine is equal to or exceeds 3.5, it

is taken as ‘overloaded’ else not.

. “Victim’> VM for migration- One of the crucial task during migration is to
find out the VM(s) which can be migrated. In this chapter, we are considering

the migration of a single virtual machine terming it as a ‘victim’ VM. An
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active virtual machine, whose load on its overloaded host is the maximum, is
selected for migration. To choose a victim VM, we calculate the load incurred

by each VM on a PM as-

Re sources consumed by a VM
Load incurred byaVM onaPM _ Re souce demanded by a VM

.4

iii.  Selection of a destination host- To choose a destination host, we maintain an
‘availability’ graph of physical machines in the cluster whose resource
availabilities satisfy the migrating VM’s requirement constraints. These
available physical machines constitute the nodes of the graph and the edges
represent the distance between them. This graph will include the source host

as well. Consider the graph shown in figure 3.2 below.

P
: ! Pivlh
PI2 -

1., b ) P2

Figure 3.2 ‘Availability’ graph example
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In figure 3.2, the source host is PM3 and VM11 is the migrating VM. All the other
nodes represent physical machines which satisfy the resource availability criteria
of the migrating VM, i.e., all these PMs (PM1, PM2, PM4, PM5 and PM6) can
host the migrating VM. In order to select the best possible destination host, we
consider the distance from source host to all other available hosts. As is shown in
the figure 3.2, PM3 is directly linked with PM2 and PM4 with distance 7 and 2
respectively. With the aim to reduce the migration time, we select the minimum
distance of the destination host from source host PM3 and hence, PM4 is chosen
as the destination physical machine. Note that all these PMs belong to a single

cluster.

The destination host machine retrieves the profile file of victim virtual machine
from Network Attached Storage (NAS) device. Profile files (*.nvram files) of
virtual machines contain the data-blocks which are required at boot-time and
application startup time. They assist in reconstructing the full image of the victim
VM at the destination host machine. Next, the execution log of the victim VM, up
to the latest checkpoint, is transferred from source host machine to the destination
host machine. This helps in synchronizing the victim VM at the source host with
the newly started destination VM. So far, the source VM is servicing the input-

output requests of the cloud customer.

d. After the completion of step 5, the new migrated VM at the destination is in a
position to service the input-output requests of cloud customers. At this juncture,
source VM is stopped and all input-output requests are directed to the new VM at
a new host. If the requested data is not available with the new migrated VM, then

it is requested from the old VM at the source machine on a higher priority basis,
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reflecting the pull phase of traditional migration. The diagrammatic view of the

proposed procedure is shown in figure 3.3.

Network Attached Storage

@ () profe e ranster

Destination Physical Machine

Physical Machine Clusters

Figure 3.3 Proposed Live VM migration Technique
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3.3 SIMULATION RESULTS

The proposed location-aware virtual machine migration technique is simulated
using NS3 and compared it with migration in a non-clustered environment. Figure 3.4
shows the proposed live virtual machine migration in a clustered data-center
consisting of 12 physical machines while figure 3.5 shows non-clustered data-center
with multiple physical machines. For simplicity, figure 3.5 shows only source and
destination host machines. The data-rate considered in non-clustered data-center is
1Gbps with a delay of 2ms whereas in clusters it is taken as 100 Mbps with 6560ns
delay. VM image size is same in both the scenarios, taken as 1024 bytes. Both source
and destination physical machines are assumed to be containing single virtual

machine.

'] 2 5 £ 3 T
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Figure 3.4 Clustered Data Center Topology
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Figure 3.5 Non-Clustered Data Center Topology

Figure 3.6 compares the RTT during migrations in a clustered and non-clustered
scenario. As the proposed migration is taking place within cluster, its round-trip time
is lower than the non-clustered migration, thereby, making proposed migration faster.
The migration technique is seen to bring down the total energy consumption of a data

centre as seen in figure 3.8.

Energy consumption is calculated with respect to time in the experiment. Intra-
cluster migration takes lesser time than inter-cluster migration, therefore resulting in
reduced energy consumption inside a cluster. Faster migration in clusters also enables
a source host to switch off early as compared to delayed VM migrations in non-

clustered data-centers as,
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Figure 3.6 RTT comparison
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Figure 3.7 Latency comparison
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Figure 3.8 Energy consumption

Thus, the above performance claims show that the proposed location-aware

migration is more advantageous than the one in a non-clustered data centre.
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CHAPTER IV
ENERGY-EFFICIENT VM PLACEMENT

4.1. INTRODUCTION

VVMs are software extensions of physical machines. A single physical machine can
generate many virtual machines and hence, can service multiple users. These VMs
exhibit fluctuating behavior in terms of resource usage and specifications leading
to disproportionate resource utilization in physical machines. This load imbalance
on a host degrades its performance and violates many SLA features. Hence, an
effective virtual machine placement technique is required to maintain an even load
in the data centre. VM placement chooses a physical server to allocate an
incoming VM so that the resource demands of the VM are satisfied by availability
with the server. An efficient placement avoids frequent migrations and refine the
performance features in cloud computing.

This chapter presents two VM placement techniques implemented on three-tier
DC architecture, namely a profitability-aware placement technique and a load-

aware placement technique.

4.2. PROFITABILITY-AWARE VM PLACEMENT

The proposed placement technique ensures fair deal and higher profit to the cloud
service provider, along with uninterrupted service availability to the cloud user,

using the concept of clusters.
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4.2.1 System Model and Problem Definition

In order to implement the proposed profitability-aware VM placement, we
follow the ‘divide and conquer’ approach by considering a data center consisting
of six queues (Q1 to Q6) and six clusters (C1 to C6). In general, for ‘k’ types of
resources there will be 2% queues and clusters. At present we are considering three
types of resources, namely CPU (MIPS), memory (MB) and 1/O (B/sec), hence, 6
queues and clusters. These queues will hold incoming VMs as per the membership
criteria while clusters contain PMs. Each VM’s demand vector D will enter any
one of the six queues based on its resource requirements. Similarly, each physical
machine in the data center will be allotted to one of the six clusters based on its
resources availability. If the resource availability of a PM changes, due to a VM
placement or migration, the said PM will be re-allocated to a new cluster as per
the resource availability/membership criteria. Queue Q1 is considered to have all
demand vectors (D), with highest processor demand and lowest I/0O demand. Q2
consists of all VMs whose processor demand is the highest and memory demand
is the lowest. Q3 consists of all VMs whose memory demand is the highest
whereas processor demand is the lowest. Q4 consists of all VMs whose memory
demand is the highest whereas 1/O demand is the lowest. Q5 consists of all VMs
whose 1/0 demand is the highest whereas processor demand is the lowest. Q6
consists of all VMs whose 1/0 demand is the highest whereas memory demand is
the lowest. Table 4.1 describes the membership criteria for queues and clusters.
The comparison of highest or lowest resource demand of a VM is done within the
vector by comparing its direction cosines and is irrespective of other incoming

VVMs. For example, consider a demand vector D as shown below-
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"

VM5 20 g | 25 100

Here VMiq is VM5, processor demand (P) is 20, memory demand (M) is 9,
I/0 demand (1/0) is 25 and rental price (RP) to be paid is taken as 100. Direction

cosines of vector D are as follows-

COS & =&=£=0.601
D 33.25
D
cosﬂ:—yzizo.zm
D 3325
COSy = D, = 2> =0.751
D 33.25

As is evident after calculating the direction cosines that vector D has
highest 1/0 demand (0.751) and lowest memory demand (0.270), hence it will be
allocated to queue Q6 (Refer table 4.1). On similar lines, all physical machines
whose processor availability is the highest and 1/O availability is the lowest will
be clubbed together in C5. Cluster C3 contains all PMs whose processor
availability is the highest and memory availability is the least. Cluster C2 contains
all PMs whose memory availability is the highest and processor availability is the
least. Cluster C6 contains all PMs whose memory availability is the highest and
I/0 availability is the least. Cluster C1 contains all PMs whose 1/0 availability the

highest and processor availability is the least. Finally, Cluster C4 contains all PMs
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whose 1/O availability the highest and memory availability is the least. As an

example, consider the availability vector A as

PM7| 20 50 60 4

"

This availability vector A belongs to PM7. Its available processing
capacity is 20, memory available is 50 and 1/O availability is 60. It is hosting 4
VMs already. Based on this information, PM7 will be allocated to cluster C1 as
PM7 has highest I/O availability and lowest processor availability (Refer table
4.1). As is evident, every VM’s demand D in Q1 will be forwarded to cluster C5
for efficient placement. Similarly, VMs from Q2 will go to C3, VMs from Q3 will
go to C2, from Q4 VMs are forwarded to C6, from Q5 VMs are forwarded to C1
and Q6 VMs are forwarded to C4 for placement. Forwarding a VM’s demands to
a designated cluster, based on resources availability, ensures efficient resource
provisioning (objective (i)) and effective resource utilization (objective (v)). An
important step to note here is that VMs, in each queue, are sorted as per the rental
price (RP) offered, before forwarding them to their respective clusters. This step
ensures that in each queue, VM which is offering the highest profit (or rental
price) will be serviced first for placement. Hence, we term this placement
technique as ‘profit-aware’ VM placement and this step ensures fulfilment of
objective (iii). Figure 4.1 exhibits the system model used for the proposed

placement mechanism,
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Figure 4.1 System Model of proposed VM Placement algorithm
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Table 4.1 Description of Queues and clusters

Queue name

VM’s property

Linked Cluster

Cluster’s property

Q1

Highest demand- P

Lowest demand- 1/O

C5

Highest availability- P

Lowest availability- 1/O

Q2

Highest demand- P

Lowest demand- M

C3

Highest availability- P

Lowest availability- M

Q3

Highest demand- M

Lowest demand- P

C2

Highest availability- M

Lowest availability- P

Q4

Highest demand- M

Lowest demand- I/O

C6

Highest availability- M

Lowest availability- 1/O

Q5

Highest demand- 1/0

Lowest demand- P

Cl

Highest availability- 1/0

Lowest availability- P

Q6

Highest demand- I/0

Lowest demand- M

C4

Highest availability- /O

Lowest availability- M

Table 4.2 (a) and 4.2 (b) describes the various parameters which are used

in proposed system model, in terms of the average resources available in each

cluster and average resources held in each queue respectively. VMs are

dynamically allocated to queues based on the criteria explained above.
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Clusters

C1
C2
C3
C4
C5
C6

P
10
7
18
17
13
10

M

15
11
12
17
11
14

Table 4.2(a): Parameters of System Model used
Average amount of resources available

/O
18
8
14
18
8
9

Queue

Ql
Q2
Q3
Q4
Q5
Q6

Table 4.2(b): Parameters of System Model used

Average amount of resources held

N O & N N OO T©

M

=~ W o0 N U

/0

O 0 A NN DN

Problem is defined as given a cloud datacenter with m heterogeneous

physical machines and n heterogeneous virtual machines, VM placement refers to

selecting a suitable PM to host an incoming VM such that the resource

requirements of the VM are completely satisfied by the chosen PM. It may happen

that more than one PM may meet the resources availability criteria. Hence, the

proposed placement mechanism chooses a candidate PM using the multi-attribute

utility theory. Demand vector D states the resources requirements (figure 4.2). As
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mentioned earlier, P refers to CPU demand, M refers to memory demand, 1/0
refers to input-output demand and RP refers to rental price which will be paid by
the cloud user once his resource demands are satisfied. On the other hand,
resources in a physical machine are also represented by 2 vectors, namely,
resource availability vector (A) and resource utilization vector (U) (figure 4.3 (a)
and (b)). In figure 4.3 (a), PA, MA and I/OA refer to CPU availability, memory
availability and 1/0O availability respectively. In utilization vector U shown in
figure 4.3 (b), PU, MU and I/0OU refer to CPU utilized, memory utilized, and 1/0

utilized respectively.

Objective- Our objectives, behind proposing a new VM placement technique, are-

i. Efficient Resource Provisioning
ii. Dynamic Load Balancing
iii.  Profit guarantee to the cloud provider
iv. Reduced VM Migrations
v. Effective Resource Utilization

vi. Faster Placement of VMs or reduced placement time

VMid P | M |0 | RP

Figure 4.2 Demand Vector, D, of an incoming VM
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PO A WA OOk | PR

Figure 4.3 (a) Resource Availability Vector, A, 4.3 (b) Resource Utilization Vector,
U

Profitability-aware VM placement starts with cloud users who submit their VMs’
demands (D) in one of the designated queues dynamically. Every queue is then sorted
in decreasing order of the rental price offered in the demand vector. An entity called
virtual machine dispatcher (VMD) fetches the front VM’s D vector from each queue
and forwards it to its designated cluster. Every cluster has a nominated cluster-head
(CH) which receives the incoming VM’s D vector and compares it with the resource
availability vectors (A) of all the physical machines in the cluster. These availability
vectors are updated by PMs and submitted to the cluster-head periodically. All the
PMs, whose availability vectors (A) satisfy the incoming VM’s demand vector (D), are
inserted in a candidate queue (CQ). CQ represents feasible PMs who can provide the
service to the incoming VM comfortably. Now, the placement task is reduced to
finding out the best possible PM among the chosen candidate PMs who can create the
VM without unbalancing the cluster’s load. For this, the average load density (ALD)
of a cluster is calculated after considering that the incoming VM is placed in one of the
candidate PMs. Likewise, the machine load density (MLD) of every candidate PM is
also calculated after assuming that the incoming VM is placed on that PM. The method

for calculating ALD and MLD is specified below.

4 ... Ph.D. Thesis by Swati Saxena 51



Chapter IV
Energy-Efficient VM Placement

Total VMs Placed

ALD (of acluster)= -
Total number of PMs inthecluster

MLD (PM )= resources consumed on PM;, after VM placement
resources available onPM, afterVM placement

A candidate PM, whose calculated MLD is closest to its cluster’s ALD after
placement, is chosen as the host for the incoming VM. Comparing MLD of candidate
PMs with the cluster’s ALD ensures that placing VM on a host does not imbalance the
overall load of the cluster. This step satisfies objective (ii) as mentioned above. Given

below are the algorithms used in our proposed placement scheme.

Algorithm 1: VM’s demand vector (D) submission mechanism in a queue
1. for each (incoming VM’s demand vector D)
{ do {if(max(P,M,I/0)==P&&min(P,M,I/0)== I/0)
enqueue (Q1, D)
else if (max(P,M,I/0)==P&&min (P,M,I/0)== M)
enqueue (Q2, D)
else if (max(P,M,I/0)==M&&min (P,M,I/0)== P)
enqueue (03, D)
else if (max(P,M,I/0)==M&&min(P,M,I/0)== I/0)
enqueue (Q4, D)
else if (max(P,M,I/0)==I/0&&min(P,M,I/0)== P)
enqueue (05, D)
else enqueue (Q6, D)

}
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}
2. for each queue, sort in descending order of rental

price, RP, offered in D.

Algorithm 2: VM forwarding mechanism performed by VMD. VMD retrieves
the front VM’s D from each queue and forwards it to its designated cluster as
1. if (dequeue (Q1,D))
forward D to C5

else if (dequeue (Q2,D))

forward D to C3

else if (dequeue (Q3,D))
forward D to C2

else if (dequeue (Q4,D))

forward D to C6

else if (dequeue (Q5,D))

forward D to Cl1

else forward D to C4

Algorithm 3: Selection of Candidate PMs in each cluster and subsequent VM
placement, performed by CH
1. Calculate ALD (of each cluster) = Total Resources
Utilized/Total Resources Available
2. foreach (incoming VM’s demand D)
do {foreach(PM’s availability vector A)

do {if (P<=PA&&M<=MA&&I/0O<=I/0R)
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enqueue (CQ, PM)
else discard PM } }
3. 1f(CQ has more than 1 PM)
{foreach (PM in CQ)
do {/*Calculate MLD of PM after assuming VM
placement™*/
MLD (PM) =resources consumed/
resources available }
1f (|ALD-MLD (PM;) | <|ALD-MLD (PM;) |)
VM is placed on PM;
else VM is placed on PMj
/*1 and J are subscripts for candidate PMs
in CQ*/ }
elseif (CQ has only one PM )
place incoming VM on this PM
else discard VM/*indicating no suitable PM for

placement in the cluster*/

Figure 4.4 below shows the time-line diagram of the above explained placement

procedure.
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Request Queue ViD
Submits VM's demands D
Sort demands
as per RP
Fotches front demand D Forwards D to Cluster =
14
re-gnters retumed D |
to queue retums D for which |
¢ thereis no
suitable host

Selects candidate
m/es

«

Calculates ALD and MLD
to choose host

«

Figure 4.4 Timeline of the proposed VM placement technique
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4.3. LOAD-AWARE VM PLACEMENT

Here, we propose a 2-phase load balancing technique and implemented at
VM level. In the first phase, we apply Analytical Hierarchy Process (AHP) to
place an incoming VM at the best possible host PM. This phase is termed as Load-
Aware VM Placement. In the second phase, we use migration to ease the VM load
of an over-burdened PM with the aim of energy-conservation and better user
experience. Proposed technique considers heterogeneous VMs with multiple
resource types and is implemented online in a dynamic fashion.

During load-aware VM placement, an incoming VM is forwarded to the
lightest loaded cluster. Member PMs of this chosen cluster, whose resource
availability is higher than the incoming VM’s demand, are identified to form the
solution space. This solution space is further reduced to contain only those PMs
which are compatible with the type of incoming VM. After this reduction, multi-
criteria based analytical hierarchy process (AHP) is applied to the solution space
and the best PM to host an incoming VM is selected. A detailed step-by-step
procedure of load-aware VM placement is given below-

a. As stated in the system architecture, all PMs are grouped into clusters based on
their physical connectivity with the access level switches. An inter-cluster module
present in the data center maintains a dynamic list of these clusters in non-
decreasing order of their mean load as shown in figure 4.3. Mean Load of a cluster

is calculated as
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An incoming VMg is forwarded to the first cluster in the list i.e. cluster
with the minimum ML..
b. An intra-cluster module, present in every cluster, compares the VMg’s demands

with the availability of each member PM; and builds up the solution space as

SS =VPM, : A(PM, )D(VM )

Member PMs with availability less than the VM’s demand are removed
from the solution space. Now we consider PMs whose availability is greater than
the demand.

c. Solution space is further reduced by considering PMs whose load characteristic is
compatible with the VM type. For simplicity, two types of VMs are considered,
namely CPU intensive and memory intensive. If the incoming VM is memory
intensive (t2) then PMs with least memory load are considered for placement.
Likewise, for CPU-intensive VM (t1), PMs with least CPU load are considered
ideal host candidates. The directional cosines of VMg will determine the type of
VM as given below-

If cos a > cos B then VMg is type t1 else type t2. Similarly, if cos |1 > cos
I2, then PM; has least memory load else PM; has least CPU load.

d. Now, we apply AHP to the remaining PMs in the solution space as shown below

in figure 4.5.
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\

Figure 4.5 An Analytical Hierarchy VM Placement Process
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The core concept of AHP involves pair-wise comparison of alternatives for
each criterion and then deducing their overall rankings. A similar concept is used
in the proposed technique where VM placement is the goal. We have considered
four post placement metrics to select the best host PM from the solution space for
incoming VMg, These metrics are load-centric SLA parameters and the aim of the
proposed work is to honor their values in order to prevent any SLA violations.
Candidate PMs in the solution space left after execution of step 3 are considered
as alternatives for placement. We assume there are m such hosts. The value of
each post placement metric is calculated by assuming that VMg has been placed at
PM,. The description of these four metrics is given below-

Load Imbalance — Load imbalance of a PM; after placing VMg is the difference
between its new load (after placing VMg) and the mean load of its cluster. If the
load of a candidate PM; before placement was
L(PM, )=Li+1,j+1,k
And the incoming VMg resource demand is
DM, )= ai + fi + kK
Then the new load of PM;, after placing VMg is
L., (PM )=, +a)i+(, +8)j+(, +y)k
And the load imbalance (LI) of PM, will be
LI(PM ) =L, (PM,)-ML,

Like-wise, Load imbalance of each PM present in the solution space will
be calculated assuming that the incoming VM is placed on it. The minimum the
load imbalance value, the better the placement.

Capacity Makespan- this metric combines the total demands of all VMs hosted

on a PM with their execution times, i.e.
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CM(PM,)=> DM )*tly™m )
j=1
Total number of VMs hosted on a PM before placement of VMg is

represented by v. Now assume that VMg is placed on PM; then the new capacity

makespan will be
CM ., (PM,)=CM(PM, )+ [D(vM,, )*tlvM, )

Capacity makespan for each PM is calculated considering VMg is placed
on it. Here again, a minimum capacity makespan value is desired.
Standard Deviation of Utilization- For each PM can be calculated as the square

root of its load imbalance

SDU =./LI(PM,)

Standard deviation should be minimum for optimal placement.
Average Response Time — Time taken by VMg to give its first response will vary
from PM to PM depending on the already present load of that PM. Hence, this

value will be calculated for each PM considering VMg is placed on it.

ART (PM r):% " RT(VM )
=1

i

The present load-aware VM placement can now be seen as-
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Figure 4.6 An Example of AHP based VM
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Let's understand the applied technique in the following steps using an
example.
i. The first step is to prioritize the post placement criteria using a square matrix,

called Reciprocal Matrix (RM), as shown in figure 4.7.

1 rm, - rmy

mk)=| ™ T M

rm, rmg, -- 1

Figure 4.7 Reciprocal Matrix

Values in the matrix are provided by the cloud service provider and are in the

range of 1 to 9 with the following meanings-

1 3 5 7 9
Eaual Weakly Mild Strong Extreme
g favoured favoured favoured favoured

Values 2, 4, 6 and 8 are intermediate values. If rmj; value is p in the RM matrix
then the value of rmj will be 1/p (refer figure 4.7). Next, we compute eigen vector
of RM[4] to obtain the ranking of post placement metrics as shown below in

figure 4.8.
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Figure 4.8 The Reciprocal Matrix

ii.  Now, we construct four square matrices each for one post placement metric and
all the alternatives. In the example, we have taken 5 alternatives or candidate PMs,
with ids, PMs, PM7, PM12, PM1s, PM19 and the matrices are shown below in figure

4.9.
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Figure 4.9 Candidate PMs rankings for each post placement metrics

Values in the load imbalance matrix are the values of post placement load
imbalance LI for each candidate PM. Then we compute eigen vector of LB[5].
Similarly, we construct CM[5], SDU[5], RT[5] and compute eigen vectors of each
as shown in figure 4.9. This step gives the ranking of each alternative PM for each

post placement criteria.

iii.  In the last step, eigen vector calculated in step i is multiplied by a square matrix of

eigen vectors calculated in step (ii). Their product will give the final ranking of all

the candidate/alternate PMs as shown in figure 4.10.
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Figure 4.10 Final Ranking of candidate PMs

4.4. SIMULATION RESULTS

CloudSim 3.0.3 is used to simulate the proposed energy efficient load-aware VM
placement technique. The simulation setup consists of a cloud data center with 100
PMs and 150 VMs and the performance is evaluated. In the following figures from
10 to 15, these post placement metrics are shown graphically for 5 candidate PMs
namely, PMs, PM7, PM12, PM1s and PMyg. These PMs surpassed the availability and

type testing discussed in steps I to 111 of the proposed placement technique.
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Figure 4.1 1 Load Balance of candidate PMs
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Figure 4.12 Capacity Makespan of Candidate PMs
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Figure 4.13 Energy consumption of Candidate PMs
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Figure 4.15 Response Time of VMs on PMs
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Figure 4.16 SLA Violations on Candidate PMs
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It is quite clear from the results that candidate PMs scores the highest in terms of post-
placement evaluation, hence it is chosen the host for an incoming VM. As the load in
the data center reaches a stable state, instances of migration reduce and therefore
energy consumption also stabilizes. This is given in figure 4.13. An optimum utilized
host gives its best performance which leads to a reduction in overall SLA violations,

same is shown in figure 4.16.

Simulation results indicate that our proposed placement technique is promising in
terms of stable energy consumption, fewer performance violations and guarantees an

optimal resource utility.
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CHAPTER YV

A PROFITABLE RESOURCE ALLOCATION IN
CLOUD DATA CENTERS

5.1 INTRODUCTION

This chapter presents an auction style resource distribution algorithm in cloud
computing environment which guarantees users’ service preferences while allocating
resources and ensures that cloud service provider reaps the maximum monetary

benefit by choosing users with the highest bidding capacity.

Cloud computing offers the convenience of ‘anywhere’, ‘anytime’ acquisition of
computing resources in a suitable and demand-based style. It aims for efficient
sharing of resources to boost its performance. Cloud offers ‘utility computing” where
computing services are moulded as commercial utilities and users need to rent/pay for
their requirements. Cloud resources are limited in nature; hence their management
needs to be efficient and optimum. These resources are enveloped in the form of
virtual machines (VMs) and catering a conglomerate of diverse and concurrent
resource demands, a cloud service provider must practice an efficient and profitable
resource allocation technique. Resource allocation in cloud infrastructure refers to
efficient distribution of VMs among various users as per their requirements in a
manner such that cloud provider’s profits are maximized and also users’ ‘quality
criteria’ are fulfilled. This resources distribution is based on many factors, like
availability of VMs against their requirements, prices offered for a requested VM,
time span for which a VM is claimed for, the effect of VM allocation on a data
centre’s performance etc. Resource allocation can be online (dynamic) or offline

(static). Keeping in view the wavering demands of users, online resource allocation
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techniques are preferred over static ones. Here, users bid for resources as per their
requirements and service provider chooses a user based on their bids so that cloud

provider’s profit is ensured.

5.2 CHALLENGES IN EXISTING RESOURCE ALLOCATION SCHEMES

Various cloud computing researchers have proposed many resource allocation
strategies which either complement each other or are completely independent. These
techniques are based on certain factors and impact one or more performance aspects
of cloud computing. Some allocation techniques are reservation-based and follow
prediction of users’ demands. Such techniques may fail in accurate prediction and
may distribute resources in an uneven fashion. Strategies based on hardware
dependency, price as utility and live VM migrations limit in number and type of
resources considerations. Allocation techniques based on simulated annealing
algorithm and game theory do not take into account the dynamic nature of clients’
requests. Outlined below are certain crucial factors which confront any resource

allocation technigque and must be taken into account during implementation.

i.  Uneven flow of users’ service requests resulting in unpredictable peak and
through traffic scenarios.
ii.  Heterogeneous nature of cloud’s resources and their limited instances.
ili.  Dynamic character of a task’s resource demands.
iv. Interference among new and existing VMs.
v.  Adherence to QoS and various SLA parameters.
vi.  Optimum utilization of cloud’s resources while maintaining certain performance

standards.
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5.3 SYSTEM MODEL

Here, we consider N cloud users for one cloud service provider. The cloud provider
allocates VMs to users as per their payment capacities and service level negotiations.
The different types of VMs considered in the allocation strategy are communication-
driven (K1), processing-driven (K2) and storage-driven (K3) VMs. The cost factors
for the service provider during resource allocation are virtual machine initiation cost
(ICvmtype), task-processing cost (TPC), data-transfer cost (DTC) and storage cost of
data (DSC). Additional cost (AC) is the sum of TPC, DTC and DSC. As the auction
starts, users declare their bid-prices of individual VM instances (BPvmtype) and arrival

time (AT). Table 5.1 lists the characters used.
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Table 5.1: Summary of the characters used with their meanings

Char Meaning Char Meaning
No. of Cloud Users shown as ny, n»
N SPx1 Start Bid Price of K1
N

K VM types(K1, K2, K3) SPx» Start Bid Price of K2
BPxi Best-Bid price of K1 SPx; Start Bid Price of K3
BPx2 Best-Bid price of K2 Rx1 | Number of K1 samples
BPxs Best-Bid price for K3 Rk2 | Number of K2 samples
RAU Resource Allocation Unit Rks | Number of K3 samples
ICxi Initiation Cost (K1) DSC Storage Cost of data
ICk2 Initiation Cost (K2) DTC Transfer Cost of data
ICk3 Initiation Cost (K3) AC Additional Cost
TPC Processing Cost of a task TBP Total Bid Price
AT Arrnival Time of a task BPP BidPrice Payment

T Total duration of an allocation round
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Figure 5.1 Resource Allocation System Model
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5.4 RESOURCE ALLOCATION SCHEME

The proposed resource allocation technique is a two-step process, pre-auction and

open auction.

5.4.1 Pre-auction- The starting bidding price of each VM type is also its reserve price

and is given as

(SPVMtype )i Z(MeanBPVMtype )i_l ..(5.1)

The value of (SPvmtype)i is either SPk1, SPk2 or SPksfor round i of auction. Same

criteria is for (Mean BPvmtype)i-1.

A resource's bid-price shows its current demand as shown in the equation (5.1). This
is done to follow the market's current supply-demand scenario and it also justifies a
resource's utility. The additional cost incurred by a service provider during resource

allocation is given in equation (5.2)-

AC=DSC+DTC+TPC+1C,,.. .. (52)

5.4.2 Market-driven Open Auction- The nest step in fair distribution of resources is
an open auction process which takes place in two parts. Starting auction price of each

resource is determined using the criteria
BI:)VMtype 2 SI:)VMtype

Bid Price of a user is his maximum payment capacity. Bidders submit resource

requirements and with bid prices for VMs as shown in figure 5.2.
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TBP = BPy, + BPy, + BPy

Figure 5.2 User’s bid format

At auction time t = T/2, a service provider calculates the mean TBP and the meanBP

for each VM type as shown in equation (5.3) and (5.4).

> TBP,
MeanTBP =%
X ... (5.3)

X

Z (BPVMWDe )i

MeanBP ==
X ...(5.4)

x are the total bidders from time 0 to T/2. Winners are chosen whose TBP>=

MeanTBP.

Rejected users have the choice to change their bid prices as per the criteria
BPvmtype>= MeanBPvmtype and can rebid for the second part of the auction. At t=T,
service provider selects the winner again. As again, bidders with TBP>=MeanTBP are

declared winners. Both the winners-lists obtained from the first and the second half of
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the auction are merged together. Final list is arranged in non-increasing order of their

TBPs. This increases profitability of the service provider fairness to users.
5.5 PREFERENCE-DRIVEN PAYMENT

The payments made by winners after the auction round are calculated based on their

chosen preferences as shown in table 5.2.

Table 5.2: Preferences Table

Task Deadline Option Service Time Option VMs Possession Option
D1: Fixed S1: Immediate PI: Full-time
D2: Flexible S2: Flexible P2: Partial

Each winner is given an opportunity to choose their task’s deadline option, service
time choice and possession alternatives. A winner’s chosen preference will determine

his actual payment (AP) value, as outlined in Table 5.3.
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Table 5.3: Payment Table

Actual
Preferences Payment Actual Payment (AP) Calculation by a winner 1

Criteria

BP of the

DI1SIP1 | paying winner AP, =[(RK1*BPK1), + (RK2* BPK 2), +(RK3* BPK 3), ]+ AC

1)+ AC

BP of'the

DISIP2 | paying winner 4P, =|(RK1* BPK1), +(RK2* BPK2), +(RK3* BPK3),|

®

BP of the next
D2SIP1 | winner (p)in | 4P =|RK1, *BPK )+(RK2, * BPK2, )+(RK3, * BPK3 |

the list

BP of 2" next
D2SIP2 | winner (@)in | 4P, =|(RKL, *BPK, )+(RK2, * BPK2, )+(RK3, * BPK3, |

the list

BP of last
D2S2P1 | winner (r)in AP, =[(RK1,* BPK1, )+(RK2,*BPK2, )+(RK3,*BPK3, )

the list
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Actual payment of a winning user i is compared to his bid-price payment (BPP) as

shown in equation 5.5.

BPP, =[(RK1*BPK1), +(RK2*BPK 2), + (RK3*BPK 3} |

... (5.5)

Also, the resource allocation utility for a winner is given by equation 5.6-

Utllltyi = BPP. - API ... (5.6)

As is clear from the explanations above, a cloud user will always pay less than what
he best-bids for resources. Two cases are worth considering-(i) when preference is
D1S1P2 then the actual payment is equal to the winner’s best-bid payment and (ii)
when preference is D1S1P1 then the actual payment exceeds the winner’s best-bid

payment.

5.6 SIMULATION RESULTS

Simulation experiment is carried on CloudSim environment using 3 heterogeneous
resources with multiple instances, a single service/resource provider and numerous
participants. Auction winners are shown in figure 5.3 along with the variations in their

actual payments. Figure 5.4 shows the revenues earned by a service provider.
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Figure 5.3 Variation in actual payments of winners
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Figure 5.4 Variations in revenues earned by the service provider
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A comparison between the actual payments and the best-price payments of a winning user
is given in figure 5.5. As shown in the figure, the proposed allocation strategy allows a
winner to pay an amount which is considerably lesser than his bid price. This payment
strategy works in favour of cloud users if they quote their 'best' bid price to win the
resources auction. Utility earned by a winner according to his actual payment is given in

figure 5.6.

———Mmn AP ——BPP
60 -

40

Payrment

n9 ng nl10 16

Witmers

Figure 5.5 Mean AP vs BPP of winners
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18 1 ——Max Utility ~ —— Min Utlity

Utility

| S

n9 né nl0 n6

Winners

Figure 5.6 Max and Min utilities of winners

Proposed allocation strategy is compared with VCG auction mechanism and the results
obtained are shown in figures 5.7 and 5.8. Payments in VCG are lesser than that in the
proposed scheme as shown in figure 5.7, suggesting that the proposed allocation reaps
better profits to a service provider. Additionally, cloud users enjoy less payment than
their quoted amount as shown in figure 5.6. Revenues comparison of both the auction
scheme is given in figure 5.8. Concludingly our given auction provides better

performance results than the VCG technique.

4 ... Ph.D. Thesis by Swati Saxena 86



Chapter V
A Profitable Resource Allocation in Cloud Data Centers

IVCGPayment  WMean AP

19 i l( 16

Witers

Figure 5.7 VCG payment vs proposed technique payment
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Figure 5.8 Comparison of revenues earned by the service provider
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CHAPTER VI

A TOKEN-BASED JOB SCHEDULING IN CLOUD
DATA CENTERS

6.1 INTRODUCTION

Users’ resource requirements fluctuate greatly in a cloud computing environment. To
service uneven, heterogeneous and parallel requests, computing environment must
organize users’ tasks in a continuous manner. There are many scheduling algorithms
which are implemented in a cloud data centre and they aim to optimize certain
performance features, like, implementation cost, server load, quality of service, fault
tolerance, reliability, etc. Job scheduling in cloud refers to users’ tasks assignment to
servers in the data centres. Different tasks have different performance requirements;
hence it is crucial to assign the task to a suitable server so that all the desirable
criteria are met. An optimal scheduling strategy thrives for balanced resource
utilization along with the most favourable performance of the data centre. One of the
main scheduling issues in cloud computing is an efficacious employment of cloud

resources along with their fair distribution among users’ job.

Currently job scheduling methods of cloud computing environment largely employ
pre-allotment where resources are allocated to users in advance as per their job
requirements. This is done primarily to guarantee the quality of service of an
application. It is a very straight forward and simple scenario, however, in a dynamic
cloud data centre this approach suffers from many issues. It may deliver poor usage
of cloud resources as job requirements change continuously; there are few peak

demand times whereas other times resource requirement is generally less. Static job
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scheduling may waste resources if they are allocated to a job but are lying unused.
Alternatively, some other job might be denied resources because they are already in

possession with another job.

Job scheduling in a distributed system like clouds occurs in two mutually dependent
steps namely- space sharing and time-sharing fashion. A user’s job is submitted to
the data centre along with its resources requirements. Based on its demands, the job
is allocated to a single or multiple physical machines/server. This is space sharing
aspect of job scheduling. Further, this job will be disintegrated into smaller
components called processes and these processes will be time shared in the server to
achieve metrics like fairness and response time. It is worthwhile to note that
processes belonging to a single job are usually reliant on each other. It is seen that a
good and complete scheduling technique involves both time sharing and space
sharing aspects of a job allocation. A successful scheduling approach must consider
the type of applications/jobs to be scheduled as different types have different
requirements, for eg.- a real-time job requires shorter response time and for that it
usually prefers space sharing over time sharing, whereas, a non-interactive batch job
looks for peak throughput and hence prefers time sharing. In general, job scheduling

is a classic example of making trade-offs among different performance parameters.

There is not a clear-cut definition of what is a good job scheduling algorithm. As
stated earlier, for different types of applications with varied requirements, scheduling
algorithms aim for different goals. In general, desirable properties of a scheduling

algorithm should exhibit the following properties-
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Efficiency- an efficient job scheduling technique must ensure an optimum utilization
of resources, along-with satisfying other performance metrics like response time,

waiting time, turnaround time, etc.

Fairness- Users applications or jobs are usually prioritized in a cloud environment
based on certain factors like application type, implementation cost, quality of service
demanded, etc. A fair scheduling algorithm must treat each job as per its priority and

avoid starvation of a high priority job for a lesser one.

Transparency- An efficient scheduling strategy must be transparent to a cloud user.
A cloud user should be unaware of other users while submitting his job and must use

the resources without any interference for the time allocated.

Dynamic- Cloud computing is essentially a dynamic, on-the-go market where users
keep changing their requirements. Hence, it is crucial for a scheduling technique to
go as per the flow. Any static technique of job scheduling will fail the core essence,
so it is recommended that a scheduling algorithm reschedules the jobs as when the

demand scenario changes.

Present chapter outlines a token-based scheduling algorithm which ensures fairness
by allocating user tasks to resources based on a job’s token value. A user’s job token
essentially consists of his chosen SLA parameters, his waiting time in the task queue
and the type of user job, i.e. CPU-bound, memory-bound and/or communication-
bound. The proposed token-based scheduling uses prediction to match a user’s
demand with the resource’s supply. Also, a job is delayed in execution if it’s

resource requirements are not currently fulfilled by any server.
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Consider a cloud datacenter containing miscellaneous resources such that many user
jobs are competing for these resources in varied dimensions. In an ideal computing
environment, a cloud data centre must cater to every single incoming job and
maintain the quality of service parameters also along with ensuring an ideal
resources’ utilization. However, in a practical world, dynamically changing user
requirements and limited cloud resources make it difficult to service every demand
without compromising the application’s performance. Performance parameters
considered in this chapter are turnaround time, waiting time and response time.
Additionally, the suggested scheduling approach ensures fairness to cloud users by

maintaining the demand curve with allocation frequency.

6.2 TOKEN-BASED SCHEDULING SCHEME

Tokens are entities indicating the resource requirements/demands of jobs. They lead
to a schedule which selects a job with the highest token and so on. On the contrary,
allocation interval is the opposite of a schedule sequence. It signifies the time gap
between successive resources allocations to a job. For example, suppose the token
values of jobs Ji and Jq are Ti and Tq respectively, such that T¢>T;, this conveys two

things-

i.  The resource requirement of job Jq is more than J; and

ii.  Allocation interval Aq< A, i.e., job Jq will be frequently allotted the required

resources as compared to Ji.

Thereafter, allocation duration for the schedule is calculated. Two schedules are

considered- schedulel has varying allocation duration defined as the division of the

4 ... Ph.D. Thesis by Swati Saxena 92



Chapter VI

A Token-Based Job Scheduling in Cloud Data Centers

highest and the lowest resource requirement’s sum by the total number of coexisting

requests, and schedule2 has 1 time unit as allocation duration.

As an example of the proposed schedule, consider 5 concurrent jobs Ji, Jz, J3, J4 and

Js with their individual resource requirements as follows in figure 6.1-

Resources/Jobs J1 J2 J3 Ja Js
CPU 3 2 5 1 7
Memory 4 6 3 2 8
N/W bandwidth 5 8 9 6 1

Figure 6.1 Token scheduling example

Based on these requirements, token for each resource and its requirement is

determined. In figure 6.1, consider the resource CPU wherein job Js has the highest

requirement and J4 has the least. Hence, Js token value for CPU will be the highest

and Ja token value will be the least. CPU token for a job Ji is designated as Ci,

memory token as Mi and bandwidth token as Bi. Therefore, as per figure 6.1, tokens

are lined up in sinking order for every resource,
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Cs>C3>C1>Co>Cy

Ms> M2> M1> M3> Mg

B3> B>> Bs> B1> Bs

Sequence J5->0->01->J3-> U4
Allocation Interval 1 <2<3<4<5
Allocation Duration 3 (schedulel) and 1 (schedule2)

Figure 6.2 Token-based sequence, allocation interval and duration

Based on the above sequence, job with the highest token value is selected. For
example, among the highest tokens Cs, Ms and B it is clear that job Js has a majority
of high tokens, hence Js will be put first in sequence. Similarly, among the second
highest tokens Cs, M2 and B, job J2 wins the majority, so Js is followed by Jz in the
sequence. Based on the sequence, allocation interval for each job is fixed in such a
way that the former jobs get a lesser interval than the latter ones. Allocation interval
denotes the allocation frequency of a resource to a job, which is why, Js has the least
allocation interval and J4 has the highest. Sequence determined allocation interval for
each job is shown in 2 schedules in figure 6.2. Schedulel has an allocation duration
of 3-time units calculated by dividing the sum of the highest and lowest resource
requirements by the number of jobs. Schedule2 keeps fixed allocation duration of

1time units. Figure 6.3 shows both schedulel and schedule2.
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Figure 6.3 Schedulel and Schedule2

6.3 SIMULATION RESULTS

Two execution timelines of users’ jobs are shown in figure 6.3 and are entitled as
Schedulel and Schedule2. These schedules are different from each other in their
allocation intervals- on one hand is schedulel whose allocation duration is 3-time
units and based on token values it has a varying allocation interval. Opposed to this
in schedule2, allocation interval is same as in schedule 1 but duration is fixed at
single/one-time unit. As the proposed scheduling scheme is based on tokens and is
foretelling in nature, it is compared with the classic First Come First Serve
scheduling algorithm in performance areas like turnaround time, response time and
waiting time. Comparison results of the two schemes are shown in figure 6.4. Here,

grey time units depict the completion of a job.
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Figure 6.4 Schedulel, schedule2 of token-based scheduling and FCFS schedule
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Turnaround time is one of the significant metrics to evaluate the performance of a
scheduling algorithm. It is defined as the time gap between the submission of a job in
cloud data centre for execution and return of its output to the cloud user. Figure 6.5
and 6.6 compare the turnaround times of schedulel, schedule2 and FCFS with five
concurrent jobs J: to Js having different token values as given in the example above.
Figure 6.5 compares the turnaround time between the two schedules of the proposed
schedule scheme whereas figure 6.6 compares the turnaround time among both the

schedules and FCFS.
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Figure 6.5 Turnaround time in Schedulel and 2

4 ... Ph.D. Thesis by Swati Saxena 97



Chapter VI
A Token-Based Job Scheduling in Cloud Data Centers

Tuarnarouwund timme

— — [l [ L A
L _r — [ | L _r [ (|
1 1 1 1 1 1 1 ]

Turnaround time among schedulel, schedule2
and FCFS

W5CH2
B5CH]
W FCES

11

12 )3 /4
Concurrent Jobs

15

4 ... Ph.D. Thesis by Swati Saxena

Figure 6.6 Comparison of turnaround times

98



Chapter VI
A Token-Based Job Scheduling in Cloud Data Centers

Response time is another metric considered for performance evaluation of the
proposed scheduling technique. In general, it is defined as the time lapse from the
submission of a job to the receiving of its first response. Figure 6.7 compares the
variants of token-based predictive scheduling and FCFS scheduling with respect to

the response times of concurrent jobs.

Response time of schedulel, schedule2 and FCFS
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J1 J2 13 14 J5
Concurrent Jobs

Figure 6.7 Response time comparison
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Waiting times in schedulel, schedule2 and FCFS
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Figure 6.8 Waiting time comparison

Figure 6.8 compares the three scheduling scenarios in their waiting time. Here, waiting
time is the time spends by a job in the ready queue. As the figures from 6.5 to 6.8 show,
the presented scheduling scheme fares reasonably well as compared to the traditional

FCFS scheme with respect to turnaround time and waiting time.
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CHAPTER VII

MULTI-CRITERIA BASED ADMISSION CONTROL
IN CLOUD DATA CENTERS

7.1 INTRODUCTION

Key accountabilities of a cloud service provider include scheduling incoming job
requests to ensure optimum utilization of cloud resources, acceptable maintenance of
QoS parameters, zero or minimal service down-gradation, among others. Reasonably,
a job scheduling process must also lower down the total energy consumption of a data
center. In this regard, it is seen that job scheduling, in a dynamic scenario like that of

clouds, is an inherently difficult task for the following reasons-

e Server workloads are wide-ranging in terms of resource and performance scales.

e Uneven pattern of incoming service requests leading to either bursts of peak

traffic and/or traffic dips.

¢ Interference among jobs, whether resident or incoming, inside the data center.

e Almost impossible forecasting of incoming jobs.

Hence, it can be safely said that a well-structured job scheduling technique requires an
intelligent assortment of incoming cloud jobs/requests to refine the overall proficiency
of a data center. In this regard, data center needs to employ certain admission control
mechanisms for judicially accepting or rejecting the incoming service request. There
are many factors that contribute to energy over-consumption in a data center, some of
them being unstable load on servers, inadequate availability of resources along with an
enormous network traffic. Besides being environmentally precarious, over-

consumption of power may lower down the overall performance of a data center along
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with a dip in the QoS parameters. Therefore it is imperative that to scale down the
power usage, a data center must make sure that the service requests allowed by it
should not create a high network traffic and/ or oversubscription of a server. Also, the
QoS parameters of the accepted request must be duly honored. Admission Control is a
mechanism to fortify optimum use of cloud assets along with honoring requested SLA
parameters. In a dynamic environment like that of cloud computing, where various
resources can be expanded or constricted as per their market-demands, an efficient

admission control strategy helps in solving the following concerns-

e Can a new service request be accepted without affecting the executing requests?

e What are the feasible ways to map a service request to an available VM so that the
QoS is satisfied?

e In order to cater to a new service request, what resources should be assigned to it

and in which quantity?

A theoretically perfect solution to admission control should be to increase the number
of accepted service requests through their efficient placement on available VMs. This
chapter explains a multi-key-based admission control which ranks the incoming
service requests based on various performance keys and accordingly admits the most

suitable request.

7.2 THE PROPOSED ADMISSION CONTROL STRATEGY

A cloud data center encounters an uneven rush of service requests in a simultaneous
manner. A data center must accept or reject these service requests after examining its
own resources availability and servicing capacities. An accepted request is allotted a
server to avoid oversubscription such that the request’s demands are entertained while

profit is also guaranteed to the service provider. At the same time, efforts are taken to
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maintain the QoS with no or minimum service interruption. For this, all incoming

requests are carefully examined for their resource requirements. Present work proposes

a multikey-based admission control which compares and ranks all the incoming

requests on more than one decision key. Decision keys, considered in this chapter,

focus on energy-conserving aspects, however, they can be generalized for other

performance goals as well.

7.21 The presented energy-smart admission control mechanism considers n

decision key factors (k, ko, ..

., kn) and m incoming service requests (sri, Srz,

..., Srm) at any instant t. These requests and key factors are arranged in a n*m

matrix as shown in figure 7.1 below, where vij is the value of decision key i for

service request j.

.5'.?'1'
k;r Vriz
ks ¥ax
k.rz Vur

FHa
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Figure 7.1 Evaluation Matrix of keys and requests
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7.22 In the second step, another n*n relationship matrix of decision keys is
constructed exhibiting their relationship with each other as figure 7.2 depicts.
Its values are ki = r(k;) where r as 1 represents equality relationship between

keys ki and k;.

k.l-z .i"',r;;' .i"',rﬂ Ema .I

Figure 7.2 Relationship matrix of decision keys
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To get a relative ranking of decision keys, Eigen vectors are calculated using

this relationship matrix.

7.2.3  Similarly, m*m comparison matrices of service requests are constructed for
each decision key ki and their relative ranking is obtained by calculating Eigen
vectors. An example of comparison matrix for a decision key kj is shown in

figure 7.3.

P, SPy ... 5P,
5Py 11 Fia e #

53 T F 27 . .

S | Por P .. 11

Figure 7.3 Comparison matrix for decision key ki
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7.2.4 Eigen vectors of service requests for all decision keys are arranged in n*m
matrix and the product of this matrix with the decision key ranking vector
gives the final ranking of service requests.

7.25 In the final step, a service request with the highest rank is admitted to the data

center and all other requests are rejected.

7.3 SIMULATION RESULTS

Experimental testing of our proposed technique considered 4 service requests (sri,
Sra, Sr3, Sra) incoming to a data center at an instant t with 3 decision keys (c1, C2, C3).
Here, c1 is load balance, c> is availability and c3 is throughput time. Load balance
avoids oversubscription of a server resulting in less power usage. Also, a balanced
server requires less or no data migration which further reduces the power
consumption of network switches. Hence, decision criteria c1 fully supports energy
conservation. Figure 7.4 shows relationship matrix of decision keys and their

resultant Eigen vectors and rankings.

4 ... Ph.D. Thesis by Swati Saxena 106



Lowd-
belarnce

Locid-

Chapter VII

Multi-Criteria Based Admission Control in Cloud Data Centers

avetihifity  Throughput

healdance

1

availability | 271

Throughput

143

12

1

14

e

31

41

1

Figure 7.4 (a) Relationship Matrix

Lod-

bedance

cvettleehili ity
Throughpit

e

4 ... Ph.D. Thesis by Swati Saxena

0.3 794

0. 5595

01217

7.4 (b) Calculated Eigen vector

107



Chapter VII

Multi-Criteria Based Admission Control in Cloud Data Centers
———————————————————————————————————————

& L
| I
0.2 1
0 |

load  availability throuhput

halance time
Keys

Figure 7.4 (c) Ranking of Decision keys

Figure 7.5 shows the comparison matrix of service requests w.r.t. load balance, its

calculated Eigen vector and the rankings of requests for load balance.
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Similarly, comparison matrix for availability and the corresponding rankings of

decision keys is shown in figures 7.6.
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On similar lines, Eigen vector for throughput time and the corresponding rankings of

decision keys is shown in figure 7.7.
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Figure 7.7 (a)- Eigen vector for throughput time
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Figure 7.7 (b) Ranking of requests for throughput time

Finally, we calculate the product of the matrix obtained by respective Eigen vectors

of the requests with the decision key Eigen vector as shown below-
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As the final rank shows, service request 4 will be admitted for execution in the data

center, while others will be rejected.
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CHAPTER VIII
ENERGY EFFICIENCY AND OTHER SLAs

8.1 INTRODUCTION
In the present chapter, we discuss two aspects of modern cloud data centers-

8.1.1 Energy efficiency in data center networks (DCN) - Cloud data centers enable
customers to use computing services, platform and infrastructure with high
efficiency and a user-friendly billing system. However, these data centers also
incur high computational cost owing to increasing power and energy
consumption. This calls for the development of certain optimization techniques to
handle and reduce the increase in energy consumption without adversely
affecting the reliability and efficiency of data center resources like computing,
storage, bandwidth, etc. As far as the energy consumption scenario is concerned,
it is observed that IT and networking equipments consume nearly 50% of the
total energy consumption of a data center. Further, approximately half of such
energy consumption is due to the data traffic inside a data center. Many energy-
conserving schemes have been suggested in the past, mostly emphasizing on
reducing energy consumption of servers as approximately 70% of a DCN energy
consumption comes from the active and idle servers. However, proper
consideration of network switches employed in a data center and their energy
consumption pattern is crucial in maximizing the overall energy savings.

A large body of work, concerning energy efficiency in cloud data centers
considers that datacenter infrastructures are underutilized and over provisioned.
To tackle this issue, certain measures are employed like Dynamic Power

Management (DPM) which puts the underutilized equipments to sleep mode. It
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has been already established that power consumption of a server is linked with its
CPU utilization and memory and an idle server consumes about two-thirds of its
peak power expenditure. Power consumption of switches is constant for chassis
and line cards; however, energy consumption rises with the communication
traffic. Replication of data also helps in optimization of data center energy.

8.1.2 General Cloud Adoption Model -Cloud adoption refers to shifting business
processes to clouds for benefits such as, streamlining work-load, low cost, ease
of management, international visibility and improved quality practices. Reasons
for cloud adoption by an organization are-

e Better decision making - Today, Cloud computing is used to analyze big
data for better decision making, to apportion the data allocated to different
locations by applications and to manage the expanding pool of Big data in
cloud's storage for future need.

e Easy collaboration- To gain a competitive edge over other organizations in
the market, cloud computing can be used to seamlessly integrate business
development and operations. Also, cloud allows work to be accessed from
anywhere, anytime so as to make collaboration easy and convenient.

e Support for various business needs- A wide variety of business needs such
as storage, networking and data processing are supported by cloud
datacenters.

e Rapid development of new products and services- Cloud computing
provides realistic and spontaneous understanding of the market scenario,
which helps businesses to innovate cloud products and maintain superior

services.
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e Visible and documented results- It is seen that organizations adopting
cloud are registering advantageous results in terms of low expenditure,

improved efficiency and better employee mobility.

Cloud adoption, however, comes with its share of challenges as well, such as-

Weak Control- Without a clear demarcation of responsibilities between an

organization and a cloud provider, insecurities may creep in among

organizations as cloud adoption leads to tasks that are no longer handled
by the organization.

e Security- Considered being a very burning issue, security leads to the fear
of data theft especially in public clouds where there is a lot of vulnerability
in data usage by different customers.

o Data Protection- When client’s valuable data is distributed among multiple
locations of datacenters for better availability and timely access, it requires
measures to ensure its protection and compatibility.

e Service availability- Service downtime and poor performance become
major hurdles in the wake of expansion in storage and processing
capacities. Communication and computation delays can have a substantial
adverse effect on performance, thereby leading to drop in sales.

e Wrong choice of provider- Cloud adoption often begins with long-term

contracts and compliance with a specific architectural platform. Hence, in

unfortunate cases of unsatisfactory performances by the cloud service

providers, switching to another service provider becomes a difficult task.

Our aim is to make cloud adoption a clean and transparent process where the

responsibilities of both the parties, i.e., cloud provider and a cloud adopting
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business, are clearly documented. In this direction, a semantic framework is
introduced which address all the risks and challenges mentioned above and

provides its best possible solution.

8.2 ENERGY-EFFICIENT TOPOLOGICAL FRAMEWORK

An effective DCN architecture reduces the quantity of switches used for traffic
transmission without adversely affecting the service performance. This chapter
considers two DCN architectures, namely switch-centric and hybrid to apply the
energy conservation model presented in the next section. Three-tier architecture is a
type of hierarchical arrangement of network switches arranged in three layers, as
shown in figure 8.1.

As evident from figure 8.1, scalability may become a major issue in such data centers
as growing data traffic will bottleneck the switches and will degrade the services’
performance. Moreover, as large number of switches is engaged in communication,
energy consumption will be more. Steps must be taken to activate as less number of

switches as possible for any workload execution.
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DCell is a comparatively new server-centric hybrid DCN architecture where a single

cell consisting of n servers and one switch (DCello) acts as a building block of the

entire DCN network. DCello forms level 0. At level 1, n+1 DCello are required where

each DCellg is connected to other DCells at the same level. Table 8.1 shows an

example of the recursive nature of a typical DCell architecture.

Table 8.1 An example statistic of DCell architecture

No. of Levels (k) No. Oflgvcéfs”?rrc:)f lower No. of servers (n)
0 0 2
1 3 6
2 7 42
3 43 1806
k Nk-1+1 Nk-1*mM

In general, number of lower level DCells at level k are ng1+1 and total number of

servers at a level k are nk-1*m.
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This architecture enhances scalability, robustness and removes congestion bottleneck
of three-tier architecture by recursively adding cells (or pods) to a DCN. Different
DCells at the same level are inter-connected via servers. Hence, DCell is hybrid

architecture. Figure 8.2 shows DCell architecture at a recursive level 2.

Figure 8.2 Recursive 2-level DCell Architecture Example
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A distinguishing feature of DCell is that it uses fewer switches as compared to three-
tier architecture. However, this also means that servers in DCell are doing additional

job of switching.
Two DCN elements helpful in saving energy are-

6.2.1 Computing Servers- Data center house thousands of servers communicating
with each other through the network switches. Each server consumes some
fixed power even when its computing load is zero, referred here as idle power
consumption or Pige. Ideally, power consumption of a server depends on its
load. At its maximum load, a server consumes maximum power which will be
referred here as Pmax. According to a related research study, Pigie is equivalent
to two-third of Pmax. Keeping this equivalence in mind, power consumption of

a server and its computing load can be stated as in equation 8.1.

Pcs (WI = IDidle + I:)max - I:)idle {Mj
) ( sC ... (8.1)

where Pcs(wl) is the power consumed by a computing server with a workload
wl and sc is the total server capacity. Usually, (wl/sc) < 1. Using substitution,

one can conclude that

I:)idle *WI
4 ... (82

[

P (wl)

Now, energy consumed by a computing server can be given as
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E, =P (W)=T,. (wl) ... (8.3)

here energy consumption of a computing server is given by Ecs and total
execution time of workload wl is Texec(wl). Workload’s execution time is

figured out as

Texec (WI ) = tproc

+ 2*tdb +tupdate (84)

Here, toroc IS the processing time of wl, tq is the database access delay and
tupdate 1S the time required to update the data replicas. Processing time is
proportional to the data volume, database access delay depends on the
database location while data updation duration depends on the replica

location.

6.2.2 Communication Switches- As data communication increases inside a data
center, network ports tend to be utilized to their maximum capacity. Energy

consumed by a DCN switch is given in equation 8.5.

Bov =P *T ... (8.5)

where Esw is the energy consumed by a DCN switch, Psy is the power
consumed by a switch and T is the time a switch is active and is dependent on
traffic flowing through it. Power consumed by a switch depends on the traffic

passing through its ports and can be given as
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Psw = Pconst + ZUq
-1 ... (8.6)

where Pconst is fixed power consumed by the switch’s chassis and line cards, m is the

number of ports in a switch and Uq is the throughput of a link associated with a port q.

Energy Conservation Model- To reduce energy consumption in three-tier DCN
architecture, we propose storage hierarchy. Traditionally a DCN accesses the
central/main database located in a network cloud for every data access and update.
This scenario requires data traffic to propagate all the way from a rack server to the
main database and vice-versa every time, thereby, increasing traffic at all the three
layers of switches. As a result, more power will be consumed at the intermediate
switches, resulting in large energy consumption. To improve this scenario, we
introduce rack databases at the access layer and data center database at the core layer
network in addition to the original main database in the network cloud. Frequently
accessed data can be stored in rack database to limit database transactions to the
access layer. Likewise, lesser frequent data can be kept in DC database, to further
restrict transactions within the data center. For rarely accessed data, contacting the
main database will be required. This way a storage hierarchy, where databases are
kept at three levels, will substantially reduce traffic at the aggregate and core level

switches, resulting in decreased power usage.
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The changes we propose in a recursive DCell architecture consist of reducing the
number of links connecting DCells at a single level. Figure 8.2 shows that each
DCell;.1 is connected to every DCell;.1 in DCell; in a recursive manner. This creates
a mesh connectivity which increases redundancy and traffic interference at peak
times. To cut out unnecessary communication links, a modified DCell architecture
is proposed in figure 8.4. Every DCell is connected to its nearest neighbors only.
Communication between two distant DCells at any level can take place via
connecting DCells. By minimizing the total number of links at any level in a DCell
architecture, we have reduced the routing load of each server and hence its energy

will be conserved.

4 ... Ph.D. Thesis by Swati Saxena 126



Chapter VIII
Energy Efficiency and Other SLAs

Figure 8.4 Modified DCell Architecture
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Table 8.2 given below compares the number of links at level 2 of the original and
modified DCell architectures. Further, we also propose ‘delayed forwarding’
mechanism to be implemented in servers where update data will not be immediately
sent and will be delayed till non-peak traffic times, so as to reduce unnecessary

traffic in the DCN during heavy traffic workload.

Table 8.2 Link minimization in DCell Architecture

Total no. of links at level 2 Original Architecture | Modified Architecture

(DCell,)

42 7

The experimental setup for three-tier architecture assumed uniform distribution of
services and traffic among the servers. Parameters used for simulation are given in

table 8.3.
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Table 8.3: Three-tier Architecture parameters

Parameter Value
Number of Core Switches 1
No. of aggregate switches 2

No. of access Switches 8
No. of servers 256

With the introduction of databases at three levels, energy consumption of
computing servers was seen to be dipping as database access delay was greatly
reduced. Figure 8.5 shows the trend of energy consumption vs. access delay in 3-
tier architecture. As seen, most of the server’s requests for data were successfully
fulfilled by the rack database, as a result lesser trips to the main or dc databases
were needed. This reduced the routing load on aggregate and core level switches,

hence energy consumed was reduced.
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Figure 8.5 Access delay vs. energy consumption of switches in 3-tier DCN architecture

Figure 8.6 shows the access delay and energy consumed in the proposed modified
DCell architecture. With the reduction in data center links and the introduction of
‘delayed forwarding” mechanism, one can see that as the data access delay

increases, so is the energy consumption.
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Figure 8.6 Data access delay vs. energy consumed in modified DCell

Modified DCell DCN architecture tries to reduce peak time traffic within the data
center by implementing ‘delayed forwarding” in routing servers. This delays the
replica update operation to the non-peak traffic hours and thus, peak traffic time is
dedicated to data access and processing operations. This reduces unnecessary

workload on servers which are already struggling with the dual responsibilities of
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computation and routing. Figure 8.7 shows a substantial reduction in energy

consumption in the proposed DCell architecture.
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Figure 8.7 Energy consumption during peak traffic in modified DCell
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Figure 8.8 Energy consumed during packet loss in in modified DCell

Figure 8.8 shows the energy consumption during packet loss in modified DCell
architecture after introducing the ‘delayed forwarding’ mechanisms in servers for updates

and backups.
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8.3 CLOUD ADOPTION FRAMEWORK
This chapter also provides a framework to standardize cloud adoption procedure for
all scales of business organizations. It is applicable to public, private and hybrid
clouds and is also standardized for laaS, PaaS and SaaS service models. Figure 8.9

given below shows the cloud adoption framework with its broad categories.
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Figure 8.9 Cloud Adoption Framework- An Overview
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Figure 8.9 shows our proposed framework which categorizes the cloud adoption

process into four broad domains-

e Management- This domain explains of policies, procedures and measures
implemented by a cloud service provider to deal with business management, risks
and possible threat scenarios. It also documents change control management

policies, operational maintenance and identity-access issues.

e Security- Various security features like data security, datacenter security,
application and interface security, encryption, key management and

communication-related security are taken care of by this domain.

e Infrastructure and Virtualization- Infrastructure encloses resources lifecycle
management, equipments maintenance, cooling technologies, energy conservation
techniques along with a complete knowledge of an organization’s data locations.
Virtualization technology employed by a cloud provider gives a clear idea to an
organization about the level of performance expected. It also assesses a cloud

provider’s capacity for future resources requirements.

e Interoperability- For inter data centres transfers of cloud data, certain portability
and architectural issues may arise, which are taken care of by this domain. Use of

standard network protocols and maintaining audit logs is crucial for data integrity.

To the best of our knowledge, the above mentioned four domains and their sub-
categories encompass major issues and risk factors that are crucial for selecting a

cloud provider on its abilities and performance.
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8.3.1 Comparison of providers based on the framework- This section presents a
comparative study of major cloud providers on different factors as outlined by the
cloud adoption framework. We have considered five cloud service providers,

hypothetically as P1, P2, P3, P4 and P5, along with their offerings in Table 8.4.

Table 8.4: Cloud Providers and their services offerings (Sample)

Framework Domains " 1”2 1’3 14 s

Downtime (in

77
hours) 3977 | 7.

Ln
b2

4.46 2.6 241

Sccurity

I'rivate Online

Backup No No Yes No Yes

Total Instance _
Infrastructurce & Options

Virtualization

Max Cores 40 32 49.12 16 52

Resonrce over-

provisioning Yes Yes No Yes No

Management

Implementation

Complexity Yes No No Yes  Yes

Network
Reliability (%)
Inter-operability

Cross-
departmental 22 78
Analysis (%)

n
e

45

~1
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Based on the example given in table 8.4, a comparative analysis of these five cloud

providers is given below.

Downtime (in
hours)

Figure 8.10 Downtime (in hours)

T2 = Max Cores

Figure 8.11 Max Cores
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Options

Figure 8.12 Total Instance Options

—¢—Network Reliability
(%)

Figure 8.13 Network Reliability
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Figure 8.14 Cross-departmental Analysis

Each figure from 8.10 to 8.14 indicates a preference of cloud providers based on the

framework domains, as an example, figure 8.13 shows cloud provider P3 as the

preferred choice over other providers when network reliability is taken into

consideration. Such analysis gives a clear insight to an organization about which

cloud provider to attach its business. A detailed understanding and acceptance of the

presented framework helps in better control between a cloud vendor and a business

organization.
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CHAPTER IX

CONCLUSIONS AND FUTURE PERSPECTIVES

Cloud Computing has emerged as a new and promising era of computing
paradigm where web-based services behave like commodities and are delivered to the
users in a manner that is similar to other utilities like water, telephony and electricity.
Research studies in the last five years, reveal that in the next decade, common users as
well as business enterprises in different parts of the world, shall adopt cloud platforms for
obtaining cost effective and scalable computing resources as metered services over the
Internet and save themselves from the burden of owning the resources. The assurance on
quality of services is given by the service provider in the form of a service level
agreement signed between the consumer and the provider. Such a computing paradigm
will lead us to a high-speed networked world where all the data and resources reside on
the ‘cloud’ and accessed by ‘hardware-thin’ clients.

In this direction, a number of cloud service providers or cloud vendors are actively
offering applications, development platforms and infrastructure resources through well-
defined models of deploying cloud-based services. Regardless, the type of deployment
model, the cloud vendors are backed up by huge data centers, where large scale
virtualization techniques enables multiplexing of physical resources among the world-
wide users. Thus, it becomes evident that the real benefits of the cloud technology can be
enjoyed by cloud providers as well as the customers, only when well-structured and
efficient management of resources is achieved cloud data centers.

In the present state, there is no standard mechanism or reference model for
resource management, existing in the cloud industry. The common objective in all the

data centers is to minimize the number of active physical machines on which multiple

4 ... Ph.D. Thesis by Swati Saxena 140



Chapter IX
Conclusions and Future Perspectives

virtual machines are running. The reason behind their objective is to obtain maximum
utilization of the resources while minimizing the energy consumption in the data center.
In this perspective different techniques for solving various resource management
problems like resource scheduling, resource allocation, load balancing, virtual machine
migration and consolidation, maximizing quality of services, varies from vendor to
vendor. Thus, there is great scope of research work in the area of resource management in
the cloud environment.

In this research work, several sub-problems of cloud resource management have
been studied and different frameworks have been developed for solving them. The
techniques used in the frameworks are scalable and dynamic in nature and efficiently
manage cloud resources.

The first chapter gives the introduction to cloud computing and its characteristics
and the second chapter provides a review of literature. In the third chapter, a virtual
machine migration process is thoroughly discussed along with its analysis and a novel
hybrid migration technique is presented with less migration volume and reduced service
downtime. Following points are the main highlights of the third chapter.

e Two phased live virtual machine migration process is thoroughly analyzed
mathematically, and it is concluded the performance driving factors are VM size,
bandwidth and application’s dirty rate.

e Mathematical formulations of migration time and migration volume are derived
with details on iterative process.

¢ A location-aware hybrid VM migration is presented with benefits over traditional
migration policies, like reduced energy consumption, lesser migration time and

delay.
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e Thus it can be safely said that an efficient and intelligent VM migration strategy
can assist in optimum resource scheduling and allocation in cloud.

For virtual machine placement issue, a profitability and load-aware placement
scenario is presented in the fourth chapter. Following points summarize the content of the
placement problem.

e |t is observed from the experiments that Analytical Hierarchy Process (AHP) can
be used as a powerful tool for complex decision-making problems of select the
most suitable server for an incoming virtual machine for placement.

e There are very few instances of applying AHP for VM placement in cloud data
centres. Four important metrics were discussed against which a host server is
selected for placement.

e Use of clustered architecture in cloud data centres and restricting placement
within a cluster ensured fewer service violations, reduced energy consumption and
an efficient resource utilization.

e The proposed solution is distributed in nature, which is most suitable for the cloud
environment and is highly scalable.

In the fifth chapter, resource allocation problem is discussed and a profit ensuring
auction mechanism is proposed for a single cloud service provider and N cloud users. The
cloud provider allocates VMs in accordance with a user’s payment capacity and service
level preferences.

e The proposed allocation technique works in two steps, namely- preauction and
market-driven open auction.

e Due consideration is given to real-time auction schemes and the proposed
technique follows the supply-demand ratio, ensuring a fair and proper distribution

of cloud’s resources.
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In order to bring fair deal to the users, the auction is played in two rounds and
rejected bidders are given an additional attempt to rebid but with an increased
price. This will not only increase the profitability of the service provider but will
also be fair to users.

Simulation experiments show that the proposed allocation strategy allows a
winner to pay an amount which is considerably lesser than his bid price. This
payment strategy works in favour of cloud users if they quote their ‘best’ bid price
to win the resources auction.

The proposed resource allocation scheme works fairly well against the existing
and very popular VCG auction mechanism.

In the sixth chapter, a token-based model for job scheduling is given which

ensures fairness by allocating user tasks to resources based on a job’s token value. It is

further complemented by a predictive scheduling to match a user’s demands with

resource’s supply to maintain a standard level of resources utilization in a cloud

environment.

The token-based predictive scheduling mechanism presented in this chapter
focuses on the job’s requirements, with a performance of decreased turnaround
time and waiting time. It is compared to FCFS schedule on a performance scale.
The presented technique guarantees fairness to cloud users as it balances the
demand curve with allocation frequency.

It is a well-known fact that for a scheduling technique to be efficient, it is required
that a cloud data centre accepts an intelligent assortment of incoming cloud
jobs/requests. For this, every data center applies some admission control

mechanism to judicially accepting or rejecting the incoming service requests.
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Such a multi-criteria based admission control strategy is presented in the seventh

chapter.

e |t is observed that an ideal admission control mechanism must expand the
acceptance rate of service requests.

e Presented work introduces a multi-key based admission control mechanism by
comparing and ranking the incoming requests on more than one decision key.

e Decision keys considered in this chapter are certain performance enhancing
parameters like load imbalance, throughput and resources availability.

Finally, chapter eight discusses the vital factors which effect the power
consumption in modern cloud data centres and presents a clear adoption framework for
comparing the performance of service providers on various infrastructural and service
issues.

e Two modern and widely implemented data centre architectures, fat-tree and
DCell, are considered to study the factors which consume the maximum power
and changes are proposed to reduce the excessive energy expenditure.

e |t is observed that among all the elements inside a data centre, computing servers
and communication switches offer the maximum scope to fine tune the energy
conservation.

e The energy-conservation models proposed are practical, efficient and feasible
solutions to the cloud’s most current issue of reducing carbon footprints.

e This chapter also introduces general framework to help the cloud users in
assessing the policies, practices and services offered by various cloud providers
and also maintains a proper documentation eliminating any chances of doubt or

concern.
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Chapter IX
Conclusions and Future Perspectives

e Presented framework works well for all cloud delivery models- public, private and
hybrid clouds and also conforms to the standards of various service models in
cloud computing, i.e., laaS, PaaS and SaaS.

The future perspectives of the present work in cloud resource management lead to many
directions.

e The present work can be extended to resource management for interoperable
clouds so that users can shift their acquired resources from one cloud to another
seamlessly, without any issues in providing cloud services.

e The proposed resource management framework can be applied to various data
centre architectures to enhance their existing resource management system that
manages the uneven workload while establishing the quality standards.

e The present research work can also aid in the effective pricing of various virtual
resources to ensure maximum profits to both the cloud consumer as well as the
service supplier.

Future of computing and communication will witness an explosion of data and
information where everything will be considered as a resource like people, processes, data
and time. Hence, in the projected domain also, the present work finds wide application in

the management of new forms of resources.
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