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ABSTRACT 

In  r e cen t  yea r s ,  t h e  t e chn o lo g i ca l  w o r l d  h as  ex p er i en ced  a  

r ev o lu t i on a r y  s h i f t  d u e  to  t h e  em er gen ce  o f  t h e  In t e r ne t  o f  Th in gs  

( Io T ) .  Th i s  i n c r eas in g  p op u l a r i t y  o f  t he  Io T  s ec t o r  h as  con t r ib u t ed  to  

t h e  ex po n en t i a l  g r ow t h  o f  u s e r  d a t a  a c ro ss  t h e  w eb .  T h i s  hu ge  am ou n t  

o f  d a t a  gen e ra t ed  b y t h e  Io T  d ev i ces  p r e s en t s  com pu t a t i on ,  s to r age  

an d  p r o ce ss in g  r equ i rem en t s .  Th es e  req u i r em en t s  a r e  fu l f i l l ed  b y t h e  

c l ou d  co mp ut i n g  t e chn o lo g y.  Bu t ,  Io T  ap p l i c a t io ns  s u ch  a s  e -

h ea l th ca r e  s ys t ems ,  sm ar t  c i t i e s ,  i n t e l l i gen t  t r an sp o r t a t io n  s ys t ems ,  

e t c . ,  a re  l a t en cy - s en s i t i v e  an d  d em and  p rom pt  r es po ns es .  

U n f o r tu n a t e l y,  c l o u d  co mp ut i n g  i s  n o t  ab l e  t o  s e rv e  t h es e  n ew 

co mp ut a t i on a l  d eman ds  app r op r i a t e l y  and  p r ev en t s  t h e  ap p l i c a t io ns  

f r om  r each i n g  th e i r  f u l l  ad v an t ages .   

T o  o v e rcom e  t h i s  sh o r t co mi n g ,  f o g  com pu t in g  h as  em er ged  as  a  

co mp ut i n g  i n f r a s t ruc t u r e  t h a t  p r ov i d es  s to r age  an d  p ro ce ss i n g  f ac i l i t y  

c l os e  to  en d -u s e r s .  I t  i s  an  an a l yt i c a l  an d  p r o ces s in g  p l a t fo r m th a t  

co mpl em en t s  t he  c l ou d  en v i ro nm en t  b y ex t en d in g  i t s  r es ou r ces  

p h ys i ca l l y  an d  co mp ut a t io n a l l y c l o s e r  t o  en d  d ev i ce s .  Ad d i t i o n a l l y,  

i t  h a s  ga in ed  t r a c t io n  bo th  in  a cad emics  an d  i nd us t r y b ecau s e  o f  i t s  

ch a r ac t e r i s t i c s  l i k e  h e t e r o gen e i t y,  m ob i l i t y ,  l o ca t i on  aw ar en ess ,  e t c . ,  

w h ich  h e lp  gen er a t e  t i m el y r e s p o ns e s  fo r  l a t en cy - s en s i t i v e  

ap p l i c a t io ns .   

 Bes i d es  t h e  v a r i ous  b en e f i t s  o f  f o g  com pu t in g ,  t h e r e  a l s o  ex i s t  

c e r t a i n  s e t b acks  th a t  r es t r i c t  i t s  a ccep tab i l i t y .  T h e  in t ro duc t i on  o f  fo g  

co mp ut i n g  ad ds  a  n ew  l aye r  t o  t h e  p r im a r y co mp ut i n g  a r ch i t ec tu r e .  

T h i s  add i t i on a l  l a ye r  i n c r eas es  t h e  a t t a ck  s u r f ace  an d  m ak es  i t  p ro n e 

t o  f a l l  p r e y t o  ad ve r s a r i es .  Fu r t h e r mo r e ,  t h e  f o g - Io T  pa r ad i gm  a l s o  

d ea l s  wi t h  us e r s ’  s ens i t i v e  d a t a .  Th us ,  i t  b ecom es  in ev i t ab l e  t o  

ad d r es s  s ecur i t y  a t  t h e  fo g  l ev e l .  A dd i t i on a l l y,  f o g - Io T  

co mmu ni ca t io ns  i nv o l v e  s ev e r a l  comm un ica t in g  p a r t i e s  s u ch  as  fo g  
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s e r v i ce  p ro v i de r s ,  n e t w or k  s e rv i ce  p r ov i d e rs ,  t h i r d -p a r t y s m ar t  

ap p l i c a t io ns ,  e t c . ,  w h i ch  m ak es  t he  s ens i t i ve  d a t a  t r av e l  t h r ou gh  

v a r i a t i n g  t r us t  do ma i ns .  T h ef o r e , du e  to  t h e  abs ence  o f  a  c en t r a l i z ed  

t r us t ed  p a r t y,  en s u r i n g  t r us t  i s  ob l i ga to r y  f o r  an  i n f a l l i b ly  s ecu r e  fo g  

en v i ro nm ent .   

T h us ,  t h e  t h es i s  a t t em pt s  t o  d e l i v e r  t r u s t -b a s ed  s o l u t i ons  f o r  

s ecu r in g  t h e  f o g - Io T  env i r on m ent .  In  t h i s  d i r ec t io n ,  t he  r es ea r ch e r  

co nd u c t ed  a  S ys t em at i c  Li t e r a t u re  Rev i ew  (S LR )  t o  an a l yz e  t h e  r o l e  

o f  s ecu r i t y  i n  fo g  s e tu p .  T h e  p r im e  fo cus  o f  t h e  r ev i ew i s  t o  a s s e s s  

t h e  s ecu r i t y  s t a t us  i n  t h e  d om ai n .  T h e  r ev i ew  s umm ar iz es  t h e  

l i t e ra tu r e  p ro cur ed  f r om  f i ve  r en ow n ed  l i b r a r i e s .  A  t o t a l  o f  73 5  in i t i a l  

s tu d i es  w e r e  ga t h ered ,  ou t  o f  wh i ch  102  a r t i c l e s  qu a l i f yi n g  i n c lu s i on  

c r i t e r i a ,  w e r e  s e l ec t ed  f o r  f i n a l  fu l l - t ex t  r ev i ew .  Th es e  1 02  s t ud i e s  

a r e  r ev i ewed  wi t h  r e s pec t  t o  t h e  r esea r ch  q u es t io ns  f ram ed  in  t h e  

ea r l y p h as e  o f  S LR .  T h e  o u t co m e o f  t h e  su r v ey  i s  s h ap ed  i n  t h e  fo rm 

o f  t h e  ans w ers  t o  t h e  r es ea r ch  q u es t ion s  an d  r eve a l s  t he  p r omi n en ce  

o f  s ecur i t y  i n  t h e  sa i d  f r am e .  

 Fu r t h e r ,  d i f f e r en t  f o g  comp ut in g  secu r i t y  f a c t o r s  and  su b -

f ac to r s  a r e  i d en i f i ed  t h ro u gh  th e  ex t ens iv e  r ev i ew  and  d i scu ss io n  wi t h  

ex p e r t s .  In  ad d i t i on ,  t he  o r de r  o f  ad d r es s i n g  id en t i f i ed  fo g  comp ut in g  

s ecu r i t y  f a c t o r s  an d  s ub - f ac t o r s  p l a ys  a  v i t a l  ro l e  i n  e f f i c i en t  s ecu r i t y  

m an agem ent .  T h e re f o r e ,  an  in t eg r a t ed  M ul t i -C r i t e r i a  D ec i s io n  

M aki n g  (MC D M)  m et ho do lo g y n am ed  In t e r v a l - V al u ed  In t u i t i o n i s t i c  

Fu zz y S e t -A n a l yt i ca l  Hi e r a r ch y P r o ces s  ( IV IFS - A HP )  i s  ap p l i ed  f o r  

r an k in g  th em .  As  pe r  t h e  r es u l t s ,  ‘ t r us t ’  i s  h i gh l y p r io r i t i z ed  and  th us  

i s  s e l ec t ed  as  t h e  sco p e  o f  t h e  th es i s .   

I t  i s  i mp e r a t i v e  t ha t  i n  o rd e r  t o  h and l e  t r us t ,  g r ip in g  i t s  s ub -

f ac to r  i s  v e r y i mpo r t an t .  Th e r e fo r e ,  co ns id e r i n g  th e  s ub - f ac t o r s  o f  

t r us t  ‘ r e l i ab i l i t y ’  h a s  s ho w n  up  a t  r ank  on e .  Th us ,  t h e  r es ea r ch e r  h as  

p r op os ed  a  Fo gBu s3  f r am ew o rk  com p r i s in g  t h e  Io T  l aye r ,  t h e  
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R el i ab i l i t y- A w ar e  Fo g  La ye r  ( R A FL) ,  and  t h e  C lo ud  l aye r .  T h e  Io T  

l a ye r  con s i s t s  o f  Io T  d ev i ces  t h a t  a r e  c ap ab l e  o f  gen e r a t in g  r eq u es t s .   

T h e  R A FL ca t ego r i z es   Io T  j obs  acco rd in g  to  t h e  p r ede f in ed  c l as s es  

o f  s e r v i ce  an d  t ak e s  t h e  o f f lo ad i n g  dec i s i on .  T h e  j ob s  t h a t  a re  

o f f l o ad ed  t o  f o g  u t i l i z e  t h e  p ro po s ed  Io T - Fo g  A gr eem en t  Al go r i t hm 

( IFA A )  t o  gua r an t ee  t he  ag r eem en t  am on gs t  t h e  co mmun i ca t i n g  fo g  

n o des .  T h e  p r op os ed  IFA A  a l go r i t hm e s t ab l i sh e s  ag r eemen t  am on gs t  

t h e  comm un i ca t i n g  f o g  no d es  t h r ou gh  a  con s ens us  m echan i sm .  A l s o ,  

t h e  j ob s  ca t ego r i ca l l y  o f f lo aded  to  c lo ud  a r e  ex ecu t ed  b y c l ou d  i t s e l f .  

T h e  app r oach  i s  s imu l a t ed  o v er  M A T LA B R2 02 1a  an d  an  im p ro vem ent  

o f  4 1 % i n  t e r m s  o f  ex ecu t i on  t i m e  i s  ob s e rv ed .  

Fu r th e rm o re ,  a s  d ep end ab i l i t y  h o l ds  t h e  s econ d  sp o t  amo n gs t  

r an k ed  s ub - f ac t o r s  o f  t ru s t ,  a  t r an s i t i v e  i n t e rp re t a t io n  o f  

d ep en d ab i l i t y  i n  t he  f o g - Io T  dom a in  i s  p r op os ed .  Th e  in t e rp r e t a t io n  

p r e s en t s  a  r o adm ap  f o r  m an ag in g  d ep end ab i l i t y  b y  d ep l o yi n g  l o ad  

b a l an c i n g  in  t h e  fo g  comp ut in g  en v i r o nm en t .  T hu s ,  a  H o n ey Bee  

In s p i r ed - Lo ad  Ba lan c in g  ( H BI - LB)  app r o ach  i s  p ro p os ed  fo r  

b a l an c i n g  t he  l o ad  in  t h e  f o g - Io T  se t up .  Th e  p r op os ed  H BI - LB i s  

s im ul a t ed  ov e r  C l ou dS i m  3 . 0 . 3 -b a sed  C l o ud  A n a l ys t  t oo l .   T he  r es u l t s  

r ev ea l  t h a t  t h e  p r opo s ed  app ro ach  s i gn i f i c an t l y i m p ro ves  t h e  av e r age  

r e s po ns e  t i m e .  Th e r eb y,  m ak i n g  th e  s a id  env i r onm ent  m or e  

d ep en d ab l e .  

In  ad d i t i on ,  t o  gu ar an t ee  a  t ru s t wo r t hy  f o g - Io T  p a r ad i gm ,  t h e  

r e s ea r ch e r  h a s  a l s o  p r op os ed  a  m ach i ne  l e a rn in g  cen t r i c  R epu t a t io n -

b as ed  T ru s t  En han cem en t  f r am ewo r k  (R ep uT E )  fo r  f i l t e r in g  

r ep u t a t i on - r e l a t ed  a t t a cks  i n  t h e  s a i d  s e tu p .  Th e  p r op os ed  f r am ewo r k  

a im s  to  f i l t e r  t h e  mo s t  p r ev a l en t  r epu ta t i on - b as ed  a t t a cks ,  s ay,  S yb i l  

an d  DD oS/ D oS  a t t ack s  f r om th e  fo g  t r a f f i c .  Th e  p ro po sed  f r am ew o rk  

d ep l o ys  a  so f t -v o t in g  ens em bl e  mo de l  f o r  d e t ec t in g  t h e  sa i d  a t t a cks .  

T h e  t r a in ed  c l a s s i f i c a t io n  m od e l  i s  dep lo yed  o v er  a  d ed i ca t ed  fo g  

n o de  n amed  m as t e r  f o g  n od e  an d  op e ra t es  i n  ph ase s .   
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In i t i a l l y ,  a  n o v e l  f e a tu r e  s e t  s e l ec t io n  t e chn i qu e  p ro po s ed  b y t h e  

r e s ea r ch e r  s e l ec t s  t h e  b es t -p e r fo rmi n g  fea tu r e  s e t .  T h en ,  t h r ee  

m ach in e  l e a r n i n g  a l go r i thm s  nam el y  K - Nea r es t  N e i ghb o r  ( KN N ) ,  

Ex t r a  T ree  C l as s i f i e r  (E TC ) ,  and  Q uad r a t i c  D i s c r im in an t  An a l ys i s  

C l a s s i f i e r  ( QD A )  a r e  p a r a l l e l l y  t r a i n ed  ov e r  t h e  r edu ced  f ea tu r e  s e t .  

T h e  p r ed i c t ed  ou tpu t s  f ro m th e se  th r ee  b a s e  l ea r n er s  a re  t h en  f ed  t o  

t h e  v o t i n g  c l a s s i f i e r  f o r  p r ov i d i n g  th e  f i na l  c l as s i f i c a t i on  r e s u l t .  T h e  

ex p e r im en t a l  r es u l t s  s ho w th a t  t h e  p r o pos ed  m od e l  e f f i c i en t l y  

d i f f e r en t i a t e s  be tween  n o rm al  and  a t t ack  r eco rd s .  

In  ad d i t i on ,  t he  p ro p os ed  IFA A  an d  H B I- LB m ech an i sms  h av e  

a l so  b een  v a l i d a t ed  s t a t i s t i c a l l y  b y ap p l yi n g  th e  t - t e s t :  P a i r ed  T w o 

S am pl e  fo r  M ean s  an d  t - t e s t :  T wo  S am pl e  fo r  M ean s  f o r  u n eq ua l  

v a r i an ces  r es p ec t iv e l y a t  a  5 % l eve l  o f  s i gn i f i c an ce . A s  p e r  t h e  

v a l id a t io n  r e su l t s ,  t h e  p ro po sed  app r oach es  h av e  s i gn i f i can t l y b e t t e r  

r e s u l t s  t h an  t he  com p ar ed  app r oach es .  


