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ABSTRACT

The modern world is critically reliant on a broad range of software
applications. Dependency on software applications is so high that life
cannot be imagined without them. Information, no matter to which part of
the globe it belongs, is available with a click of the mouse. Intensive
security-oriented services ranging from internet banking, trading to
online, buying and selling, booking an appointment to a doctor etc., are
carried out unhesitatingly. These services require the privacy of the
information and asset. When security intensive information is floating
everywhere, anyone having malicious intent can misuse the information.
This may harm an organization or individuals. Since decades, efforts are
being made to estimate security risk in order to increase accountability,
demonstrate compliance, and determine whether and by how much our

investments in the product make our systems more secure.

Furthermore, the health sector is one of the most prime sectors
where all the hi-tech applications are used. In this sector, medical
personnel are entrusted with a vast number of responsibilities, and dealing
with them is a more sophisticated as well challenging task. The healthcare
sector has been linked to the technological world in order to ease the
responsibilities as well as workloads of the healthcare staff. This was
made possible by integrating IT (Information Technology) into the
healthcare sector. Apart from these technological advancements, several
statistics have demonstrated data breaches instances that have affected
both, i.e., patients and Healthcare Information systems. Thousands of

healthcare records can be compromised by security breaches.

In addition, to secure an individual’s as well as HIS’s data, three
major security factors and privacy goals are needed, which is commonly
known as the CIA triad. The significant necessity of the CIA trio is;



Confidentiality must be included for highly sensitive data; integrity is
important because it may be fatal to provide an inaccurate procedure
based on faulty data of medical, and availability is as necessary because
the data must be available on time for adequate treatment.

In the healthcare web application, the privacy of individual and
organizational data is extremely important, and currently it has become a
major challenge to shield healthcare information. The major challenge
introduced in the healthcare web application is due to huge data growth.
Furthermore, COVID-19 (i.e., the current pandemic situation) has resulted
in an unexpected spike in healthcare data, which has impacted both the
healthcare web applications and hospitals. Managing these healthcare data
and securing it from intruders has become a complex task for security
experts. Nowadays, the main objective of the researchers and security
experts is to minimize security vulnerabilities in the healthcare web
application by mitigating and assessing the security risk factors. So, some
dedicated steps are required to enhance the security of healthcare web
applications, which may help in securing and protecting them in order to
ensure transparency and assess security risk. This is why security
professionals prefer to take a step up on the design phase to reduce
security risks. It will assist in designing secure web applications in the
healthcare sector. Furthermore, it may also assist in overcoming from
threats and protecting it from cyber-attacks by early detection and
mitigation of security risk factors in the design phase.

In order to gain a competitive edge, developers and researchers
need to create a viable security risk assessment framework so as to
minimize critical healthcare web application failures. Though it is highly
difficult to create a perfectly secure healthcare web application system,
but one can surely reduce the security risks by following a fool-proof and

meticulously designed strategy with the inclusion of security attributes. In
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addition to this, the researcher has made an effort to overcome this issue
and proposed a framework to assess security risk of the healthcare web
application. This framework incorporates five phases, including Factors
Identification, Mapping, Assessment, Statistical Analysis and Review and
Revision.

The first phase, i.e., Factors Identification, in which the
identification and selection of security risk factors as well as their
corresponding security attributes have been made on the basis of a
comprehensive literature review and expert’s opinions. The relationship
among security attributes and security risk factors has been developed in
the second phase. In addition, an integrated Fuzzy AHP-TOPSIS approach
is used for security risk assessment in the third phase. Where Fuzzy AHP
is used to prioritize security risk factors, and the impact of security
attributes on various alternatives is calculated with the help of Fuzzy
AHP-TOPSIS. Furthermore, sensitivity analysis and empirical validation
are carried out in the second last phase of the framework. In the last
phase, review and revision will be undertaken only when required, which
facilitates a retrospect of the entire development activity and aid in

making changes whenever necessary.

It is apparent from the validation of the proposed framework that it
may be significantly helpful to keep in check the potential risk and
vulnerabilities from the early design phase till the end. The proposed
framework has shown satisfactory results with respect to other mentioned
approaches. It may also form the basis for the development of new
modified or refined approaches. Like any other research, the current work
may also suffer from certain limitations, therefore to achieve a
generalized result and implementation of the proposed model, further

study may be conducted on a large application.
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Chapter 1
INTRODUCTION

1.1 Background

The world has witnessed an enormous rise in software industries
from last decades. Nowadays, technology has made complicated work
much more accessible and more straightforward. Nearly most of the
services are available through computers, from browsing the web to
scheduling an appointment [1]. The numerous tasks are handled and
managed through different software and applications, which has become a
critical element of our daily lives. As human activities are heavily reliant
on software, hence any untidiness during the development of software

may lead to the life and death of human beings [2].

The advancement of technology enables individuals and
organizations to process, create, store, and exchange vast quantities of
data from anywhere at any time [3]. Almost every area has seen massive
growth in software deployment. With the ease of its facilities, there is
fear too, because news headlines are continuously threatening about the
data breach, which indicates an immediate need to tackle these issues [4].
This is why software security has become the focus of rigorous studies
and a key component for steady stream aspects that strengthened software

engineer's ability to protect applications and build secured software [5].

An enormous amount of information for secure development is
available in books, open literature, or on the internet etc.; despite all
these, attackers always think ahead of it and find novel ways to exploit
vulnerabilities. Some researchers have also mentioned that security is not
taken into account as a priority by developers in the initial phase and
typically think that security is a post-development practice. In most

1



development organizations, security is implemented by developers or
software engineers as a fix after development of application, but security

is not an afterthought, rather it is an evolving feature of software [6].

Researchers and experts realize that software security should not be
reflected as an added value or need for gold plating [7]. For ensuring the
security of software, the best risk management practices should be applied
from the initial phase and should be spread across the entire process [8].
Therefore, when highly secured applications are developed, it needs to
involve more sophisticated security operations [9]. In this study, the
researcher has focused on the security-related problem in software
development. The main objective is to provide an insight into security
risk for the sole purpose of creating secure and robust software from the
initial phase, i.e., the design phase. The regularization of software

security maintains the whole system's consistency [10, 11].

The health sector is one of the most important sectors in which all
the hi-tech applications are used in medical institutions. Here, vast
numbers of responsibilities are allotted to medical staff, and dealing with
it is a more sophisticated and challenging job. There are lots of records of
patients that have to be managed, including tracking inventory, working
schedules of doctors, records for keeping bills, patient’s reports, etc. [12].
To ease all these responsibilities and workloads, the medical system has
been linked to the technical world so that the workload of the medical
staff can be made easier. All this was possible only with the integration of
information technology to our medical system, and HMS (Hospital
Management System) is the result. An efficient HMS can share useful
knowledge rather than just storing and simply presenting data. In
addition, it maximizes employee usage as well as helps in clinical
decisions. It also provides automatic services like informing important

tasks to various software users and movements of employees etc. [13].



HMS manages the administration of the hospital (i.e., clinical and
financial aspects) by processing the hospital database and provide
information in the correct form at the right time, and right place, by
minimizing human efforts to take decisions efficiently. The primary goal
of HMS is to provide efficient and effective service by eliminating the
manual procedure and boosting the efficiency of medical institutions in

terms of effective and rapid healthcare [14].

There has been a lot of advancement in the medical institutions that
changes the working style of hospital staff due to the ICT (Information
Communication Technology) in healthcare sectors. The ICT has enhanced
the system’s capacity to gather, store, and transmit information, it
improves the working system of hospitals but may create severe problems
for patients. This progress in hospital systems made the work of the
hospital staff very convenient and straightforward rather than manual
work, but security has been a very complicated issue despite all these
advances. It poses many specific issues; threats in computers and
networks can result in disclosure of individual information, reputational
harm, loss of money, and legal consequences. Despite of warnings from a
wealth of public breach notices, numerous of hospitals are insufficiently
prefabricated to deal with today's computer-based attacks [15]. To learn
the security issues of HMS, one need to understand the risks of healthcare

and its consequences and how the information is used in healthcare.

In 1976, Professor Alan F. Westin elaborated a healthcare
information flow, i.e., how information is used in this sector as well as
the healthcare information is used in different sectors from Direct Patient
Care to Support Activities, Support Activities to Commercial and also for
social uses [16]. The HMS contains data in the electronic format, i.e., e-
data, which collects and stores patient’s medical data that can be accessed

from any location and provides centralized data [17]. This e-record



contains a lot of ordinary and common information about the patient in
the medical records, such as blood pressures report and any injury. In
addition, it may contain sensitive and confidential information. The new
advances lead to a state where leakage of the information in medical
records of patients pose new threats to privacy and create a security risk
[18]. It is important to monitor and control its accessibility because it can
harm the patient [19]. These e-records of patients are accessed by
enterprises that maintain such databases to offer EHR (Electronic Health
Record) services. The patient’s data serves as a key point for the
collection, storing, and dissemination of individual data to third parties
mostly provided to service providers of healthcare, medical or drug
stores, and among others hospitals doctors.

The HMS may control the disclosure of information inside the
medical institutions. It may prevent accidental disclosures, insider
curiosity of medical staff- to access the report of celebrities or their
colleague’s medical reports, insider subornation-release patients report to
an outsider for their profit or revenge and may control third party access
or secondary usage. But in case/s of unauthorized access by exploiting the
vulnerability of software, it would be difficult for hospital management to
handle it on time. Because of the deadlines, developers build software
within the specified duration that may cause loopholes in the software.
The most contentious concern in recent years is how technology

jeopardizes the privacy of patient’s data [19].

Apart from this progress in technology, numerous statistics have
shown data breach instances that have affected both the patients and
HMSs in the healthcare field. Thousands of health records can be
compromised by security breaches. To secure an individual’s data, three
major security factors and privacy goals are commonly identified and
known as CIA (Confidentiality, Integrity, and Availability) triad [17,20].



There is a significant necessity of the CIA triad; confidentiality must be
included for highly sensitive data; integrity is important because it may
be fatal to provide an inaccurate procedure based on faulty data of
medical, and availability is as necessary because the data must be
available on time for adequate treatment. In the medical field, the security
and privacy of individual data are critical, and it is a major challenge to
shield the healthcare data [21]. In the healthcare sector, several
challenges are introduced in HMS like huge data growth.

In addition, after the covid-19 pandemic situation that has created a
sudden spike in health data, hospitals as well as healthcare have been
impacted as well. Managing this data and protecting it from attackers has
become difficult for security experts. Presently, the major objective of
security professionals and researchers is to minimize the security threats
by mitigating and evaluating the risk factors in the web applications of
healthcare [22].

In the healthcare sector, for enhancing the security mitigating the
risks, some dedicated steps are needed. It may help to secure and protect
healthcare web applications for ensuring transparency and evaluating
security. This is the reason; developers prefer to take a step up on the
design phase to reduce vulnerability. It will help to build secure web
applications in the healthcare sector. It may help to overcome the threats
and protect from cyber-attacks by early detection and mitigation of risk

factors in the design phase.

Further, from the study of available statistics, it is observed that
security plays a crucial role in the success and failure of healthcare web
application systems. Therefore, from the detailed study of healthcare web
applications used in all types of fields, it can be observed that a

healthcare web application is ubiquitous to both (i.e., personal and



professional life) and it is a source of vital information. Hence, its

security is of utmost concern.

Researchers and developers must design a feasible security risk
assessment framework in order to minimize critical healthcare web
application failures. Though creating a perfectly a secure healthcare web
application is extremely tough task, but one can reduce security risks by
implementing a fool-proof and precisely designed approach that includes
security attributes. Techniques of security optimization will further help
the security practitioners as well as researchers to reduce the time and
cost required for the development of a healthcare web application system.
Also, in-depth identification, analysis and mitigation will deliver a
quality product.

1.2 Hospital Management System

The committee of WHO, in 1956 defined Hospital as “A vital part
of a medical and social institution whose role is to accommodate
maximum healthcare services to their community from cure to prevention;
the hospitals are also serves as a centre for the training of health workers
as well as bio-social research” [23]. The healthcare centres are an integral
part of human lives, providing appropriate services and the cure to
citizens who suffered from different illnesses due to environmental
conditions, mental stress, or other reasons. Hospitals need to keep track of
their everyday activities to deal with the day-to-day workload. Different
operational tasks are performed, which include patient’s records, nurses
and ward boy’s schedules, generating bills, recording patient
immunization, patient diagnosis information, managing appointments of
doctors and other running staff who coordinate with each other to run
hospitals efficiently and effectively [24].



It is very tedious and error-prone to deal with all such activities and
to keep track of all the records and tasks on paper. This procedure creates
complexities, redundancy, and inconsistency, making the system very
slow and time-consuming; that’s why hospital management is the most
complex procedure among all administrative organisations. To handle
these manual works, an automated system is implemented by using a web
application called Hospital Management System (HMS) to deal with all

such activities and maximizing the optimization level.

HMS is a web-based computerized application used for storing data,
managing records, tracking, and monitoring prescriptions. It can manage
huge records of patients at a time and controls multiple works. It ensures
that all users work as per their roles assigned by the system and can
effectively complete their tasks on time. A successful software enables
the system to insert and edit data easily; it summarises the outcomes,
quickly update and rectify the errors at the same time [25]. Let’s look at
the following illustration for a detailed overview of HMS in figure 1.1,

which describes the function of the hospital operated by HMS.
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Figure 1.1: Hospital Management System



The web application of hospital deals with a number of tasks, which
depends on various features of the software that manages several tasks of
the hospital system. Few of the functionality of HMS is mentioned in
figure 1.1, and these functionalities are managed by three user groups:
hospital management/staff, patients, and third-parties [26]. Hospital
management and staff take charge of several jobs include patient
registration, help desk, OPD-IPD management, billing, invoicing, whereas
patients can book appointments, pay bills, third parties provide insurance
and companies supply drugs. In OPD, patients come for their check-up
who suffered from health issues whereas; in IPD patients are admitted for
their treatment of the disease. Pharmacy keeps records of medicine sales,

current stock details, and bills of medicine, it provides general overflow.

Pathology and Radiology keep and maintain the test reports of
patients. Blood banks are always updated with status, issue details, and
donor. EMR (Electronic Medical Records) are uploaded on the software
application to be shared with medical practitioners from different hospital
departments with relevant details, such as medical tests, diagnoses,
history of care, test results, and so on. The module of patient manage ment
acquires information of the patient from intake (for the diagnosis or
treatment of the patient) to discharge. The work of cash or bank, payments
receipt, ledger entry, profit and loss, the balance sheet of the hospital is
made through the module of financial accounting, and payroll modules
deal with salary slips printing, PF statements, salary certificates, etc.
Nursing supervises, staff of nurses in the hospital, manage the routine

tasks of patients to improve health conditions and cure them [27].

Hospital management deals with ward allotment, vacant OT
(Operation Theatre) number, doctors and staff appointments admit and

discharge details, emergency management. More and more jobs are done



in a single place and are managed by HMS software [28]. The workflow of

HMS is shown in figure 1.2.

Patient Insurance Plan __) Visit to Medical Test

Registration Doctor

Pa-tlen.t Treatment ‘ Diagnosis l— Doctor
Monitoring

Figure 1.2: Workflow of Hospital Management System

HMS facilitates users to access data quickly as per the access
control facility from the healthcare database as easily as one can insert
and searches the records Dby authenticating the users and
prevent unauthorized access. The HMS user has to follow figure 1.2 to
access the HMS facility [28]. The patients can book their appointment by
registering on the HMS application that synchronizes with insurance
providers; those interested should approve it, and the patient appointment
with the doctor is set. All these processes are conducted via the web

application of HMS.

Patients have to visit for medical or diagnostic tests, as per the
doctor's recommendation. These medical tests may be used for research
purposes or study purposes to obtain accurate information about specific
illnesses or diseases and also to track the care of the patient. These health
records are preserved in digital or electronic format, ensuring an
automated patient database. The healthcare web application introduces the
concept of a centralized database that eradicates redundancy. It shortens
the amount of time, especially when data is accessed and retrieved from
the database to search previous records of patients. This software

increases the accuracy and enhances the reliability of healthcare records



and provides effective storage and usage by electronic processing of data.
Such technological advances have brought many changes in the working
style of the medical staff, and the progress of the health departments made
individuals more dependent on technology. In each and every field of
medical, performance and interactivity should be achieved by ensuring
security [29]. It provides confidentiality as well as integrity to sensitive
data and can be accessed at any time from any location. These all can be
done by implementing the CIA triad. The security-related flaw in the
software makes it vulnerable and introduces risk for the information

processed through it.

1.3 Healthcare Application Security

Hackers, viruses, and worms can be a serious threat to the security
as well as privacy of healthcare web applications. In recent years, several
incidents of accidental loss or theft of sensitive clinical data have been
reported [30-33]. According to a recent study, every year almost 25
million compelled authorizations for the disclosure of healthcare records
in the United States [33]. Security estimation of healthcare web
applications focuses on the functional aspects of the application and its
ability to endure a malicious attack and recover without data loss or any
other abnormality [32]. The security estimation process assures the
practitioners of the healthcare web application that it will not deteriorate
by the presence of any kind of vulnerabilities and will always be able to
use mitigation techniques in any situation. This process maximizes the

success of user satisfaction on the healthcare web application system.

In the current times, security issues are constantly evolving due to
the heterogeneous nature of healthcare web applications. Security
estimation of healthcare web application is imperative for making it
reliable and secure. It reveals those vulnerabilities that can affect

healthcare web application's integrity, violates confidentiality/privacy
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norms, and exploits loopholes in the design. These vulnerabilities may
result in exhaustive data theft, malware, spyware injection and may cause
failure in the entire healthcare web application. As discussed in the
Introduction section, it can be contemplated that severe security flaws of
healthcare web applications can steamroll into total application failure,

culminating in substantial financial and physical losses [34].

It should be understood that security is not a product; rather, it is a
process, and it should be taken into account from beginning to the end of
healthcare web application development life cycle [32]. It cannot be
incorporated or added as an additional feature at the end of the
development life cycle or after the deployment as an afterthought.
Consumers demand feature-rich and sophisticated healthcare web
applications within no time. This compels the practitioners to produce
huge and poorly-written healthcare web applications and release them
without subjecting it to security estimation. For analysis, it is hard to
contemplate and device exhaustive anti-security inputs and a challenging
task to indorse the healthcare web application system's endurance and
reliability against infinite numbers of security threats [35]. Healthcare
web application’s security estimation is a quality assurance process
through which a developer can understand the user's needs, design and
analyse it thoroughly during the development life cycle before delivering
it to the user. According to the report, there are infinite numbers of ways
an attacker can disable or handicap healthcare web application system.
However, no technique effectively covers all the security estimation
features. Therefore, a balanced approach is required incorporating all the
security attributes to prepare the analysis plan and plant it in the design
and prepare a framework for the healthcare web application.
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1.3.1 Healthcare Application Confidentiality

The communications in healthcare web applications are mainly in
electronic form. This can lead to numerous threats to systems stability.
Medical confidentiality is a collection of rules that restrict access to an
unauthorised user or unauthorized disclosure of data, i.e., information
exchange between individuals and healthcare professionals [34]. It is a
higher measure of security policy that is undertaken to protect the
database and to prevent the access of unauthorized users [36]. It ensures a
certain degree of privilege to an authorized person who is permitted to
access, make changes and download information. This privilege is
restricted or not granted to the wunauthorized users/personnel [37].
Confidentiality is already described as a pillar of healthcare ethics since
from Hippocrates [38]. It is a broad security concept implemented at all
stages of a healthcare web application system such as processing, storage,
retrieval and display of information. It is ensured that the data is stored in
an encrypted format and only the authorized user is permitted to decrypt
and access the information. In addition, it also checks that the data is not
stored in a plain format, so that leakage or misappropriation of the data or

violation of the security parameters could not be commenced [39].

Hence, it strengthens a trusted binding mechanism of design and all
its components, assuring that the sanctity of data is preserved and not
violated by any intruders. During the design phase, all the components are
bound together through coupling to create a mechanism that could protect
the data from being violated or tampered by intruders [40].
Confidentiality runs deep down into the multi-faceted structure of
healthcare web application systems to establish a security apparatus.
Through which one can keep an eye on unauthorized attempts to gain
access into the restricted or encrypted areas inside a healthcare system
[41].
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1.3.2 Healthcare Application Integrity

Integrity can be defined as the accurateness of data/information at
storage or during transmission [34]. When it comes to managing hospital
documents and healthcare web application’s data, the value of data
integrity is extremely high. A strong data integrity plan holds healthcare
web applications and health services in line and guarantees patient
confidence. Compromised data on healthcare may lead to misdiagnosis or
inaccurate treatment and without proper permission; organizations must
keep data free from corruption, being changed or disclosed [42]. It
ensures that data is not modified or tampered with during transmission so
that the end-user gets exactly the same information that is available and
for which the user is authorized to access.

In a more expanded form integrity can be explained at various
levels of existence, operation and sustenance integrity at source, transit,
log host, database and analysis [43]. At all these levels, the integrity of
the data should remain appropriate. Integrity is ensured at the
existence/source/origin level by preventing unauthorized modification of
log data at the transit level [44-46].

1.3.3 Healthcare Application Availability

For healthcare IT, consistent availability of healthcare applications
is still a priority and is a mandatory necessity. Availability ensures that a
system is ready and available for use by an authorized user whenever
needed. Healthcare organizations can be seriously affected by shutdowns
in applications, hardware or data centres[47].To ensure accountability of
treatment and accurate control of patient records, healthcare providers
rely more than ever on digital technology. It is important to have vital
systems accessible, such as electronic health records, hospital information
systems, image archiving and communication systems, and other clinical

and administrative systems. It ensures the readi