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ABSTRACT

The modern world is critically reliant on a broad range of software
applications. Dependency on software applications is so high that life
cannot be imagined without them. Information, no matter to which part of
the globe it belongs, is available with a click of the mouse. Intensive
security-oriented services ranging from internet banking, trading to
online, buying and selling, booking an appointment to a doctor etc., are
carried out unhesitatingly. These services require the privacy of the
information and asset. When security intensive information is floating
everywhere, anyone having malicious intent can misuse the information.
This may harm an organization or individuals. Since decades, efforts are
being made to estimate security risk in order to increase accountability,
demonstrate compliance, and determine whether and by how much our

investments in the product make our systems more secure.

Furthermore, the health sector is one of the most prime sectors
where all the hi-tech applications are used. In this sector, medical
personnel are entrusted with a vast number of responsibilities, and dealing
with them is a more sophisticated as well challenging task. The healthcare
sector has been linked to the technological world in order to ease the
responsibilities as well as workloads of the healthcare staff. This was
made possible by integrating IT (Information Technology) into the
healthcare sector. Apart from these technological advancements, several
statistics have demonstrated data breaches instances that have affected
both, i.e., patients and Healthcare Information systems. Thousands of

healthcare records can be compromised by security breaches.

In addition, to secure an individual’s as well as HIS’s data, three
major security factors and privacy goals are needed, which is commonly
known as the CIA triad. The significant necessity of the CIA trio is;



Confidentiality must be included for highly sensitive data; integrity is
important because it may be fatal to provide an inaccurate procedure
based on faulty data of medical, and availability is as necessary because
the data must be available on time for adequate treatment.

In the healthcare web application, the privacy of individual and
organizational data is extremely important, and currently it has become a
major challenge to shield healthcare information. The major challenge
introduced in the healthcare web application is due to huge data growth.
Furthermore, COVID-19 (i.e., the current pandemic situation) has resulted
in an unexpected spike in healthcare data, which has impacted both the
healthcare web applications and hospitals. Managing these healthcare data
and securing it from intruders has become a complex task for security
experts. Nowadays, the main objective of the researchers and security
experts is to minimize security vulnerabilities in the healthcare web
application by mitigating and assessing the security risk factors. So, some
dedicated steps are required to enhance the security of healthcare web
applications, which may help in securing and protecting them in order to
ensure transparency and assess security risk. This is why security
professionals prefer to take a step up on the design phase to reduce
security risks. It will assist in designing secure web applications in the
healthcare sector. Furthermore, it may also assist in overcoming from
threats and protecting it from cyber-attacks by early detection and
mitigation of security risk factors in the design phase.

In order to gain a competitive edge, developers and researchers
need to create a viable security risk assessment framework so as to
minimize critical healthcare web application failures. Though it is highly
difficult to create a perfectly secure healthcare web application system,
but one can surely reduce the security risks by following a fool-proof and

meticulously designed strategy with the inclusion of security attributes. In

Vi



addition to this, the researcher has made an effort to overcome this issue
and proposed a framework to assess security risk of the healthcare web
application. This framework incorporates five phases, including Factors
Identification, Mapping, Assessment, Statistical Analysis and Review and
Revision.

The first phase, i.e., Factors Identification, in which the
identification and selection of security risk factors as well as their
corresponding security attributes have been made on the basis of a
comprehensive literature review and expert’s opinions. The relationship
among security attributes and security risk factors has been developed in
the second phase. In addition, an integrated Fuzzy AHP-TOPSIS approach
is used for security risk assessment in the third phase. Where Fuzzy AHP
is used to prioritize security risk factors, and the impact of security
attributes on various alternatives is calculated with the help of Fuzzy
AHP-TOPSIS. Furthermore, sensitivity analysis and empirical validation
are carried out in the second last phase of the framework. In the last
phase, review and revision will be undertaken only when required, which
facilitates a retrospect of the entire development activity and aid in

making changes whenever necessary.

It is apparent from the validation of the proposed framework that it
may be significantly helpful to keep in check the potential risk and
vulnerabilities from the early design phase till the end. The proposed
framework has shown satisfactory results with respect to other mentioned
approaches. It may also form the basis for the development of new
modified or refined approaches. Like any other research, the current work
may also suffer from certain limitations, therefore to achieve a
generalized result and implementation of the proposed model, further

study may be conducted on a large application.
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Chapter 1
INTRODUCTION

1.1 Background

The world has witnessed an enormous rise in software industries
from last decades. Nowadays, technology has made complicated work
much more accessible and more straightforward. Nearly most of the
services are available through computers, from browsing the web to
scheduling an appointment [1]. The numerous tasks are handled and
managed through different software and applications, which has become a
critical element of our daily lives. As human activities are heavily reliant
on software, hence any untidiness during the development of software

may lead to the life and death of human beings [2].

The advancement of technology enables individuals and
organizations to process, create, store, and exchange vast quantities of
data from anywhere at any time [3]. Almost every area has seen massive
growth in software deployment. With the ease of its facilities, there is
fear too, because news headlines are continuously threatening about the
data breach, which indicates an immediate need to tackle these issues [4].
This is why software security has become the focus of rigorous studies
and a key component for steady stream aspects that strengthened software

engineer's ability to protect applications and build secured software [5].

An enormous amount of information for secure development is
available in books, open literature, or on the internet etc.; despite all
these, attackers always think ahead of it and find novel ways to exploit
vulnerabilities. Some researchers have also mentioned that security is not
taken into account as a priority by developers in the initial phase and
typically think that security is a post-development practice. In most

1



development organizations, security is implemented by developers or
software engineers as a fix after development of application, but security

is not an afterthought, rather it is an evolving feature of software [6].

Researchers and experts realize that software security should not be
reflected as an added value or need for gold plating [7]. For ensuring the
security of software, the best risk management practices should be applied
from the initial phase and should be spread across the entire process [8].
Therefore, when highly secured applications are developed, it needs to
involve more sophisticated security operations [9]. In this study, the
researcher has focused on the security-related problem in software
development. The main objective is to provide an insight into security
risk for the sole purpose of creating secure and robust software from the
initial phase, i.e., the design phase. The regularization of software

security maintains the whole system's consistency [10, 11].

The health sector is one of the most important sectors in which all
the hi-tech applications are used in medical institutions. Here, vast
numbers of responsibilities are allotted to medical staff, and dealing with
it is a more sophisticated and challenging job. There are lots of records of
patients that have to be managed, including tracking inventory, working
schedules of doctors, records for keeping bills, patient’s reports, etc. [12].
To ease all these responsibilities and workloads, the medical system has
been linked to the technical world so that the workload of the medical
staff can be made easier. All this was possible only with the integration of
information technology to our medical system, and HMS (Hospital
Management System) is the result. An efficient HMS can share useful
knowledge rather than just storing and simply presenting data. In
addition, it maximizes employee usage as well as helps in clinical
decisions. It also provides automatic services like informing important

tasks to various software users and movements of employees etc. [13].



HMS manages the administration of the hospital (i.e., clinical and
financial aspects) by processing the hospital database and provide
information in the correct form at the right time, and right place, by
minimizing human efforts to take decisions efficiently. The primary goal
of HMS is to provide efficient and effective service by eliminating the
manual procedure and boosting the efficiency of medical institutions in

terms of effective and rapid healthcare [14].

There has been a lot of advancement in the medical institutions that
changes the working style of hospital staff due to the ICT (Information
Communication Technology) in healthcare sectors. The ICT has enhanced
the system’s capacity to gather, store, and transmit information, it
improves the working system of hospitals but may create severe problems
for patients. This progress in hospital systems made the work of the
hospital staff very convenient and straightforward rather than manual
work, but security has been a very complicated issue despite all these
advances. It poses many specific issues; threats in computers and
networks can result in disclosure of individual information, reputational
harm, loss of money, and legal consequences. Despite of warnings from a
wealth of public breach notices, numerous of hospitals are insufficiently
prefabricated to deal with today's computer-based attacks [15]. To learn
the security issues of HMS, one need to understand the risks of healthcare

and its consequences and how the information is used in healthcare.

In 1976, Professor Alan F. Westin elaborated a healthcare
information flow, i.e., how information is used in this sector as well as
the healthcare information is used in different sectors from Direct Patient
Care to Support Activities, Support Activities to Commercial and also for
social uses [16]. The HMS contains data in the electronic format, i.e., e-
data, which collects and stores patient’s medical data that can be accessed

from any location and provides centralized data [17]. This e-record



contains a lot of ordinary and common information about the patient in
the medical records, such as blood pressures report and any injury. In
addition, it may contain sensitive and confidential information. The new
advances lead to a state where leakage of the information in medical
records of patients pose new threats to privacy and create a security risk
[18]. It is important to monitor and control its accessibility because it can
harm the patient [19]. These e-records of patients are accessed by
enterprises that maintain such databases to offer EHR (Electronic Health
Record) services. The patient’s data serves as a key point for the
collection, storing, and dissemination of individual data to third parties
mostly provided to service providers of healthcare, medical or drug
stores, and among others hospitals doctors.

The HMS may control the disclosure of information inside the
medical institutions. It may prevent accidental disclosures, insider
curiosity of medical staff- to access the report of celebrities or their
colleague’s medical reports, insider subornation-release patients report to
an outsider for their profit or revenge and may control third party access
or secondary usage. But in case/s of unauthorized access by exploiting the
vulnerability of software, it would be difficult for hospital management to
handle it on time. Because of the deadlines, developers build software
within the specified duration that may cause loopholes in the software.
The most contentious concern in recent years is how technology

jeopardizes the privacy of patient’s data [19].

Apart from this progress in technology, numerous statistics have
shown data breach instances that have affected both the patients and
HMSs in the healthcare field. Thousands of health records can be
compromised by security breaches. To secure an individual’s data, three
major security factors and privacy goals are commonly identified and
known as CIA (Confidentiality, Integrity, and Availability) triad [17,20].



There is a significant necessity of the CIA triad; confidentiality must be
included for highly sensitive data; integrity is important because it may
be fatal to provide an inaccurate procedure based on faulty data of
medical, and availability is as necessary because the data must be
available on time for adequate treatment. In the medical field, the security
and privacy of individual data are critical, and it is a major challenge to
shield the healthcare data [21]. In the healthcare sector, several
challenges are introduced in HMS like huge data growth.

In addition, after the covid-19 pandemic situation that has created a
sudden spike in health data, hospitals as well as healthcare have been
impacted as well. Managing this data and protecting it from attackers has
become difficult for security experts. Presently, the major objective of
security professionals and researchers is to minimize the security threats
by mitigating and evaluating the risk factors in the web applications of
healthcare [22].

In the healthcare sector, for enhancing the security mitigating the
risks, some dedicated steps are needed. It may help to secure and protect
healthcare web applications for ensuring transparency and evaluating
security. This is the reason; developers prefer to take a step up on the
design phase to reduce vulnerability. It will help to build secure web
applications in the healthcare sector. It may help to overcome the threats
and protect from cyber-attacks by early detection and mitigation of risk

factors in the design phase.

Further, from the study of available statistics, it is observed that
security plays a crucial role in the success and failure of healthcare web
application systems. Therefore, from the detailed study of healthcare web
applications used in all types of fields, it can be observed that a

healthcare web application is ubiquitous to both (i.e., personal and



professional life) and it is a source of vital information. Hence, its

security is of utmost concern.

Researchers and developers must design a feasible security risk
assessment framework in order to minimize critical healthcare web
application failures. Though creating a perfectly a secure healthcare web
application is extremely tough task, but one can reduce security risks by
implementing a fool-proof and precisely designed approach that includes
security attributes. Techniques of security optimization will further help
the security practitioners as well as researchers to reduce the time and
cost required for the development of a healthcare web application system.
Also, in-depth identification, analysis and mitigation will deliver a
quality product.

1.2 Hospital Management System

The committee of WHO, in 1956 defined Hospital as “A vital part
of a medical and social institution whose role is to accommodate
maximum healthcare services to their community from cure to prevention;
the hospitals are also serves as a centre for the training of health workers
as well as bio-social research” [23]. The healthcare centres are an integral
part of human lives, providing appropriate services and the cure to
citizens who suffered from different illnesses due to environmental
conditions, mental stress, or other reasons. Hospitals need to keep track of
their everyday activities to deal with the day-to-day workload. Different
operational tasks are performed, which include patient’s records, nurses
and ward boy’s schedules, generating bills, recording patient
immunization, patient diagnosis information, managing appointments of
doctors and other running staff who coordinate with each other to run
hospitals efficiently and effectively [24].



It is very tedious and error-prone to deal with all such activities and
to keep track of all the records and tasks on paper. This procedure creates
complexities, redundancy, and inconsistency, making the system very
slow and time-consuming; that’s why hospital management is the most
complex procedure among all administrative organisations. To handle
these manual works, an automated system is implemented by using a web
application called Hospital Management System (HMS) to deal with all

such activities and maximizing the optimization level.

HMS is a web-based computerized application used for storing data,
managing records, tracking, and monitoring prescriptions. It can manage
huge records of patients at a time and controls multiple works. It ensures
that all users work as per their roles assigned by the system and can
effectively complete their tasks on time. A successful software enables
the system to insert and edit data easily; it summarises the outcomes,
quickly update and rectify the errors at the same time [25]. Let’s look at
the following illustration for a detailed overview of HMS in figure 1.1,

which describes the function of the hospital operated by HMS.
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Figure 1.1: Hospital Management System



The web application of hospital deals with a number of tasks, which
depends on various features of the software that manages several tasks of
the hospital system. Few of the functionality of HMS is mentioned in
figure 1.1, and these functionalities are managed by three user groups:
hospital management/staff, patients, and third-parties [26]. Hospital
management and staff take charge of several jobs include patient
registration, help desk, OPD-IPD management, billing, invoicing, whereas
patients can book appointments, pay bills, third parties provide insurance
and companies supply drugs. In OPD, patients come for their check-up
who suffered from health issues whereas; in IPD patients are admitted for
their treatment of the disease. Pharmacy keeps records of medicine sales,

current stock details, and bills of medicine, it provides general overflow.

Pathology and Radiology keep and maintain the test reports of
patients. Blood banks are always updated with status, issue details, and
donor. EMR (Electronic Medical Records) are uploaded on the software
application to be shared with medical practitioners from different hospital
departments with relevant details, such as medical tests, diagnoses,
history of care, test results, and so on. The module of patient manage ment
acquires information of the patient from intake (for the diagnosis or
treatment of the patient) to discharge. The work of cash or bank, payments
receipt, ledger entry, profit and loss, the balance sheet of the hospital is
made through the module of financial accounting, and payroll modules
deal with salary slips printing, PF statements, salary certificates, etc.
Nursing supervises, staff of nurses in the hospital, manage the routine

tasks of patients to improve health conditions and cure them [27].

Hospital management deals with ward allotment, vacant OT
(Operation Theatre) number, doctors and staff appointments admit and

discharge details, emergency management. More and more jobs are done



in a single place and are managed by HMS software [28]. The workflow of

HMS is shown in figure 1.2.

Patient Insurance Plan __) Visit to Medical Test

Registration Doctor

Pa-tlen.t Treatment ‘ Diagnosis l— Doctor
Monitoring

Figure 1.2: Workflow of Hospital Management System

HMS facilitates users to access data quickly as per the access
control facility from the healthcare database as easily as one can insert
and searches the records Dby authenticating the users and
prevent unauthorized access. The HMS user has to follow figure 1.2 to
access the HMS facility [28]. The patients can book their appointment by
registering on the HMS application that synchronizes with insurance
providers; those interested should approve it, and the patient appointment
with the doctor is set. All these processes are conducted via the web

application of HMS.

Patients have to visit for medical or diagnostic tests, as per the
doctor's recommendation. These medical tests may be used for research
purposes or study purposes to obtain accurate information about specific
illnesses or diseases and also to track the care of the patient. These health
records are preserved in digital or electronic format, ensuring an
automated patient database. The healthcare web application introduces the
concept of a centralized database that eradicates redundancy. It shortens
the amount of time, especially when data is accessed and retrieved from
the database to search previous records of patients. This software

increases the accuracy and enhances the reliability of healthcare records



and provides effective storage and usage by electronic processing of data.
Such technological advances have brought many changes in the working
style of the medical staff, and the progress of the health departments made
individuals more dependent on technology. In each and every field of
medical, performance and interactivity should be achieved by ensuring
security [29]. It provides confidentiality as well as integrity to sensitive
data and can be accessed at any time from any location. These all can be
done by implementing the CIA triad. The security-related flaw in the
software makes it vulnerable and introduces risk for the information

processed through it.

1.3 Healthcare Application Security

Hackers, viruses, and worms can be a serious threat to the security
as well as privacy of healthcare web applications. In recent years, several
incidents of accidental loss or theft of sensitive clinical data have been
reported [30-33]. According to a recent study, every year almost 25
million compelled authorizations for the disclosure of healthcare records
in the United States [33]. Security estimation of healthcare web
applications focuses on the functional aspects of the application and its
ability to endure a malicious attack and recover without data loss or any
other abnormality [32]. The security estimation process assures the
practitioners of the healthcare web application that it will not deteriorate
by the presence of any kind of vulnerabilities and will always be able to
use mitigation techniques in any situation. This process maximizes the

success of user satisfaction on the healthcare web application system.

In the current times, security issues are constantly evolving due to
the heterogeneous nature of healthcare web applications. Security
estimation of healthcare web application is imperative for making it
reliable and secure. It reveals those vulnerabilities that can affect

healthcare web application's integrity, violates confidentiality/privacy
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norms, and exploits loopholes in the design. These vulnerabilities may
result in exhaustive data theft, malware, spyware injection and may cause
failure in the entire healthcare web application. As discussed in the
Introduction section, it can be contemplated that severe security flaws of
healthcare web applications can steamroll into total application failure,

culminating in substantial financial and physical losses [34].

It should be understood that security is not a product; rather, it is a
process, and it should be taken into account from beginning to the end of
healthcare web application development life cycle [32]. It cannot be
incorporated or added as an additional feature at the end of the
development life cycle or after the deployment as an afterthought.
Consumers demand feature-rich and sophisticated healthcare web
applications within no time. This compels the practitioners to produce
huge and poorly-written healthcare web applications and release them
without subjecting it to security estimation. For analysis, it is hard to
contemplate and device exhaustive anti-security inputs and a challenging
task to indorse the healthcare web application system's endurance and
reliability against infinite numbers of security threats [35]. Healthcare
web application’s security estimation is a quality assurance process
through which a developer can understand the user's needs, design and
analyse it thoroughly during the development life cycle before delivering
it to the user. According to the report, there are infinite numbers of ways
an attacker can disable or handicap healthcare web application system.
However, no technique effectively covers all the security estimation
features. Therefore, a balanced approach is required incorporating all the
security attributes to prepare the analysis plan and plant it in the design
and prepare a framework for the healthcare web application.
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1.3.1 Healthcare Application Confidentiality

The communications in healthcare web applications are mainly in
electronic form. This can lead to numerous threats to systems stability.
Medical confidentiality is a collection of rules that restrict access to an
unauthorised user or unauthorized disclosure of data, i.e., information
exchange between individuals and healthcare professionals [34]. It is a
higher measure of security policy that is undertaken to protect the
database and to prevent the access of unauthorized users [36]. It ensures a
certain degree of privilege to an authorized person who is permitted to
access, make changes and download information. This privilege is
restricted or not granted to the wunauthorized users/personnel [37].
Confidentiality is already described as a pillar of healthcare ethics since
from Hippocrates [38]. It is a broad security concept implemented at all
stages of a healthcare web application system such as processing, storage,
retrieval and display of information. It is ensured that the data is stored in
an encrypted format and only the authorized user is permitted to decrypt
and access the information. In addition, it also checks that the data is not
stored in a plain format, so that leakage or misappropriation of the data or

violation of the security parameters could not be commenced [39].

Hence, it strengthens a trusted binding mechanism of design and all
its components, assuring that the sanctity of data is preserved and not
violated by any intruders. During the design phase, all the components are
bound together through coupling to create a mechanism that could protect
the data from being violated or tampered by intruders [40].
Confidentiality runs deep down into the multi-faceted structure of
healthcare web application systems to establish a security apparatus.
Through which one can keep an eye on unauthorized attempts to gain
access into the restricted or encrypted areas inside a healthcare system
[41].
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1.3.2 Healthcare Application Integrity

Integrity can be defined as the accurateness of data/information at
storage or during transmission [34]. When it comes to managing hospital
documents and healthcare web application’s data, the value of data
integrity is extremely high. A strong data integrity plan holds healthcare
web applications and health services in line and guarantees patient
confidence. Compromised data on healthcare may lead to misdiagnosis or
inaccurate treatment and without proper permission; organizations must
keep data free from corruption, being changed or disclosed [42]. It
ensures that data is not modified or tampered with during transmission so
that the end-user gets exactly the same information that is available and
for which the user is authorized to access.

In a more expanded form integrity can be explained at various
levels of existence, operation and sustenance integrity at source, transit,
log host, database and analysis [43]. At all these levels, the integrity of
the data should remain appropriate. Integrity is ensured at the
existence/source/origin level by preventing unauthorized modification of
log data at the transit level [44-46].

1.3.3 Healthcare Application Availability

For healthcare IT, consistent availability of healthcare applications
is still a priority and is a mandatory necessity. Availability ensures that a
system is ready and available for use by an authorized user whenever
needed. Healthcare organizations can be seriously affected by shutdowns
in applications, hardware or data centres[47].To ensure accountability of
treatment and accurate control of patient records, healthcare providers
rely more than ever on digital technology. It is important to have vital
systems accessible, such as electronic health records, hospital information
systems, image archiving and communication systems, and other clinical

and administrative systems. It ensures the readiness of correct services to
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correct and specific users who are authorized to access the system [48-
49].

Availability can be best defined as cumulative measures to help
authorized persons have timely access to the system [37]. It is a blend of
both authentication and authorization attributes to assure the
appropriateness of the user, or a group of users, a computer system etc.
To access specified information at the correct time or when they need to
perform certain specific operations, except in cases of up-gradation or
maintenance of the system. The downtime however should be kept at
minimum, but there may be events such as natural disasters or hardware

failure when the readiness of the system will be affected.

In most cases a backup site/system runs parallel and in tune with
the original/main system so that in cases of downtime of the main system
due to certain reasons, the requests could be redirected to the backup
system and the entire system should be ready to use. Whenever the main
system is not available to its end users, functionality and its effectiveness
is not operated properly, causing loss of productive time [50]. On the
other hand, more availability will cause the system vulnerable to threats.
Thus, effective availability is ensured by arranging the system into
hierarchies of subunits so that recovery could be done at a faster rate

without jeopardizing the security of the entire system [44].

1.4  Security Risks in Healthcare Web Application

The medical system has been connected to the technological world
to ease day-to-day tasks so that the workload of the medical staff could be
made simpler. All this is possible with the integration of ICT in the
healthcare sector. It is developed to handle patient information to
optimize services and contribute to high-quality services for patient care.

healthcare web application deals with day-today-services, where
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information security plays a critical role. The patient records are
perceived as very critical, and this must be handled in such a manner that
it is protected and secured from unauthorized access [51]. Although this
digital age of technology has its own advantages, apart from these, it
has some serious issues. One of the critical issues is “security”, and at an
astonishing rate, the case of security breaches is rising. In the field of
healthcare, existing research activities are primarily motivated by the goal
to ensure the security of all healthcare web applications. The reason
behind the rising case of data breaches is flaws and vulnerabilities in the
security services available in the application, which leads to exponential

growth in data pilferage and data incidents [52-53].

In 2019, it was reported to the government of the United States that
the medical records of almost one million people had been breached [54].
In addition, in this pandemic, i.e., covid-19 situation, several problems
have arisen in the healthcare web application sector, such as enormous
data loads and it has become difficult for security professionals to
monitor and secure this data from attackers. One of the main security
threats is “compromising on design”, which occurred in several cases [55-
56]. Because of the limited period of software development, developers
are forced to design software within the defined timeframe that may cause
loopholes within the software and create software risks by compromising
on design. Security risk occurs as threats may exploit the vulnerabilities
of software, causing the failure or damage in software. Evaluating such
risk factors in the absence of an appropriate framework may create a
challenge [57-58].

The developers still understand and manage risks in haphazard
manner rather than implementing a proper mechanism for risk
management [14]. For managing these security risks, risk assessment

helps to recognize possible threats and their key components. Risk
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assessment helps in the identification of risk occurrence with its potential
consequences along with the threshold for such occurrences. According to
the author of the book ‘Risk’, who defines risk management. As per his
views, risk management is not meant to change the future, not to clarify
the past but it requires defining, evaluating, measuring, and prioritizing
risks [59]. Meanwhile, healthcare web applications and hospitals are at
high risk because they operate with patient personal details, social
security numbers, and financial information, along with their name, birth
dates, address, and other critical data [60]. These risks may be
materialized often by human errors, infringement of privacy policy,
software error etc. Knowing the significance, vulnerability, and relevance
of hospital data makes it possible to prioritize security steps in this
context [61]. In addition, a huge number of internal and external systems
are exchanging healthcare data over the network that is also a big security
concern. The pictorial representation of data security concerns is shown in

figure 1.3.
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Figure 1.3: Security Mechanism of Hospital Management System

The risks in healthcare web applications create numerous critical
security issues. If an attacker gets access to sensitive health records, they

can misuse or post them on social media for their benefit or revenge, may
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leak the information to the employer of a patient, and can harm by using
the patient’s identity. Another risk in the healthcare web application is
introduced because of outdated software as it may be vulnerable and
violates the security rule. Hence, older versions may become an easy
target for the attacker. Due to the usage of obsolete software, the United
States Office of Personnel Management suffered from security breach
cases that revealed more than 4 million current and former federal
employees' personal data. In this case, the federal government offered
everyone who is affected by identity theft with insurance [62]. These
situations may disclose patient’s private information and create hazardous
situations for hospital institutions where hackers may reveal sensitive and
confidential data. This can be done through exploiting vulnerabilities

within the system [62], as shown in figure 1.4.
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Figure 1.4: Components of the Risk

1.5 Multiple Criteria Decision Analysis

Assessment of security is also a multiple criteria problem. To assess
security with its contributing attributes, multi-criteria decision-making
techniques will be used in this research work. Multiple Criteria Decision
Analysis (MCDA) or Multiple Criteria Decision Making (MCDM) is one
of the most important methods for assessment with multi-criteria having
multiple levels. MCDA methodology helps in making decisions among the
multiple conflicting criteria. In daily life multiple criteria problems can

be solved using MCDA methods such as a selection of one criterion from
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different criteria. Research based on MCDA methods has a history of only
a few years. Further, usage of the internet in everyday life has created a
number of problems of multiple criteria. A MCDA problem is generally

described using a decision matrix.

1.6 Needs and Importance

As discussed earlier in this chapter, security is not a product or an
outcome; it is an entire spectrum of testing activities from the starting
phase to the last specifically aimed to identify vulnerabilities within the
design and plug the security gaps. In today’s scenario where the
healthcare web application is immaculate to the lifestyle and industrial
needs, an enormous number of applications are launched every day. But,
not all healthcare web application systems are tested adequately before
release since the software companies have to cater to the excessive
demands of users/industries within a short span of time. This increases
pressure on the developers, and they frequently leave large portions of
these systems untested, which may become a cause for future disasters.
Also, there is a huge congregation of healthcare application firms, third
party products and open-source applications available in the market,
which creates a situation of cut-throat competition among the developer
teams. This is also one of the many reasons why it becomes very difficult
for testers to run optimum tests on the healthcare web applications before

their release.

A survey of about 150 companies conducted by Forrester Consulting
in 2010 shows that current practices in the field of application
development are not enough to bolster the security of healthcare web
applications. The survey also found that a better return of investment is
achieved by the industries that follow security practices during SDLC
[59]. Security practitioners have proposed various methods of security

assessment and incorporation of best security practices during the SDLC,
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such as Microsoft Security Development Life Cycle, Comprehensive
Lightweight Application Security Process (CLASP) given by Open Web
Application Security Project (OWASP), and Architectural Risk Analysis
Technical Report by Gary McGraw Software Security Touch-point.

The State of Software Security Report 2017 by Veracode
emphasizes on developer’s behaviour and security skills gap. The
conclusion of the report is that before proper and rigorous testing
activities, an application is broadly insecure and is by large prone to
malicious attacks, failures, data theft, etc. Statistics of State of Software
Security 2017 shows, for instance, that about 77% of software
applications have at least one vulnerability on the initial scan, and around
12% are exposed to high or very high vulnerability problems [59]. The
report also tells that nearly 88% of java applications have not less than

one vulnerability issue.

In tune with recent trends, healthcare web application security is
availing attention from experts, research communities and industries. As a
solution to the issues with respect to healthcare web application security,
security experts should try to discover more approaches to upgrade the
security parameters of healthcare web applications constantly. Since the
security of healthcare web application is the prime concern, so more

efficient and result-oriented practices must be adopted.

If the security is not taken into consideration during the initial
phases of software development, the system may be assessed for security
only during its implementation. If the project is found to be a failure
during the implementation, then the whole task of production has to be
repeated, which may result in high cost and rework. As discussed before,
the environment in which a project has to work is dynamic and liable to

change, so it is clear that security issues also keep on changing. Thus,
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security activity is not a one-time exercise but an iterative phenomenon.
Users have certain expectations regarding the security of the application
they use. These expectations need to be implemented in the form of
security mechanisms during the development stage. In addition, a security
engineer must think from the attacker's point of view while developing

software.

Hence, a comprehensive security framework incorporating all the
security attributes is essential to validate across all layers of a healthcare
web application without consuming much time to do so. Thus, it becomes
imperative for the developers to integrate security features based on a
pre-established security policy that embody all security attributes. A well-
established security strategy and planning can help to save both time and

cost of the development of a healthcare web application.

1.7 Problem Formulation

From the foregoing discussion, it is pertinent that healthcare web
application security is becoming a challenging issue in the current era
where insecurity is everywhere. There is an extreme need for trustworthy
and quality-rich healthcare web applications, which should be capable of
preventing many types of modern attacks. A major problem with user’s
data is that it may be shared with the unauthorised party, and they are not
even aware about it. For an adequate secure and quality-rich healthcare
web application, there must be an effective and efficient approach that
can prevent it from unauthorised access. The main aim is to determine the
impact of loopholes and vulnerabilities on the application. The extensive
use of healthcare web applications has been weaved into the very fabric of
the modern world, where information needs to be secured, and application
has to be robust enough to provide both security and reliability. Some of

the issues in this regard are listed as follows:
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e Unsecure healthcare web applications can lead to information loss,
monetary loss, reputation damage, customer dissatisfaction, and even
life risk.

e During the designing of healthcare web applications, the question isn't
whether we can build a healthcare information management system or
not, but the question arises; can we analyse it using security
optimization techniques.

e Though different analysis techniques have been proposed, there is still
a gap between persisting analysis techniques and newer techniques of
analysis for security design.

e Nowadays, many practitioners are identifying new ways to secure
healthcare web applications, including decision-making methods, fuzzy
AHP and TOPSIS techniques, etc. But they often overlook the security
issue of healthcare web applications during the development of
healthcare management systems for different organizations.

e Further, securing healthcare web applications is a complex procedure;
still, no infallible mechanism exists for qualitative and quantitative
assessment. Therefore, there is no proper framework or procedure

available for security optimization.

Based on the issues described above, there may be a vast set of
research questions that should be addressed. Some of the relevant
questions are stated below:

e What are the factors that directly influence the security of healthcare
web applications?

e |s there any standard framework available for estimation of security for
healthcare web applications?

e What are the major challenges with respect to secure healthcare web
applications?

e Can we develop an integrated security analysis plan that incorporates

all the security attributes?
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Can we develop a framework that may be used in the design phase to
estimate the healthcare web application's security?

Which security attribute needs to be focused upon according to their
respective weightage?

How general are the lessons learned in this study? Can they be applied
in situations involving other environments or organizations with

different operational contexts?

Keeping in view the foregoing discussion and issues on healthcare

web application, the researcher has formulated the research problem as

under:

“Managing Security Risk of Healthcare Web Application: A Design

Perspective”

1.8 Research Objectives

In order to achieve the most general goal to develop a secure and

trustworthy healthcare web application, the following objectives have

been set forth:

To review and critically examine the literature on existing security
estimation frameworks of healthcare web applications and to identify
key issues that need to be addressed in the real world.

To identify security risk factors and security attributes that affect the
security of the healthcare web application.

To establish a relationship between security risk factors and security
attributes.

To examine the impact of security risk factors on healthcare web
application.

To design and develop a novel framework for managing security risk of
healthcare web applications.

To test and validate the proposed framework empirically.
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1.9 Methodology Followed
The basic methodology is tantamount to a list of things that we
might try in order to reach out the ultimate goal.
e Review of the available literature
e Conceptualization of the approaches
e Development of the proposed approach
e Expert-review and revision of the proposed approaches
e Implementation of the proposed approaches
e Experimentation
e Assessment of effectiveness
e Validation of the proposed approach

e Documentation and finalization

1.10 Significance of the Study
Healthcare professionals and security experts may take help from
this research to prioritize the security risk factors in the healthcare web
application for creation of secure as well as trustworthy system for the
hospital management system. Nowadays, healthcare web application’s
security has become a major concern for developers. While developing a
security mechanism for healthcare web application, the findings of this
research will provide security practitioners with ample understanding to
adhere to different tactics, rather than relying on informal and traditional
approaches. Therefore, the overall impact of this research with its upright
benefaction to the field of knowledge may be important, either directly or
indirectly in terms of the following:
e It may provide the platform for adequately selecting the effective
minimum set of security risk factors.
e It can aid a better understanding of both design and architecture details
of the healthcare web application system, which may help to understand

the creation and maintenance process.
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e It may help to discover the loopholes present in the healthcare web
application design at the early stage of the development life cycle
through which unnecessary operating cost and security efforts may be
slashed.

e It may identify risks in design phase, which helps us zero in on
vulnerabilities.

e It may assist in estimating the security of healthcare web application as
well as in providing the cost estimate.

e It may help determine the affectivity of the healthcare web application
development on the basis of some quantitative evaluation i.e.,

productivity, lead-time, quality and maintainability, etc.

1.11 Limitations
In order to keep the research precise and within the time boundary,
the thesis has few limitations. These are as follows:
e The proposed work has been tested on the small software projects only.
e The proposed framework for analysis can only be applied to the limited
number of alternatives and may not be suitable for all kinds of
alternatives arising in the future.
e Due to the lack of sufficient data, the proposed model is based on a

small set of data.

1.12 Thesis Outline

This thesis is organized in six chapters that cover methods of
estimation of the impact of various risk factors, various methodologies
used to mitigate problems related to healthcare web application security,
apart from annexure, references and other components. In this thesis,
researcher has discussed the importance of security risk factors/security
attributes and their impact on healthcare web applications. A general
overview along with various aspects is discussed in this research. The

integrated approach is focused on healthcare web application’s security;
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in conjunction with a relevant literature survey. Further, the pertinent

issue and objective of the proposed research have been discussed.

Chapter- 2:

This chapter discusses the various available approaches, techniques,
frameworks, methodologies, standards to produce/build effective and
secure healthcare web applications by different researchers around the
world. It presents the literature review, basic terminology and several
existing security assessments as well as estimation techniques. It also
presents the general overview of several security estimation approaches
and consequently introduces several issues with healthcare web
application security. It has been observed on the basis of review that the
quantification of security components are generally untouched or partially
included while developing a secure healthcare web application. Therefore,
the chapter suggests that security is one of the most important issues
while developing secure and reliable healthcare web applications.

Chapter- 3:

This chapter presents the description of security risk factors which
is derived from the literature survey. It consists of three phases, i.e.,
identification of security risk factors. After that, the effectiveness of
various security attributes (i.e., confidentiality, integrity, availability,
access control and authentication) is illuminated. Further, mapping of
these security attributes with security risk factors is described in detail.
In addition to this, a discussion about healthcare web application security
is presented. The study is carried out to define the various requirements
that a security expert considers when choosing an appropriate security
engineering approach. It has been observed that for the development of
secure healthcare web applications, it is imperative to develop fool-proof
security plan that should be focused on security attributes so as to detect

more and more faults.
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Chapter- 4:

In this chapter, the researcher has proposed a novel security risk
assessment framework for the healthcare web application, which melds the
security risk factors and attributes of security for the development of
secure web application. The framework identifies the security risk factors
that affect the security of the healthcare web application. It also expresses
how to evaluate the importance and relationship among the security
attributes. The ultimate goal of this proposed framework is to secure
assets from threats, which can harm the whole healthcare web application.
The framework encompasses a complete guideline from identifying
security risk factors and their effective security evaluation for designing a
secure healthcare web application. In addition, the researcher has also
suggested that this approach is suitable for eliciting complete and well-

organized security requirements for the healthcare web application.

Chapter- 5:

In this chapter, the concept of validation has been discussed, and
methodology for validation has been done in the context of the security
estimation process. It integrates all the aspects of security from
identification of security risk factors, collection of data with respect to
identified factors, evaluation, prioritization and validation of security risk
factors. During validation, feedback suggestions have been formulated
and have been tested on the basis of statistical analysis. Experimental
results are presented graphically. The systematic evaluation process of the
proposed framework is conducted systematically. In addition, the
empirical validation and statistical analysis of the estimated values of
security risk factors have been done by using the security estimation

process.
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Chapter- 6:

This chapter describes the findings of this research. It presents an
overview of the research along with its major findings. In addition, it
demonstrates the significant contribution of this research in reference to
secure and trustworthy healthcare web application development. It also
discusses probable limitations of the research and proposes directions for

the future scope of this research work.
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Chapter 2
LITERATURE REVIEW

2.1 Introduction

In the fast-growing modern IT world, organizations are heavily
dependent on computers for storing sensitive data. With the wide use of
computers, day by day healthcare web applications are becoming complex
in nature. This is why ensuring healthcare web application security has
become one of the very important concerns and a great challenge for
security practitioners [63]. During the last few years, a lot of data theft
has been reported, and now healthcare web application security is
becoming a predominant concern. Moreover, security flaws in design may
cause the application to violate its security and results in unauthorized
disclosure, modification, and data destruction. Hence, in the current
scenario, ensuring security at the early stages of the development life
cycle has gained much attention.

In the software development life cycle, the design phase prepares
the structure of the software, in which software is at a very young state.
Hence, in this phase, controlling vulnerabilities and improving security
has become one of the major considerations [64]. Discovering
vulnerabilities early in software may reduce cost, rework, and time for
later phases of the software development life cycle. The following section
discusses the overall work done to fulfil the project's objectives in terms
of findings and major contributions to strengthen the need to apply a

measure in the early development life cycle.

It is observed from the literature survey that significant efforts are
being made for the development of secure healthcare web applications. It

is generally related to building authentic, durable, and less vulnerable
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applications, where security is considered as one of the major factors.
Two main groups of researchers have made significant endeavors for
developing secure healthcare web applications. The first group believes in
spraying security in the healthcare web applications after its development.
This process is costly and ineffective in removing the security loopholes
from it. In contrast, the second one believes in incorporating security
features throughout the development life cycle. This reduces the rework
and is cost-effective. A survey has also reported that the majority of
security metrics access security at the system level. Researchers also
believe that some existing metrics can help in depicting the immunity and

reliance of the system, but there is a need for more research [65].

2.2 Expert’s Saying

According to McCurley et al., measurement can be enforced into the
development life cycle to track and enhance the security properties of
software under development. The explanation and investigation of
relevant measures help to diagnose problems and identify solutions [66].
According to G. McGraw, for building secure software, security must be
addressed from the early stages of the software development lifecycle
instead of spraying security features on the security holes. As “no one can
test the quality into a piece of software,” so there is a need to address
security issues from the ground up and educating security practitioners
about how to build secure software [3]. As C. Kaner and W. Bond stated,
there is a need to answer various questions to decide which software
security metrics should be used in a particular situation. They also noted
that measurement is the procedure of quantifying the software attributes

to describe them through a properly explained approach [67].

D. Taylor and G. McGraw suggested that the measurement and
metrics should be incorporated from the early phases of development life
cycle [68]. In support of the above, S. Chandra and R. A. Khan stated that
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the design phase is the most suitable phase for the estimation of security.
The estimation of security at this phase will help to defend software from
loss [69]. Lord Kelvin wrote that “if you cannot measure it, you cannot
improve it” [70]. S. Jain and M. Ingle suggested that for increasing the
security feature of a software product, metrics may also act as a checklist
[71]. According to C. Wysopal, security defects are part of software
development [72]. Schult et al. in 1990 stated that vulnerability is a
weakness through which a hacker may bypass the security measures [73].
B. Patrik and J. Per stated that the GQM procedure is one of the most
accepted goal-oriented procedures, which is highly recommended for the
development of metrics framework [74]. According to A. Agrawal and R.
A. Khan incorporating security decisions in SDLC, the design phase is

most appropriate phase [75].

2.3  Existing Mechanism
This section briefly represents some of the relevant contributions of

security practitioners and researchers.

Abushark et al. (2021) defined several taxonomies and created a
design hierarchy. It incorporates the most prevalent quality evaluation
factors, which integrate variables, characteristics, and traits from
different Security Requirements Engineering (SRE) methodologies. The
fuzzy AHP-TOPSIS model is utilized in this paper as an MCDM
(Multiple-Criteria Decision-Making) model. The usability of SRE has a
huge impact on the security requirements consistency. The author defined
STORE technique as highly consistent and usable approaches among all
other SRE techniques with a threat-driven approach. In addition, they
have concluded that STORE elicits security requirements in an efficient

and well-organized manner [76].

Rajeev  Kumar et al. (2021) identified and analyzed the

characteristics of security and sustainability. In this study, the fuzzy AHP
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algorithm is utilized for quantitative assessment, which is verified by four
other approaches based on AHP. As a result, the evaluation of security in
this study will assist developers in formulating standards that will ensure

the development of more secure online applications [77].

Abdulaziz Attaallah et al. (2020) have discussed security as a
critical aspect in the process of software development that must be
considered during its development cycle. Thus, the researcher evaluates
the effect of security risks using the integrated approach of TOPSIS and
fuzzy AHP. This hybrid approach is ideal for evaluating malware analysis
on the basis of its impact. In the current study, the author collected
different IT specialists who belong to diverse educational backgrounds
and software industries. This empirical investigation uses the hybrid
technique and evaluated numerous security risk factors at the design stage
on 10 institutional web applications. According to the evaluation report,
among the 10 institutions, the 8th institutional web application was
determined as the most efficient and durable security system among all
competing options. Finally, researchers suggested that security is a key
aspect that must be taken into account from the initial phase of software

development [78].

Fahad Ahmed Al-Zahrani (2020) has reviewed the healthcare
application to ensure software usability and security by using the hybrid
technique. The author has suggested that security experts must design a
healthcare web application with two intents; it ensures usability, given to
fulfil the users rather than ensuring optimum security and efficacy of
security as well as usability is in the early development phase. In this
paper, the author has defined 17 criteria, 4 in level 1 and others are in
level 2 with 6 alternatives to evaluate HMS software. In the proposed
study, fuzzy logic, ANP (Analytic Network Process), and TOPSIS

technique were used to promote healthcare applications with maximum
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protection while maintaining its usability derived from empirical review
of comprehensive data. The author has suggested that this technique is
used for the assessment of healthcare web applications. In addition, this
integrated technique evaluated that the 5th alternative of HMSSS
(Hospital Management System Software Services) provides optimum

security among all six alternatives with the highest user satisfaction [79].

ZhihanLv and Liang Qiao (2020) have performed research on the
basis of healthcare big data for predicting risk in the healthcare sector of
China. Data security and privacy issues have risen with the exponential
growth of healthcare records. These security issues hinder the full
transition of healthcare data tracking. To predict risk and its security
measures, two security factors were used that are evaluated by using
a questionnaire. The questionnaire key questions are categorized into
various aspects, and the outcome is used to measure the threat level by
using the Likert scale 5. Furthermore, the Delphi technique is used for the
assessment of privacy and security risk to build an indicator framework.
This study suggested two levels of privacy security mechanisms:
technology and management. It suggests that healthcare institutions have
to pay attention to the security of data privacy and digital medical data

usage [80].

Saleh M. Altowaijri (2020) proposed a framework for the healthcare
sector to enhance the healthcare security of cloud computing. Now,
security provision for cloud data is also becomes a tedious job. This
technique is widely adopted to access EHRs (Electronic Health Records)
from any location at any time, create and manage these sensitive data that
are in encrypted form in the cloud. Such information is susceptible and a
lucrative goal for fraudsters. To secure these data, several mechanisms
have been investigated to secure cloud data, including Authentication,

CIA triad (Confidentiality, Integrity, Availability), and Non- repudiation.
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To solve this dilemma, the author has obtained assistance from Big Data,
and he introduced the concept of master nodes and slave nodes in his
architecture to store the data. In this architecture, the master node keeps
metadata, and on the other side, the responsibility of the slave node is to
store data. The sensors can access all consumers' data and ensure its
efficiency as it is in the form of quasi-structured, and these data are easily
accessible. This architecture stores data in encrypted form. It is based on
the RSA (Rivest Shamir Adleman) algorithm and PKI (Public-Key
Infrastructure) algorithm that provides accessibility to authorized users at

a certain time to access data of particular patients [81].

Jasleen Kaur et al. (2020) have identified a few security risks at the
design phase and its risk assessment in healthcare web applications. Using
artificial neural network technique based on inference system of Adaptive
Neuro-Fuzzy Interface System, i.e., ANFIS, risk assessment is conducted.
This paper suggests that “security” risk 1s a major concern for
researchers, which might jeopardize healthcare's web application security.
Globally, most of the patients were impacted by security breaches in the
healthcare system. For ensuring security in healthcare web applications,
researchers have used the ANFIS technique. The eight major security risks
are addressed in this paper during the early phase of development in
healthcare web applications. These security risk factors are evaluated by
using ANFIS neural technique and validated by fuzzy regression
modelling. Finally, this study concludes the quantification analysis of
security risk in order to make it easier for developers to handle security
threats occurring at the phase of design. In addition, they have suggested
that this methodology will be helpful because it is designed on the basis
of experienced researcher’s and security expert’s perspectives [82].
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Hathaliya and Tanwar (2020) reviewed the privacy and security
factors of Healthcare 4.0, where 4.0 makes use of Fog Computing (FC),
tele-healthcare technologies, Cloud Computing (CC), and the Internet of
Things (l1oT) to share data among different stakeholders. Despite these
advances, maintaining security has always been a difficult issue and could
result in a data breach through which hackers acquire complete access. To
prevent these security issues, the author defined the security taxonomies
in a structured manner. This taxonomy covers various privacy and security
aspects including loT, Machine Learning (ML), tele-healthcare, network
traffic, authentication scheme, and Wearable Devices (WDs). The author
also investigated the blockchain-based approach to provide vision to both
practitioners and scholars. In the future, the authors have suggested the
blockchain-based secured decentralized architecture will be explored for

different smart applications [83].

D. Praveena and P. Rangarajan (2020) have proposed a new
framework for machine learning, which is designed to provide hybrid
cloud networks with security when data is stored, accessed, or retrieved
from cloud databases. This study comprises of two sub-sections namely:
mechanism of access control and encrypted deduplication. To prevent
duplication, two new algorithms are proposed called the DSRBACA based
on Dynamic Spatial Role and Access Control Algorithm and
Deduplication Processing Algorithm (DDPA) to limit access to user data
integrated with an existing Enhanced C4.5 algorithm. This is a newly
proposed algorithm; both are used for safe storage and retrieving data to
eliminate redundancy or any duplication in the cloud database with
limiting access. The outcome of this proposed architecture is that
DSRBACA performs well in limiting the cloud user’s number as compared
to the traditional RBAC model and provided 90% accuracy in prevention

and detection. The key benefit of this new application is that it reduces
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the security risks of a hybrid cloud and ensures the security of data with

limiting time and space-based access to data [84].

Israa Abu-elezz et al. (2020) have investigated healthcare block-
chain technology's scoping review with the strengths and risks. It is an
advanced structure of data system consisting of huge list records in
blocks. This research is carried out in three phases: identification phase,
screening phase, and eligibility phase, and these filtering stages were
done through a flow diagram of Preferred Reporting Items for Systematic
Reviews and Meta-Analysis (PRISMA). In this study, 84 studies have
been used for the initial search and extracted the result from the five
databases, where 70 articles were selected that are unique and the rest
duplicate were eliminated. After the completion of the second phase, 64
articles are considered in screening, and 6 publications were excluded
from newspapers and magazines. Further screening in the final phase
resulted in the rejection of 30 articles. The reason is to focus on the
methodology and design of blockchain implementation in healthcare, and
the integration of different technologies with blockchain did not meet the
criteria of inclusion. This study sums up with 37 studies with eight
advantages and threats. The advantages were divided into organizational
or patient-related benefits. Researchers have suggested that this analysis
will help to obtain a more precise understanding, owing to various
constraints. The findings of this analysis must be viewed with caution,
and this scoping review provides useful insights, particularly in medical
care [85].

Yang Lu and Richard O. Sinnott (2020) have addressed the need of
privacy and security solution for the management of online data in a smart
healthcare system. A drastic change from conventional to Electronic
Health Records (EHR) in database systems is taking place in healthcare

institutions and becoming increasingly important. This enhancement in the

35



medical field introduced several security challenges that can threaten
personal privacy and device security. The aim of this research is to
balance privacy and its utility in the centralized system while seeking to
exchange, visualize health data, and integrate with healthcare
departments. This paper demonstrates a systematic review in s-health
related to privacy and security solutions such as authentication, privacy-
awareness, access control, and anonymization. The key features are
described in s-health, where CIA principles reflect the general criteria for
security and privacy. The researcher picks mobility, richness, complexity,
and novelty to evaluate related solutions in terms of compliance with s-
health services. This paper explores privacy-preserving and security
solutions for meeting privacy criteria built in the contexts of s-health as
well as maintaining service quality in a data-rich environment. In
addition, the authors have mentioned that future studies are still necessary
for the development of current solutions to provide streamlined, real-time
services. The analytical technique must be lightweight; a cryptographic
algorithm must be highly efficient, which maintains integrity and
confidentiality [86].

Zhihui Wang et al. (2020) have discussed the fabrication process of
Wearable Health Monitoring Systems (WHMS) and the CEPAK method to
protect the data of wearable devices. These devices have advanced micro-
sensors that are integrated with 10T technology to compute and store user
data. Despite of these computing services, WDs pose serious security
risks, including the DoS attack (Denial-of-Services), replay attack,
server-spoofing attaches, and modification attack. Thus, the WHMS
comply with the following basic security characteristics: anonymity, key
control, mutual authentication, forward secrecy, low delay, light-
weighted, etc. Key agreement and dynamic identity authentication
protocol are proposed in WDs named CEPAK protocol to fulfil these

characteristics. In order to deal with attacks on network and computing
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resource consumption and communication resources, the CEPAK
protocol’s capabilities are evaluated. It can be seen that the authentication
server of cloud-assisted can significantly share and save the consumption
of computing resources efficiently. It also increases the system's ability to
handle triggered attacks by computing resource consumption on the

principle of achieving the system's security requirements [87].

K. Vijayakumar and V. Bhuvaneswari (2020) have addressed the
skewed and unreliable obstacles in the applications of healthcare. The loT
(Internet of Things) provides a new path for the healthcare sector, i.e., the
use of actuators and sensors that are feasible to send information without
manual assistance and boosted the traditional model of medical. 10T
technology offers tremendous advantages for diagnosis in healthcare. This
paper has also mentioned the 10T application challenges in the healthcare
sector, such as connectivity, security, and hardware-related issues. It’s
time to build the new framework, which handles the various technology
exponential growth and its risks. To overcome and solve a real-time
business dilemma, the three layers are proposed in the new framework,
i.e., the Sensor layer, the Network Layer, and the Service access layer. In
the communication layer, the most significant threats are sent to the
network layer by sensor data through wireless communication, whereas in
the third layer, unauthorized access and malicious are the most severe
risks. In addition, they have mentioned that these risks can be mitigated
by properly implementing authentication, audit, and authorization [88].

Wajdi Alhakami et al. (2020) have discussed the model for
managing the data of healthcare with the use of a symmetrical framework
in the view of cybernetics. The healthcare sector needs to explain its
infrastructure and digital transactions from a new viewpoint. Several

researchers examine the latest techniques based on the portability of the
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Health Insurance Portability and Accountability Act named HIPAA. The
HIPAA approaches are completely updated and stable for the modern and
smart healthcare system, but the census report of cyber-attack is at an
alarming state. To provide a secure platform for the healthcare system, the
authors depict a symmetrical model that will allow experts to protect it
against attack with the use of the symmetrical model. This model is based
on the author’s name and is known as an ARAR model having five steps;
initiation, classification, assessment, result, and application. The aim of
this model is to create a productive digital infrastructure for healthcare
from a new viewpoint. The authors have mentioned this model would be
effective in achieving the objective of handling and comparing its various
sources and its potential approximate variety to minimize the problems of

variety [89].

Tang Yongjun (2020) has proposed a new KNN-BP algorithm for
loT (Internet of things) application and security design by integrating a
neural network of BP and KNN for COVID-19. The risk on the network
system will drastically increase when communication ports are limited and
can be partially fulfilled and managed by existing authentication methods.
It can be done by using a prediction/classification algorithm including
both the KNN and BP algorithm; KNN stands as the K-Nearest
Neighbours’ algorithm. It is based on the non-parametric method, whereas
BP stands as the Back Propagation algorithm of the neural network. The
model of the neural network has reverse error feedback characteristics,
including a multi-layer back-propagation function. The finding of the
experiment showed that the BP neural network has a high capacity for
prediction as well as have a certain capacity for fault tolerance. Although,
in the case of abnormal test sample attributes, the back-propagation
algorithm demonstrates significant inadaptability and reduces the
prediction accuracy, whereas the KNN-BP algorithm provides high

stability. Eventually, the authors have concluded that the sensor gathers a

38



huge amount of data in the environment of 10T applications, which may

provide a huge sample number for the prediction [90].

Wortman and Chandy (2020) have discussed on risk-based tool, i.e.,
SMART tool for evaluating the security of system designs. This tool
basically works in three phases: On the basis of the design model of the
original system, the user can generate either one or multiple attack
graphs. This tool can then read a given device security model for attack
graph to each user. In the second phase, the SMART tool starts gathering
the requisite data to accommodate the variables of adversarial risk and for
defensive cost, including the set of other non-CVE (Common
Vulnerability Exposures) information, CVE information set for API
(Application Programming Interface) and element-specific variables. In
the last phase, on the basis of the information set, the SMART tool
performs the SR (Security Risk) calculation for the given model [91].

Alka Agrawal et al. (2020) have analyzed software security to
ensure software usability and security by using the hybrid technique based
on Design Tactics, i.e., F-ANP and fuzzy symmetrical TOPSIS. In this
research, three main attributes i.e., resist attacks, detect attacks, and react
and recover from attacks, have 15 sub-components; each attribute has 5
sub-components. These attributes are selected at two different levels,
conducted with 10 different institutes, where F-ANP evaluates the criteria
weight, and TOPSIS defined its impact. It is concluded that the first
institute among all 10 competitive alternatives offers the most effective
and robust safety mechanism. In this report, the proposed symmetrical
evaluation would allow both developers and designers to prioritize
security factors and categorized the attributes of security, including

security tactics importance during the life cycle of software [92].
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Jinfeng Li (2020) has discussed the recent developments in SAST
(Static Application Security Testing) and introduces a new vulnerability
mapping matrix based on synchronizing the top 10 vulnerabilities and 25
software risks. These top vulnerabilities and software error lists are
provided by industry-standard OWASP (Open Web Application Security
Project) and SANS/CWE (Common Weakness Enumeration) synchronized
in a matrix with queries of Checkmarx vulnerability. This provides a
security framework for applications that enables development teams to
minimize false positives, review to fix code vulnerabilities found in
penetration and static scans and target the results for greater accuracy. On
the basis of SAST, Checkmarx helps in decision-making in the
remediation of bugs and mitigation of vulnerabilities with enhanced

performance [93].

In 2020, Mohammad Zarour et al. have mentioned lack of maturity
in software security leads to a growing number of cyber-attacks. At
present, their success rate is very likely because of the low quality of
software. They also mentioned that different practitioners and researchers
combine certain activities in secure software development, which makes it
vague and create flaws in it. Researchers have suggested two phases to
resolve this problem and to address these mixed-up activities i.e.,
Requirement Engineering Phase and Design Phase. In the phase of
requirement, security goals must be identified and translated into NFR
(Non-Functional Requirement) to conduct risk analysis using the CORAS
method. The Design phase builds a secure architecture considering the
Functional User Account and Security Design Analysis. In addition,
researchers have mentioned that more research is still needed to enhance
the software's analysis and design process to reduce the final software's

vulnerability [94].
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Kewei Sha et al. (2019) have conducted a detailed survey on current
edge layer 10T (Internet of Things) security solutions and to inspire more
loT security designs based on edge computing. In several IloT
applications, the reported security breach cases indicate that the
application of 10T could threaten physical systems. There are two main
causes in 10T applications: inappropriate design of security and extreme
resource constraints that creates several security problems. Though there
is a need for robust security design, and it is difficult to secure 10T. This
research is conducted in three folds: the general architecture of edge-
centric 10T is in the first fold, in the second fold contains a detailed

survey, and the last contains identified challenges and future work [95].

Liezel Cilliers (2019) has investigated the issues of privacy and
data security by using wearable healthcare devices. As wearable devices
provide the earlier identification ability to track the status and detect
adverse patterns that facilitate chronic disease detection. To make it
useful for individuals, wearable devices gather information in two forms,
either automatically by using sensors or manually by the user. Usually,
the organization retains data collected by a wearable system in a
centralized database, which will reveal all user’s information if there
would be privacy violations. It is based on three fundamental information
security pillars: CIA (Confidentiality, Integrity, and Availability) triad.
This research uses a quantitative approach for the survey, with a
convenience sampling method for recruiting survey respondents, and on
the other hand SPSS V25 is used to analyze data using descriptive
statistics [96].

In 2019, Mamdouh Alenezi et al. have explained their views about
software security risks, where security is a major concern in software
development. The use of best practices during the SDLC is necessary. The

evaluation of risks should be carried out from the starting phase of the
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development phase and must be carried out as a continuous process that is
incorporated into each cycle phase. It should start from the Pre-
requirements phase to Release and Maintenance Phase. This paper
illustrated the types and the classification of risks that have to be
evaluated and mitigated at an early stage to establish a SSDLC (Secure
Software Development Life Cycle). However, they also provide a
qualitative report on the practical realities of software security risk that
helped software developers to prepare and enhance their performance and

strategies [97].

Zhenzhen Nong and Sally Gainsbury (2019) have addressed social
cues present in the online environment, which makes difficult for an
individual to check their safety and recognize latent threats in online
activities. This research will direct future studies in evaluating the effect
of a website on online risk-taking behavior by identifying environmental
indicators [98]. In the same year, Alisdair et al., have published an article
about how online scam is a big threat to cybercrime. The authors explain
that the fraud occurred well before the internet came into existence, and
the most prevalent types of cybercrime radicalized on the internet. They
illustrate it can be difficult to protect the offender's custody without a
specific description of online fraud. The directive must ensure the same
basic framework for all countries within the Union. Therefore, the
directive must provide for a minimum standard of security across the
Union. They must ensure a minimum standard of security for EU people
for effectively tackling online fraud. There is a need to correlate the laws

and set out a framework to protect all online fraud [99].

Jasleen Kaur (2018) addresses the several critical security risks that
might penetrate the software's design phase. These security risks are
collected from the CWE (Common Weakness Enumeration) list; is a

community that eases the development procedure of software along with
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security. CWE provides a set of hardware and software vulnerabilities by
offering standard security tools for detecting, preventing, and mitigating
the different weaknesses of software and hardware. The ten security risk
factors of software are enlisted in this paper that is filtered from the CWE
list; these factors are based on CIA (Confidentiality, Integrity, and
Availability) along with Access Control. The researchers suggested that if
these security issues and loopholes are addressed and handled at the early
phase during the development, then it would significantly help to mitigate
security breaches and can lead to more secure, efficient, and reliable
applications. It will reduce the incidence of such attacks through early

detection and mitigation [100].

In 2018, Hala Assal et al. investigated SDLC procedures to explore
real-life practices of software security used by developers. Researchers
have noticed on different approaches to software security and best
practices are frequently disregarded. The discussed practices of software
development are affected by several reasons such as lack of security
knowledge, company culture, labor division, and availability of resources.
It affects the team’'s strategies, which affects the team burden as well as
business culture, external pressure, security awareness, and other
influential factors. Instead of blaming developers, the authors illustrate
the need for a new lightweight practice that considers the development

realities and pressure without compromising the security [101].

In 2018, Raman Shapaval et al. have provided a detailed reference
model for the management of security risk in 10T systems. This reference
model is based on a domain model, i.e., ISSRM (Information Systems
Security Risk Management) model. The ISSRM model defines three major
conceptual pillars namely secure assets, their security risks, and
countermeasures. The researchers examine several vulnerabilities and

their potential countermeasures in the Open Web Application Security
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Project (OWASP) that will assist in the detection and management of IoT
system’s security risks. As 10T systems rely heavily on internet
computing and the cloud, it required more work to highlight threat agents
and their effects. Although researchers reinforce this model in future
studies with the concept of explicit 1oT assets, identification of risk

countermeasure including the analysis of security trade-off [102].

In 2017, Shams Tabrez Siddiqui has discussed the different security
metrics that are important during the software development phase.
Security factors are generally considered as a post-development task by
software developers. When the security measures are evaluated from the
beginning, mostly during the design phase of the SDLC, the security
threats are measured more effectively. These security metrics define
numerous security activities like security training, build secured use
cases, describing security models, security testing, and reviewing it, and
more other factors that help to build secured software. The researcher
suggested that the proposed metrics of security must be integrated into the
initial stage of SDLC, and even these metrics evaluated its security
requirements ratio, released patches to fix security vulnerabilities,
omitted the exceptions ratio, etc. [103].

2.4 Findings from the Literature Review

During the literature survey, we found that despite the necessity of
establishing security during development, especially at the design phase,
there has been a gap between the two attributes of security. To fill the
gap, the relationship between security attributes and risk factors should be
established. The available literature can be divided into three patterns: in
1°' category, the approaches that strive to improve security during the
SDLC. The approach of second category tries to enhance the application's
security either after the development or at later phases of development.

The approaches in the third category improve security through MCDM
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techniques. The limitations of the first and second categories are being
too late to manage security during or late stage of the development life
cycle. The identified approaches in the third category are important and
can be used to estimate security to enhance the application's working life.
Unfortunately, no work is identified to estimate or predict security at an
early stage of the development life cycle. Hence, there is an urgent need
to develop a security-centric approach to improve security for the

duration.

After a careful and centric study of some available approaches, the
following inferences are drawn:

e In the field of healthcare web applications development, every
organization follows its own mechanism for securing healthcare web
applications. There is no common mechanism and framework exists.

e Users want secure healthcare web applications so that it is not
interrupted when the security shuts down.

e There is a need to collect expert advice in this field and develop a
framework that provides security to healthcare web applications.

e From the literature review, it is clear that MCDM approaches are the
most important techniques that are useful to assess the collective
qualitative data quantitatively.

e There is no single work ready for use for the prediction of healthcare
web applications, so there is a need to estimate security at the early
stage of the development process to minimize the maintenance.

e Design phase is the essential phase of the software; this phase is most
responsible for security. Hence, assessment of security in the design
phase is important.

e To bridge the gap between security and its attributes for assessment and
qguantification of security is needed.

e For measuring or improving security at the design phase, current

measures depend greatly on threat models and attack types. They offer
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little information when the environment changes. While MCDM
approaches can give better results.

e Measurement of security for the healthcare web applications is hard.
That is why; it is rarely seen, especially to measure security for
improving the life span of healthcare web applications.

The process of integrating security in the software during its
development is called secure software development life cycle. With the
increasing demand for secure healthcare applications, security
professionals are facing new challenges to fulfil requirements of
customers while developing software. From the security perspective,
healthcare web application development includes security strategy,
security design, security attributes, and security management.
Unfortunately, security is often integrated only in isolation and late in the
process. Corporations impose development constraints due to cost, time-
to-market requirements, customer satisfaction concerns, productivity
impact, etc. This gives result in the improper development of secure
applications with less durable security. Security is the most demanding
concern in the present era and this demand is making companies

successful or unsuccessful in the market.

2.5 Conclusion

This chapter reviews several security frameworks for healthcare
web applications proposed by different authors. Several key concepts of
different security engineering approaches have been discussed. The
researcher also discussed several security challenges that are raised by
various security experts. One of the most critical and important healthcare
web application development activities is security; poor execution can
lead to complete failure of the overall system. The efficiency of
healthcare web applications depends on security requirements and how

much the product meets the requirements. Therefore, it can be said that
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incorporating security in healthcare web applications requires an
extensive skill set combined with experience to be performed well. A
framework is needed that not only identifies the core problem area but
also suggests the guidelines and the solution to these core problem areas.
To achieve these goals, an efficient security framework for healthcare
web applications is proposed in this research study that gives a suggestive

solution to these problems.
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Chapter 3
IDENTIFICATION OF SECURITY RISK FACTORS

3.1 Introduction

The increasing number of Internet users has created an environment
where software plays a crucial role in all kinds of information exchange.
This leads to increased demand for different types of software and their
respective uses in conducting all types of information interaction. The
role of software is very important for any application/organization; hence
its security cannot be undervalued in any way. Security is an activity that
exposes whether the security functions are correctly implemented and
whether software behaves correctly in the presence of a malicious attack
[104, 105]. Making software secure is not only related to the reliability
and confidentiality of a system that contains important or personal data,
but it is also essential for giving better results. Therefore, the security of
software is vital before it is being implemented in real-life systems.
Security is performed at various phases of the SDLC, starting from
requirement and analysis through design, implementation and verification
[106, 107]. Finally, it points out the future focus and development
directions of the security framework. In this chapter, we discuss various
security risk factors as well as security attributes related to the healthcare

web application.

Software security deficiencies do not come to the surface as easily
as other faults and errors found during testing [108]. Therefore, software
security is required to identify defects and faults that are rather difficult
to make out. The security framework is performed to make sure that the
software under test is satisfactory robust and works in an adequate mode
even at the time of a malicious attack [105, 109]. Compound systems are

hard to test, and therefore the probabilities of getting untested portions
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are found. These untested portions act as loopholes through which a
breach could be made in the software, which may affect the efficiency and
capability of software and may also result in the loss of important
information. To overcome such types of problems extended security
framework needs to be developed, which may help to identify and address
different types of security breaches in the design phase of the software

development life cycle.

The main aim of security is to make sure that sufficient attention is
given to the healthcare web application to identify the security risks and
perform reasonable tests to ensure the proper functioning of the applied
security measures. It also ensures that plenty of expertise exists to carry
out adequate healthcare web application security. It is one of the
activities that are used to reduce vulnerabilities within a healthcare web
application system and control potential future costs. This signifies the
security of healthcare web application adherence to its function as well as

non-functional constraints.

3.2 Security Risk Factors

The demand for security, like security and other software attributes
1s growing day by day. As the customer’s priority has drifted towards
security along with other quality attributes, the developers are also
focusing towards the same and striving to develop secure software. As
information about an organization’s assets is processed through software,
security concerns for software grow more for the organizations. To
estimate security and to improve it, organizations need to identify and
address the different types of security characteristics that affect security
directly or indirectly. Software security may be enhanced by identifying

and mitigating security risks at earlier phases of SDLC.
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Security is typically thought as a combination of two elements, i.e.,
effective risk management as well effective countermeasures [110]. One
of the key causes of security breaches is security risk, which must be
addressed appropriately in order to produce secure application, and for the
development of secure application, this should be addressed properly
[111]. On the basis of literature review and expert’s opinion some of the

most common security risks are shown in table 3.1.

Table 3.1: An Overview of Security Risk Factors at Design Phase

S. No. CWE ID Security Risk Factors Scope Factor
1. CWE-767 Access to Critical Private Variable via Integrity,
Public Method (ACPVPM) Access Control
2. CWE-260 Password in Configuration (PCF) Access Control,
Authentication
3. CWE-311 Missing Encryption of Sensitive Data Confidentiality,
(MESD) Integrity
4. CWE-620 Unverified Password Change (UPC) Access Control,
Authentication)
5. CWE-366 Race Condition within a Thread (RCT) Integrity
6. CWE-426 Untrusted Search Path (USP) Confidentiality,
Integrity,
Availability,
Access Control
7. CWE-494 Download of Code without Integrity Check Confidentiality,
(DCIC) Integrity,
Availability
8. CWE-362 Concurrent execution using shared resource Integrity
with improper synchronization (‘Race
Condition’) (RC)
9. CWE-454 External Initialization of Trusted Variables Integrity
or data stores (EITV)
10 CWE-915 Improperly Controlled Modification of Integrity
Dynamically-Determined Object Attributes
(ICMD)

3.2.1 CWE 767 (ACPVPM)

This weakness might allow an attacker to modify the variable that
contains an unintended value. It is a public method that reads, alters, or
modifies a private variable; it may violate other code part’s definitions or
values. In addition, if an attacker can read the private variable, it is easy
for the attacker to launch more attacks as well as can expose sensitive
information, and it affects the integrity scope of variables [112]. This

vulnerability may allow an attacker to access a private variable, and it
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would also affect the code integrity if a variable can be modified by
public methods [113].

Example:
private: float price_amt;

public: int updatePrice(float newRate) {

price_amt= newRate;

¥

In the above code, the variable price_amt is private, but for any

updation, the variable is accessed within the public function.

3.2.2 CWE 260 (PCF)

This weakness allows the software to keep passwords that could be
accessed by actors from software configuration, even if actors did not
know it. Even, it creates worse conditions on system security, i.e.,
attackers retrieve the password, obtain access to potentially sensitive
data, and reset passwords [114].

Example:

<connectionStrings>

<add name="SQIlServerConnect” connectionString="Data Source=local
host; Initial Catalog=UserDatabase; UserID =Userld; Password=
UserPwd;” providerName= "System.Data.SqlClient"/>

</connectionStrings>

As we have seen, the configuration file contains the login and
password for a database and stores this data in plaintext without any
encryption. This flaw is also present in the Java Web Configuration file

where the password is kept in cleartext format.

This vulnerability is introduced in “Medfusion 4000 Wireless

Syringe Infusion Pump”, but this software is not allowed for external
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communication. If the configuration file is allowed, then it can be
successfully exploited and remote attackers easily accessed data in an

unauthorized manner. The impact of this flaw is low [115].

3.2.3 CWE 311 (MESD)

This vulnerability introduces due to the absence of proper data
encryption, which allows transmission of the assurance of confidentiality,
transparency, and integrity by properly enforced encryption. Before
storage or transmission of data, the application does not encrypt critical
and confidential information. This vulnerability is triggered during the

phase of architecture and design due to lacking of security tactics.

In order to communicate or access sensitive information, the
following code is intended to link to a site. The below URL connection is
not encrypted, and unintentional actors will read all confidential data
which is sent or received from the server [116].

Example:
try {

String urlString = “http://www.xyz.com”;
URL url = new URL(urlString);
HttpURLConnectionUrlCon = (HttpURLConnection) url.openConnection();
UrlCon.setDoOutput(true);
UrlCon.setRequestMethod("PUT");
UrlCon.connect();

OutputStream out= new OutputStream();
UrlCon.getOutputStream();
UrlCon.disconnect();

}

Catch (10Exception e) {

throw new RuntimeException(e);

¥
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Recently, Apple XCode Software is affected by this vulnerability. It
exists in the debug session due to missing communication encryption
during the network [117].

3.2.4 CWE 620 (UPC)

An attacker might use this flaw to alter victim’s password and allow
him to gain access to get the user's rights. On the other hand, application
does not require any kind of authentication or knowledge about user
original password when user creating a new password [118].

Example: A user's password is changed using this code.
$UserlD = $_GET['userid'];

$UserPass = $_GET['userpass'];

$checkpwd = $_GET['checkpwd'];

if ($'userpass'== $'checkpwd’) {
SetUserPassword($UserID, $ UserPass);

}

This code ensures that the user inputs two times the same new
password but does not validate the authorized user request to change the
password [40]. This flaw exists because the online application does not
verify an old password and it might be possible for an attacker that he can
obtain as well as control the user account by requesting to change the
password. This vulnerability existed in Version-4.1.402.34662 of
LenovoEMC NAS Firmware Software and its impact is low [119].

3.2.5 CWE 366 (RCT)

In a multi-threaded environment that uses the locking functionality
around code that enforces to block, alter, and read persistent data. If a
resource is used concurrently by two execution threads, there is a risk that

invalid resources can be used.
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The code mentioned below creates a race condition that is
introduced in programming when the critical resource is changed by two
or more execution threads [120].

Example:

public class RacePrgm{

static int foo = 0;

public static void main(String[] args) {
RaceThreadth=new RaceThread();

Thread firstThread=new Thread(th, "First thread");
Thread secondThread=new Thread(th, "Second thread");
firstThread.start();

foo=1;

secondThread.start();

}

public static class RaceThread extends Thread {
public void run() {

System.out.println(foo);

foo=foo+1,

}

}

}

3.2.6 CWE 426 (USP)

This weakness might allow attackers to access data files in an
unauthorized way or unexpectedly change configuration settings to
execute their programs. Such programs will enable the application to find
critical resources using a search path, then that search path may be altered
by an attacker through malicious code.

The given code will take a user’s name by using ‘ls-1/home’

command to get the content list and directory of that user’s in-home
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directory. This code is also susceptible to a PATH attack because through
ps or grep commands, an attacker can generate malicious commands.
Although there is no explicit privilege in the program to execute the
commands of the system, the interpreter of PHP can run with higher
privileges than users by default [121].

Example:

/lassume the function getCurrentUser() returns a name of user

$UName = $_POST["user"];

$cmdl ="'Is -1 /home/".$UName;

system($cmdl);

$UName = getCurrentUser();

$cmd2 = 'ps aux | grep ' . $UName;

system($cmd2);

In December 2020, Foxit Phantom PDF and Foxit Reader for
Windows were remotely accessible through this vulnerability. The
vulnerability occurs in the directory of current working when the installer
searches for taskkill.exe file. At that time, a remote attacker will trick the
victims into running a remote SMB (Server Message Block) share installer
file and executing arbitrary machine code. SMB share provides mutual
access between nodes within the network and allows computers to read
and write files via LAN to a remote host. This vulnerability’s impact is

medium in Foxit Reader for Windows and PhantomPDF [122].

3.2.7 CWE 494 (DCIC)

The main drawback of this weakness is that the program's
executable code or source code is downloaded without verifying its data
integrity and origin. The absence of authentication makes it possible for
attackers to fool the machine by executing malicious code or altering the
source code. It provides different possibilities for attackers to execute

attacker’s instructions, interpret or modify potentially sensitive
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information, and render software worse for legitimate users. This
vulnerability is introduced during the phase of Architecture, Design and
Implementation phases [123].
Example:
public static void main(String[] args) throws Exception {
/I get the URL of jar that contains the target class
URLIJ] urls= new URL[]{new URL("name of new URL")
b
/I New URLClassLoader is created
URLClassLoaderloadurl = new URLClassLoader(urls);
/ITarget class is Loaded
Class targetClass = Class.forName("loadMe", true, loader);

}

This java code doesn’t validate that the loaded class is the intended
class; attackers may alter it to execute malicious code [123]. This
weakness has recently emerged in routers NETGEAR R6700; an attacker
is able to compromise the affected device. Due to the lack of software
integrity, vulnerability occurs if updates are downloaded. An attacker can
remotely gain access to the local network and execute a man-in-the-
Middle attack to control the affected device entirely after a successful
update of the software. Its impact is not too much high, but at present, its
patch is not available. The security expert has no official solution to this
vulnerability at present [124].

3.2.8 CWE 362 (RC)

In this flaw, concurrent operations are executed on a single resource
without any proper synchronization. The code requires that certain states
should not be modified between two operations, but a timing window
exists in which the state can be modified by an unexpected actor or

process. Such conditions allow a remote user to take advantage of the race
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by executing a series of commands and cause DoS (Denial of Service)
attack. Race condition occurred when simultaneously two different codes
were executed and access the same memory. It is violated by two
properties: Exclusivity and Atomicity. In Exclusivity, until the execution
of the current sequence is finished, no other sequences of code can be
executed or modify the shared resource properties. Whereas in Atomicity,
two or more processes are not executed the same instruction sequence

concurrently at the same time [125].

Recently (2021-07-14), a remote user attack on FortiSandbox
software. The remote attacker uses race condition in FortiSandbox’s
command shell and performs DoS attack by executing a series of

commands and its impact was medium [126].

3.2.9 CWE 454 (EITV)

The critical internal variables are initialized by software or stored
data by using inputs fields that can be manipulated by unauthorized users
(Or the software uses inputs that can be changed by untrustworthy actors
to initialize critical internal variables or data stores). If any variables
have been externally initialized, they should be distrusted, specifically in
the case of wusers because there is the possibility of incorrect
initialization. As the result of improper initialization of variables may
abrupt the software response and raise the vulnerability in software
security. It may allow an attacker to set the variable value and they can
easily control what the susceptible system does [127].

Example- This code looks for a debug switch in an “HTTP POST” request
and activates debug mode if one is found.

$debugEnable = false;

if ($_POST["debug"] == "true"){

$debugEnable = true;

}
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function Userlogin($userid $userpwd){
if($debugEnable){

echo 'Debug is Activated’;

php_info();

$is_Admin = True;

return True;

}

}

To enable debug mode, any user with administrator access can
activate it, and using the php_info() method information can be printed,
which may provide access to an attacker to further exploit the system
[128].

3.2.10 CWE 915 (ICMD)

This wvulnerability occurred when software used an upstream
component (client to server) to receive input data that defines several
variables, fields, or properties in an object that should be updated or
initialize. But it is unable to control appropriately that which attributes
may be modified. If any attributes of an object were only solely meant for
internal use, then its unintentional modification may result in a security
flaw. Sometimes this weakness is known as language-specific mechanisms
[129].

3.3 Security Attributes

Security is a multi-dimensional and comprehensive process that
involves a large gamut of operations divided into several stages to ensure
in-debt analysis of security-related challenges and threats and ways to
mitigate the problems that could affect the operations of a healthcare web

application system. The five-set attributes are confidentiality, integrity,
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availability, and access control are shown in figure 3.1. These attributes
form the basic fundamentals of security; without them the security of
software cannot be ensured. The main reason for using these attributes is
to plug in gaps in the healthcare web application structure so that security
breaches could not be made [130].

Confidentiakity T1

.

Security

T4

Access Control

Figure 3.1: Security Attributes

LA

3.3.1 Confidentiality

Confidentiality ensures that the data is not disclosed to any
unauthorized user. Inability to maintain confidentiality can lead to data
breaches and the leak of sensitive data to unauthorized persons. It ensures
that a certain degree of privileges to registered/authorized persons who
are permitted to access, make changes and download information and this
privilege is restricted or not granted to the unauthorized user/personnel
[131]. Confidentiality is a broad security concept that is implemented at
all stages of the operation of a software system-—processing, storage,
retrieval and display of information.

3.3.2 Integrity
Integrity is the accuracy of the data at storage or during
transmission. It assures that the end-user's data does not get corrupted or

tampered during the transmission can be defined as the accuracy of
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data/information at storage or during transmission. In a more expanded
form, integrity can be ensured both at the source and destination, which

can prevent the unauthorized use of data [132].

3.3.3 Availability

Availability attribute ensures that a system is ready and available
for use by an authorized user whenever needed. The availability of a
system may be compromised in case of a denial-of-service attack [133].
The availability of a system confirms that the system is ready to be used
to all the needed functionalities. The system should be designed in
multiple subsystems so that the availability of the system is not
jeopardized in case of the failure of any of the subsystems.

3.3.4 Access Control

Access control limits the way the system should be used by its
legitimate users. The users are required to present credentials in order to
access the specific functionality of the system. The users are decided into
levels based on their access controls. Some of the users may be given full
control of the system like the administrators, while other users may be
given only limited access like the end-users based on their specific use of
the system [134].

3.3.5 Authentication

Authentication is the process of identifying the legitimate user
requesting access to the system. A user name and password are the most
common method of authenticating any user to provide access. The process
of authentication involves a mechanism which validates authentic users or
multiple users to access information. This authentication can be in the
form of a security question, SMS, OTP, biometric, and RSA etc. [131].
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3.4 Mapping

Healthcare web application security is an important issue/concern,
which makes sure that the application is reliable and secure. The
attributes of software security are correlated with security risk factors.
The security is purely dependent on all the parameters of the security plan

specification [105].

o o CWE-311, CWE362, CWE-366,
S s CWE-426, CWE-454, CWE-494,
CWE4M CWE-767, CWE015

Y
Confidentiality
Tl
.—"s.uthen_[grﬂhun Integrity
2
L Mapping

CWE-260, CWE-620

Access Control
T4

CWE-260, CWE-416, T 4%
CWE-620, CWE-T467 CWE-426

Figure 3.2: Mapping between Security Risk Factors and Security
Attributes
It is clear from the literature survey that all security attributes are
parts of the security plan specification and play a vital role in security
estimation. In figure 3.2, it can be seen how these attributes are correlated
to security risk factors. With the help of that, developers may conclude

facts regarding the software's security.
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3.5 Conclusion

Software security is the branch of software engineering that aims to
prevent the exploitation of security loopholes in the system and detect
possible vulnerabilities that may prove harmful to the software. For
building software systems without any security ambiguity, it is essential
to take major security attributes in the development process, failing which
can lead to damage to the software system's integrity. The proper use and
implementation of security attributes can accelerate the process of finding
vulnerabilities & flaws in the system and their adequate mitigation
strategy. The successful implementation of a security plan may converge
the developing team's entire focus to select a few errors/vulnerabilities
that may have affected the healthcare web application system, and they

can prepare a strategy for a timely recovery.

In this chapter, a mapping between security attributes and security
risk factors is created on behalf of the literature survey and from the
expert’s view, which was already described in the previous chapter. The
use of security attributes in the development lifecycle comes under the
ambit of security plan specifications at various stages, without which the
security of the software system cannot be insured. These security
attributes will help in the optimization, which will further help us
understand the types of threats that a particular system can go through.
Since each healthcare web application has a particular purpose and
performs a particular set of functions according to the need of the
organization/user. Hence, every security scenario will be different from
others, but these attributes will be included in preparing a roadmap for

security strategy in the healthcare web application systems.
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Chapter 4

A UNIFIED SECURITY RISK FRAMEWORK FOR
HEALTHCARE WEB APPLICATION

4.1 Introduction

Nowadays, human life is much more dependent on the software
system that directly increases pressure on development teams and
researchers. The main focus of these teams is on securing software
systems from vulnerabilities and threats. Reducing vulnerabilities are
always directly proportional to security. Through the study of available
statistics, it is observed that security has played a vital role in the success

as well as failure of software systems.

Based on the recent study, software companies are considering to
introduce a software security risk framework in the early phase of
development and not just depending on the later phase, when the product
is finalized. This step could improve the situation and reduce losses to a
substantial level. An estimated loss of more than USD 100,000 has been
incurred by a company because of cybercrime, as reported by the Cyber
Crime Website of the Department of Justice, USA [135]. This is one of
the infinite numbers of cases worldwide where insecure software systems
are breached and exploited by attackers for financial and other gains.
According to a report given by the Computer Crime and Intellectual
Property Section (CCIPS) of the US Department of Justice, organized
multinational criminal enterprises have arisen that specifically target
software systems and exploit its weaknesses to salvage financial
information [136]. In recent years, threats from botnets (network of
surreptitiously infected computer systems due to malware) have increased

drastically.
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Cybercriminals purchase access to botnets and use the network of
infected computer systems for various crimes, usually financial data
thefts, dissemination of spams, concealing other crimes or Distributed
Denial of Service (DDo0S). As per a white paper published by Cyber Unit
CCIPS, US Department of Justice, many public and private organizations
are increasingly adopting vulnerability disclosure programs, which
increase their ability to detect security issues and protect sensitive data
and prevent disruption of services [137]. A built-in software security
framework that includes all security attributes can be a viable and potent
solution to numerous security issues. It can prove to be a boon to the
users/organizations/governments spending billions of dollars every year

on securing their networks.

The recent trends show that healthcare web application security is
gaining attention from industries and researchers. As a solution to these
problems, developers should try to build an end-to-end healthcare web
application security risk assessment framework to detect, assess and
mitigate the risks. To facilitate, the developers have proposed a
framework for the assessment of vulnerabilities by applying a security
risk framework to improve the security of healthcare web applications.
Further, the developers have proposed and used soft computing techniques
for designing the framework and given some key activities required to
integrate security into software design. The researcher has made an effort
to develop some important recommendations and set some basic criteria
for creating the guidelines to facilitate the development process for
creating a secure healthcare web application, which can enhance security
and examine vulnerabilities during the design phase of the healthcare web

application system.
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The main aim of the security risk assessment framework is to cover
all the security breaches that occur during the development of the
healthcare web application and after the deployment of the healthcare web
application. It will also ensure that the healthcare web applications are
protected against real-time attacks in a live environment [138].
Organizations wish to design secure healthcare web applications to gain
the trust of end-users and get user satisfaction. Unfortunately, a faster
development rate and lack of proper documentation in software
development have made security breaches that affect the time and cost of
the software [105, 139]. Literature survey shows that the existing
methodologies to develop secure healthcare web applications are
theoretical or just best practices. Most organizations that aim to achieve
healthcare web application security cannot cover all the aspects through
which vulnerability occurs; hence, some aspects are ignored. However,
focusing on the healthcare web application security framework
simultaneously will satisfy the end user’s security needs by including
greater security, which incorporates all security parameters to create a

robust & secure healthcare web application.

Mainly, all the experts of the industries have focused on the
deployment phase of the healthcare web application development for
improving security longevity and minimizing maintenance cost and time.
Hence, integrating security at the design phase will reduce the time span
and cost of software development by reducing the development team's
rework [139-140]. However, practitioners and researchers have suggested
to integrate security during the design phase, but none have taken under
consideration the end-to-end security framework to quantify the risks and
find optimum measures to mitigate them. In addition, this approach will
provide a step-by-step procedure to integrate it with the design phase to
improve the healthcare web application security. The entire security

process is accompanied by a security risk assessment plan based on
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security attributes like confidentiality, integrity, availability, access
control, and dissipating those vulnerabilities that may affect the entire
project [141]. To provide reliable and secure healthcare web applications
and gain user’s trust, it becomes our necessity to develop a security
framework that provides complete guidance for integrating security at the

design phase of healthcare web applications.

4.2 Importance of Security Risk Assessment

Security is an idea that is implemented to protect an application
from malicious as well as from various risks [142-143]. As we know that
individuals and organization are heavily dependent on software for their
daily activities. The demand for security is growing day by day. Hence,
the more accuracy ensured during security, and the lesser will be the
occurrence of security risk. A robust security framework can help to
uncover entire security issues as well as privacy issues by mitigating
security risk factors. In addition, it can ensure the security of healthcare
web application from illegal access, malicious attacks and other forms of
dangerous vulnerabilities. The following are some of the top security
threats as per OWASP [144]:
e Using Known Vulnerable Components
e Security Misconfiguration
e Broken Authentication & Session Management
e Sensitive Data Exposure
e Injection
e Cross-Site Scripting
e Missing Function Level Access Control

e Invalidated Forwards and Redirects

Considering the above-mentioned security threats, a conclusion can
be drawn that an effort should be made to address these security issues for

managing efficient, secure healthcare web application development.
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4.3 Proposed Framework

The design phase is the backbone of any software system
irrespective of its nature and area of use [145]. Software development
organizations have shown enormous growth in developing more and more
secure healthcare web applications, but today’s urgent need is to detect
vulnerabilities at the very initial design phase by an appropriate security
risk assessment framework. Through the implementation of the
framework, early detection of vulnerabilities can be performed, which
will save a considerable amount of time and production cost. The
framework works on five phases, i.e., Factors ldentification, Mapping,
Assessment, Statistical Analysis and Review and Revision will be
undertaken when required. The forthcoming section will describe the
various phases of the healthcare web application framework. Furthermore,
we have developed a conceptual framework that has enlightened the key
activities to be accomplished with the intention to increase security at the

design of the healthcare web application, as shown in the figure: 4.1.

Review
and
Revision

» Fuzzy AHP for Priority of Weightage
* TOPSIS-Impact of Attributes on
Alternatives

Statistical

Analysis

= F-Test is applied

Figure-4.1: Proposed Framework for Securing Healthcare Web

Application
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4.3.1 Factors ldentification

Identification of security risk factors plays a key role in security
estimation as well as it creates a roadmap for security professionals for
the development of secure healthcare web applications. In this section, an
effort has been made to identify the security risk factors and security
attributes that may help to quantify design. The aim of this identification
is to target key risk factors at the design phase at mitigate them at the
earlier phase of the development life cycle. This can be done by
quantifying security factors, which will give the developers an advantage
of early detection of vulnerabilities in the healthcare web application
system and keep know-how of the number of vulnerabilities at any stage
in the entire development process. Best results could be achieved by
considering all the factors related to security when creating a security
estimation plan. This can help in improving the quality of healthcare web
applications with the help of an early detection mechanism.

4.3.2 Mapping

In this section, attributes of software security are correlated with
security risk factors. It is clear from the literature survey that all security
attributes play a vital role in security estimation. This can be done
through an in-depth literature survey and expert’s points of view. It gives
developers an understanding and overview, i.e., whether the security
requirements are fulfilled or not. Figure: 3.2 shows a detailed view of
mapping between security risk factors and their corresponding security

attributes.

4.3.3 Assessment

This section explains how the security risk is being assessed
through the integrated technique, i.e., fuzzy AHP-TOPSIS. The author has
used fuzzy AHP for the prioritization of security risk factors, and on the
other hand with the help of fuzzy AHP-TOPSIS, the impact of attributes
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on different alternatives has been calculated. Security risk factors will be
prioritized corresponding to their respective weights and ranked
accordingly to take a case-by-case security procedure and find out
loopholes and other vulnerabilities in the software. Furthermore, this will
also help the developers to develop mitigation techniques for the potential
threats and guide them to concentrate on those parts of the system on
which attackers may influence. The identification and prioritization of the
risk factors will provide a path to develop a secure healthcare web

application.

4.3.4 Statistical Analysis

Statistical analysis is a mathematical practice that includes
gathering of data, organizing it, analysis, and finally drawing an inference
from the interpretation of numerical data. For the purpose of explaining
the statistical significance of the proposed framework, statistical analysis
has been carried out on the alternatives (i.e., healthcare web application)

obtained from SAQ Infosys, Lucknow.

4.3.5 Review and Revision
The review & revision may be done, if required, at all stages to

bring forth more refined structural guidelines.

4.4 Limitations of the Framework
The framework is a hypothetical description of a very complex yet
evolving process that provides a platform for future research work, but
every framework has its limitations. The following are the limitations of
this proposed framework:
e The commonly accepted factors for security are Confidentiality,
Integrity, Availability, Access Control and Authentication is only

considered in the proposed framework.
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e Since the industrial data is unavailable, the proposed framework has
been given to a small set of data.
e This approach is only applicable to the early stage, i.e., at the design

phase of an application.

4.5 Conclusion

A detailed study of literature review has shown so far, only a few
researchers have cognate security attributes as well as security risk
factors to their respective weightage and ranking through the MCDM
approach. The propounded framework given in this chapter has come up
with the idea of associating security risk factors with weightages and
further ranking them. On account of literature reassessment and observing
the vibrant scenario & needs of industries today, it is found that security
must be capable enough to counter all sorts of vulnerabilities and future
threats. This can be achieved by including a desirable security framework
to eliminate or reduce vulnerabilities using the above ‘“given security

apparatus” at the initial design stage.

It is imperative to understand the users/organizations security needs
as they can be complex in nature, without which it is highly unlikely to
design a user-specific security framework for the healthcare web
application. The structural guidelines may be modified according to the
need of the hour to concatenate the best of security attributes and create a
secure healthcare web application that satisfied the organization’s needs.
Further, the framework emphasizes on the optimization of security risk,
which will help to save a considerable amount of production cost and time
in the development of a healthcare web application. Implementation of the
proposed framework gives a superior security detection rate as compared

to traditional techniques.
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Chapter 5
NUMERICAL ANALYSIS AND INTERPRETATION

5.1 Introduction

Security is an ever-expanding field. The development process for
secure healthcare web application is a tenacious task that includes
analysis of all the security properties [146]. The modus operandi of
security framework includes five attributes that include authentication,
access control, availability, integrity, confidentiality. These attributes are
a keystone to identify the vulnerabilities and to mitigate them [105].
Software has become one of the most important requirement of users in all
the sectors. Hence, its security correspondingly shows its importance and
weightage that covers overall purport which can increase or decrease the
value of the organization. So, it becomes the developer’s necessity to find

newer techniques and adopt appropriate measures.

Security is constantly growing and it includes the advanced
technologies which can be used for the development of secure healthcare
web applications. Intruders are consistently preparing themselves to
attack both system and user applications, which might or might not be
able, lacerate the security of the software easily [147]. The main aim of
intruders is to exploit the weakness of application and acquire sensitive

information through which intruders can take control of system.

Hence, to avoid all the possible disruption proposed security
framework provides a platform via which its behaviour may be
effortlessly controlled. To improve the security of any application, an
enactment of security plays an important role. The proposed security
framework uses a structured outlook throughout the SDLC, particularly
during the design phase. It gives a better sightedness of the application
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and keeps it safe against investigated security threats that may arise at
any time [105, 148]. At the same time, the number of issues or incidents
related to security is growing, and it is becoming a big concern among
business owners and IT professionals. Those organizations that do not
focus on security and its related factors during each phase of
development, the application delivered by them may have hazardous

vulnerabilities that may create enormous risks to the organization.

The fundamental objective is to find the priorities which are based
on ranking and weightage of the security attributes with the help of
MCDM (i.e., Multi-Criteria Decision Making) process under which the
exercise of the analytical hierarchical process is shown, through which the
application becomes more and more secure and reliable. Since no attempts
have been made to quantitatively prioritize and rank the security
attributes that may affect the success of software security and their trade-
offs, the fuzzy AHP approach can be utilized to prioritize the security
attributes in terms of well-profiling. This improves the life span of
software and early detection of vulnerabilities which will directly benefit
users/organizations by enhancing the security of software. The analysis of
prioritization of security attributes by using the Analytic Hierarchical
Process, which is a type of MCDA (i.e., Multi-Criteria Decision Analysis)
[149, 150]. Multi-Criteria Decision Analysis is helpful for performing
various evaluations of conflicting elements like Analytic Hierarchical
Process and Multi-Attribute Utility Theory [151]. Three distinct parts of
the MCDA process are objectives, alternative weights and their ranks

which are used in the AHP technique.

Analytical Hierarchical Process (AHP) is recognized righteous in
analysing a conclusion in the group. In addition, it has been observed that
in case of fuzzy AHP more accurate relationship has been established,

which provide complete priority analysis by decision-makers [152].
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Hence, to construct a network of attributes according to their importance
or priority, fuzzy AHP works with judgmental input from a group of
decision-makers. This study establishes a foundation for assessing
security by wusing a fuzzy AHP approach. Here researchers have
conglomerated data from security experts of different fields of academics
and industry. The aim is to evaluate the security risk factors in terms of
their weight and ranks. On behalf of these results, security development
strategies are selected to mitigate these risk factors.

5.2 Estimation Mechanism
In the current study, the researcher has used an integrated

technique, i.e., fuzzy AHP-TOPSIS for the assessment of security.

5.2.1 Integrated Fuzzy AHP-TOPSIS Method

Numerous researchers have accomplished research on the basis of
security. Current promulgation for high-end security is transforming
security of healthcare web applications [153]. Furthermore, challenges
with MCGDM (i.e., Multi-Criteria Group Decision Making) are common
in exercise for attaining the goals, based on user’s need and with respect
to the sensitivity of information. There are various approaches in the
literature that can be used to overcome such issues [154]. The AHP
approach is preferable to other MCDA processes for accessing the values
(i.e., subjective and objective) of variables. However, this approach is
unable to overcome the inherent incertitude as well as the ambiguity of a

response from decision-maker to precise statistics.

The researcher of this perusal discovered that specialists have used
fuzzy theory along with AHP to examine the imprecise real-world’s
challenges because it is exceedingly ambiguous [155]. In addition, the
AHP approach is rooted on unsteady scale; on the other hand the fuzzy

AHP approach has the same flaws [154-155]. Hence, as a result a unique
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prescript (i.e., a unified fuzzy perspective of AHP and TOPSIS) for

systematically evaluating alternatives based on multiple criteria.

5.2.2 Fuzzy AHP

Fuzzy AHP is a powerful prescript for addressing arduous
conclusive problems, and all the complicated problems may be evaluated
through various classed levels of objectives. To solve the arduousness of
a complex problem, fuzzy AHP divides it into a tree-like structure. In
addition, for the estimation of priority of various alternatives with
multiple criteria in a hierarchical structure, it is also utilized as a
decision-making technique/tool [156]. The fuzzy AHP is based the fuzzy
interval arithmetic, which uses the TFN to compute the weights of
elements. Saaty was the first who proposed the AHP technique [157]. To
deal with imprecision in multi-criteria decision problems, it merely uses
the pair-wise comparison matrix [158]. The triangular fuzzy numbers are
used in this model to represent linguistic variables and to conduct fuzzy
operations using AHP. To deal with the uncertainty caused by imprecision

and vagueness, Zadeh has developed the fuzzy set theory [159].

On the basis of expert’s viewpoints as well as responses via
questionnaire or by using brainstorming, the tree structure is prepared,
and after that Triangular Fuzzy Number (TFN) is fabricated from the
hierarchy. In addition, pair-wise comparison of every cluster of grouped
objective performs a significant contribution in determining the impact of
one criterion on the other. The researcher transfigures the linguistic
values into TFN as well as crisp numbers, and in this study the values of
TFN are between 0 to 1 [160]. The computational simplicity of triangular
fuzzy membership functions as well as their ability to deal/cope with

fuzzy data is the reason for their widespread acceptance [154].
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Additionally, the classification of linguistic values is as equally
important, fairly important, strongly important, weakly important, and
absolutely important etc., and apart from these the crisp values are
grouped as 1,2, ....9. Furthermore, a fuzzy number T on F is called TFN,

if its membership functions are depicted in equations (1-2):

Mo () =F = [0,1] (1)
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Here, in the triangular membership functionl,, m;, and u, are given

as limit (i.e., lower limit, middle limit, and upper limit, respectively).

A TFN is shown in Figure 5.1.

t

L, m; U,

Figure 5.1: Triangular Fuzzy Numbers

(lo, m;,upy) is depicted as TFN. In a quantitative manner, experts
have assigned ratings to the factors affecting the values using the scale

shown in Table 5.1.
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TABLE 5.1: TEN Scale

Sgsft%i?s:,e Fuzzy Triangle Scale
1 Equally important (1,1, 1)
3 Weakly important (2,3, 4)
5 Fairly important (4,5, 6)
7 Strongly important (6,7, 8)
9 Absolutely important (9,9, 9)
2 (1,2, 3)
4 Intermittent values between two (3,4, 5)
6 adjacent scales (5,6, 7)
8 (7,8, 9)

In the conversion of numeric values into TFN, equations (3-6) are

used [154-155,160] that are designated as (lojk,mijk,upjk) where, lo,-k s

lower value, m; is middle value and w,  is uppermost value. Additional,
jk jk

TEN [ng] is recognized as:

njk = (lojk’mijk’ upjk) (3)

Where, lojk SMy, SUp,

lek = min (Rij) (4)
1

My, = (Rjk1, Rjkz, Rjk3 )t (5)

and Up;, = Max (Rjkz) (6)

In the equations (3-6), Ry, indicates the relative importance of the
values between two factors which is given by security experts z, where |
and k signify a pair of factors being decided by security experts. nj, is
evaluated for a specific comparison on the basis of geometric mean, which
is given by experts. The geometric mean is capable of appropriately
integrating as well as representing practitioners consensus, and it denotes
the scores (i.e., lowest and highest) for the relative weightage of two
factors. Additionally, equations 7, 8, and 9 used to combine TFN values.
Consider two TFNs T1 and T2, T1= [, ,m;,u, and T2= [, ,m;,u,, . The

rules of operations on them are as:
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(l01’mi1’up1) + (loz’miz’upz) = (lo1 + lOz' mg, + mi,, Up, + upz) (7)
(101’mi1'up1) X (loz'miz’upz) = (lo1 X 102’ mil X miz’upl X upz) (8)

-1 1 1 1
(lolimi1’up1) - u_pl’mh ’E (9)

(101’mi1'up1) + (loz’miz’upz) = (101 + loz' mil + miz’upl + upz)

With the help of equation 10, a fuzzy pair-wise comparison matrix in
the form of m x m matrix is generated after obtaining the TFN values for

each pair of comparisons.

>z >z > Z
x11 x12 CEERCI] x1m
7Z 7Z 5Z
Pz = 21 22 2m (10)
Z >z > Z
Xm1 Xm2 - Xmm

Where, JE;Z;( represents the z®" decision maker’s preference of the j"

criteria over the k' criteria. When there are multiple decision-makers
equation (11) is used to calculate the average of each decision maker’s

preferences.

X = L1 %5 (11)

After that, with the help of equation (12) and based on average
preferences, pair-wise comparison matrices are updated for all the factors

in the hierarchy.

p= (12)

——

X141 xlm]

Xm1i ° Xmm

The fuzzy geometrical mean and fuzzy weights of each factor are
then described using the geometrical mean technique, as indicated in

equation (13).
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@ =T %) V0 j=123,...n (13)

After that, with the help of equation (14) fuzzy weight of the factor

is concluded.

—_—~

wE, = d@, @ (GPTPT; ... Da,;) ! (14)

Further, with the help of equations (15-16), the average and
normalized weight criteria are to be calculated.

Avg; = VG OWEp Win (15)

_ Avg;
N_th - Avg,DAVg,®....DAVg, (16)

Furthermore, to compute the BNP value of the fuzzy weights the
Centre of Area (COA) approach is applied for every measurement with the

help of equation (17).

[(upwti-lowt1)+(mwtl-lowt1)]

BNPWt= 3

+1,wtl (17)

5.2.3 Fuzzy TOPSIS

TOPSIS consider a multi-criteria decision-making view with m
choices as a geometric arrangement with m points in the n-dimensional
space of factors. The method utilized in this study is based on the
assumption that for maximum and minimum ideal solutions, respectively,
a selected alternative has the shortest and farthest distance from the
positive-ideal solution and negative-ideal solution [161]. Shadbegian and
Gray stated that security experts might encounter some issues for the
allocation of specific performance ratings of any alternative on the basis
of factors. Step-by-step process of Fuzzy AHP-TOPSIS method is

explained in the given flow chart.
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Phase I- Planning

Problem Recognition

Select a Group of Subject Matter Experts

Define Scope and Boundaries of the
FAHFP

Decompose the Froblem into Hierarchy
*
Phase I1- Fuzzification

Define Membership Function with and Make a
Scale

E 3
Phase III- Fuzzy Operations and TOPSIS

Average of the Preferences of Each
Decision-Maker

Calculate the Fuzzy Weight of the Factors and
Normalization of Weight Criteria

Phase I'V- Defuzzification & TOPSIS

S — |

]
i Calculate the BNP values
L]
]

]

Phase V- Analysis, Confirmation and
Estimation

Solving Fuzzy Decision Matrix to Obtain Fuzzy
Weights of Attributes

Obtaining the FPIS and FNIS

Calculating the

Closeness Coellicients
and Checking
Whether the
Calculation is Viable
or Not

Figure 5.2: Flow Chart of Fuzzy AHP-TOPSIS Method
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This procedure allocates fuzzy numbers in place of specific
numbers to represent the relative significance of a factor for consistency
with real-world fuzzy surroundings. Furthermore, the fuzzy AHP-TOPSIS
technique is well suited to solve group decision-making problems in fuzzy
contexts. Figure 5.2 illustrates the comprehensive procedure of achieving
weights as well as for the estimation of the viability of the fuzzy AHP-
TOPSIS method.

Firstly, the researcher determines the weights of the evaluation
factors. With the help of equations (1-16), the current research applies
fuzzy AHP process to derive fuzzy weight. In addition, a fuzzy decision
matrix is created by researchers with the help of table 5.2 and equation
(18), and relevant linguistic variables are chosen as alternatives for the

criterion.

TABLE 5.2: Linguistic Scales for the Rating

Linguistic Variable Corresponding Triangular Fuzzy
Number
Very poor (VP) (0, 1, 3)
Poor (P) (1, 3, 5)
Fair (F) (3.5.7)
Good (G) (5. 7. 9)
Very good (VG) (7. 9.10)
P, Qe Qn
[m nn] (18)
Pm : . :
Ym1 Ymn

Where, yjk=§(y}k @Y ® .....55), and g7 is the performance rating of
the alternative p, with respect to factor ¢, estimated by the z* practitioner
and Vi = (o Mo Up%). With the help of equation (19), the fuzzy decision

matrix is normalized and it is represented by D.
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D= [djk]mxn (19)

After that, with the help of equation (20), the normalization process

can be achieved.

g = (e, T ik e =123 20
Gk = upt’ uplt  upt +Upy —max{upjk,] =123,..,n} (20)

Alternatively, we can set the best-desired level u,> and k = 1, 2, 3,

4,..n is equal to 1; otherwise, the worst is 0. The normalized dy
continues to be TFNs. For trapezoidal fuzzy numbers, the normalization
process can be performed in the similar manner. The decision
matrix(D,,) isnormalized by weighted fuzzy numbers and is quantified

with the help of equation (21).

D, = [Bjk]mxn j=123.m; k=123, ...,n; (21)

Where, Ejkz ajx®wt; and then, FPIS (i.e., Fuzzy Positive-ldeal
Solution) and FNIS (i.e., Fuzzy Negative-ldeal Solution) is described. The
Ejk are normalized positive TFN, and their ranges belong to the closed
interval [0, 1]. Thereafter, researchers can describe the FPIS Af
(aspiration levels) and FNIS Ay (the worst levels) as shown in equations

(22-23).

AY = (b;,......D}, .....Db}, (22)
Ay = (b3, .....B}, .....b}, (23)

Where, b; = (1,1,1)®Wt;, = (Lwt,, Mwt,, Hwt,) and bj, = (0,0,0), k =
1,2,3,4,...,n. For calculating the distance of each alternative from FPIS and

FNIS. The distances (Dis;" and Dis;”) of each alternative from Af and Ajcan
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be estimated using the area compensation technique as shown in equations
(24-25).

Disjt = Yp_y Dis(by, bjy,) j=1,23,..m; k=12,...,n (24)
Dis;j = Yp_y Dis(by, bjy) j=1,23,..m; k=12,...,n (25)

In addition, researchers discover the closeness coefficients (i.e.,
relative gaps—degree) and generated alternatives for the achievement of

aspiration levels in each factor.

To improve the alternatives, Ying-Chyi Chou et al. proposed thatQg;
is cleared to evaluate the fuzzy gaps—degree on the basis of the fuzzy
closeness coefficients [160]. The similarities to the ideal solution are
determined after evaluating the l’)‘Zsj+ andDTsj‘ of each alternative and is

depicted in equation (26).

=123 ,m (26)

Where, -2 defined as fuzzy satisfaction degree in the j" alternative and

T
T+

o
X

- defined as the fuzzy gap—degree in the j'"" alternative. On the basis of
] ]

which ranks of alternatives is achieved.

5.3 Empirical Data Analysis and Results

Generally, qualitative assessment seems to be suitable for the
assessment of long-term security. It is quite difficult to perform a
qualitative assessment of healthcare web application’s security. Security
strategy is prepared on the basis of results drawn from global
collaborative activities. In recent years, security professionals have
amassed a large number of security policies [154]. Furthermore, several
firms are currently adopting high-end security healthcare web
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applications. The impact of security attributes on healthcare web
applications plays a crucial role in ensuring security [162]. The researcher
of the current study proposes a method for the estimation of security at
the design phase, i.e., fuzzy AHP-TOPSIS method.

Security Attributes Security Risk Factor

ACPVPM \ HWA1

Alternatives

Confidentiality HWA2

HWA3

Integrity

Ny

Access Control

HWA4

HWADS

Security

y

HWAG
HWA7

HWAS

HWA9

j HWA10

Figure 5.3: A Hierarchy of Security Attributes and Risk Factors

Authentication

In chapter 3, the researcher has identified various security
attributes and risk factors. For the purpose of assessment, the identified
security attributes and risk factors are linked together, and the
relationship among them is recognized. The hierarchical structure of this
process is shown in figure 5.3. For assessment, T11, T12, and T13 are
represented as the attributes of confidentiality at level 2 with respect to
security. T21, T22, T23, T24, T25, T26, T27, and T28 are represented as
the attributes of integrity at level 2 with respect to security. T3Llis
represented as the attributes of availability at level 2 with respect to
security. T41, T42, T43, and T44 are represented as the attributes of
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access control at level 2 with respect to security. T51 and T52 are
represented as the attributes of authentication at level 2 with respect to
security.

This study uses the opinions of 70 professionals from academia and
industry in order to compile the data. The estimation of security via fuzzy

AHP-TOPSIS has been assessed by using equations (i.e., 1-26) as follows:

The researcher has converted the linguistic values into numeric
values as well as in aggregated TFNs values by using table 5.1 and
equations (1-9). Additionally, equation 10 is used to create the pair-wise
comparison matrixes for level 1 attributes is shown in table 5.3. Similarly,
table 5.4 - 5.7 shows the fuzzy pair-wise comparison matrixes through the
hierarchy at level 1 and 2 respectively.

Table 5.3: Fuzzy Aggregated Pair-Wise Comparison Matrix at Level 1

Level 1 T1 T2 T3 T4 T5
T1 1.000000, | 0.312700, 0.873300, 0.226100, 0.258000,
1.000000, | 0.439500, 0.901200, 0.292800, 0.338600,
1.000000 0.625200 0.946500 0.416600 0.505500
T2 1.000000, 2.045100, 0.266500, 0.690600,
- 1.000000, 3.169900, 0.365700, 1.005900,
1.000000 4.233000 0.591100 1.511700
T3 1.000000, 0.366701, 0.360401,
- - 1.000000, 0.525102, 0.522000,
1.000000 0.965903 0.807401
T4 1.000000, 0.896002,
- - - 1.000000, 1.148603,
1.000000 1.390300
T5 1.000000,
- - - - 1.000000,
1.000000
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Table 5.4:

Fuzzy Aggregated Pair-Wise Comparison Matrix at Level 2
for Confidentiality

T11 T12 T13
T11 1.000000, 0.695141, 1.104861,
1.000000, 0.950141, 1.438051,
1.000000 1.345741 1.690625
T12 - 1.000000, 1.190285,
1.000000, 1.582062,
1.000000 2.149701
T13 - - 1.000000,
1.000000,
1.000000

Table 5.5: Fuzzy Aggregated Pair-Wise Comparison Matrix at Level 2
for Integrity

T21 T22 T23 T24 T25 T26 T27 T28
T21{1.0000000,/1.1121440,]10.4891060,/0.410152,/0.2210150,| 0.3141440, |0.6574560,( 0.2442635,
1.0000000,/1.5105170,/0.6301720,]0.574430,(0.2870101,] 0.4611120, |1.1652352,( 0.3234474,
1.0000000] 1.9331210 1.5241140] 1.652314]0.4152130( 0.8712240 |1.6882152| 0.4865241
T22 - 1.0000000,/0.5704413,]0.304574940.2678565,[ 0.1668565, |0.3938857,( 0.1695362,
1.0000000,/0.6654327,]0.393441640.3523652,[ 0.1968552, |0.5745654,( 0.2135264,
1.0000000] 0.80215220.5661153[ 0.5175854| 0.2531145 (1.0564474( 0.2751263
T23 - - 1.0000000,/1.1141214{0.3112564,] 0.8441231, [1.26112236{0.17115424,
1.0000000,(1.3195523)0.4311241,| 0.8711241, |1.8245655,] 0.2044512,
1.0000000[1.5517541]| 0.8112454| 1.1253514 |2.4312234]|0.26411414
T24 - - - 1.0000000)0.5384547,| 0.6082266, [0.7545741,] 0.6785697,
1.000000040.9147441,| 1.0591177, |1.3462265,] 0.7474458,
1.0000000] 1.5835511| 1.6828822 (1.9615522| 0.8725356
T25 - - - - 1.0000000,] 0.4147584, |0.9474542,| 0.2511452,
1.0000000,] 0.6344521, |1.1095110,( 0.3344125,
1.0000000| 1.1711540 |1.2457220| 0.5114411
T26 - - - - - 1.0000000, |1.8884521,] 0.8112454,
1.0000000, |2.5515235,| 1.0352748,
1.0000000 |3.1694125| 1.3166525
T27 - - - - - - 1.0000000,( 0.2136856,
1.0000000,] 0.2574578,
1.0000000| 0.3194564
T28 - - - - - - - 1.0000000,
1.0000000,
1.0000000
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Table 5.6: Fuzzy Aggregated Pair-Wise Comparison Matrix at Level 2

for Access Control

T41 T42 T43 T44
T41 1.0000000, 1.0784541, 0.8244564, 0.5674465,
1.0000000, 1.5991125, 1.1125424, 0.713285,
1.0000000 2.1134474 1.61447854 0.8734478
T42 - 1.0000000, 0.3237858, 0.2588564,
1.0000000, 0.4488569, 0.3174658,
1.0000000 0.6052565 0.4164474
T43 - - 1.0000000, 0.6667458,
1.0000000, 1.0564457,
1.0000000 1.5444547
T44 - - - 1.0000000,
1.0000000,
1.0000000

Table 5.7: Fuzzy Aggregated Pair-Wise Comparison Matrix at Level 2
for Authentication

T51 T52
T51 1.000000, 0.666414,
1.000000, 1.050612,
1.000000 1.542857
T52 - 1.000000,
1.000000,
1.000000

The researcher has calculated the fuzzy weights of factors with the
help of equations (11-13). With the help of equations (14-16), the weight
of each element is calculated. Additionally, BNP values (i.e., Best Non-
fuzzy Performance) of each attribute is calculated with the help of
equation 17. Thereafter, the weights for the continuing attributes may be
determined and shown in table 5.8 - 5.12, which depict the local and
dependent weight of attributes according to figure 5.2. Table 5.13 shows

the global weight of every attribute of security.
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Table 5.8: Combined Pair-Wise Comparison Matrix at Level 1

T1 T2 T3 T4 T5 Weights
T1 1.0000000 | 2.554040 1.701796 |2.4274857|0.5909314| 0.239131
T2 0.391451 | 1.0000000 | 0.796489 [0.9706941(0.2070325| 0.095012
T3 0.587614 1.255622 | 1.0000000 [ 1.0563454(0.2532758| 0.119936
T4 0.412124 1.023633 0.946789 |1.0000000(0.2357854| 0.103297
T5 1.66864165|4.82397414(3.94958574|4.2427856(1.0000000| 0.442623

C.R.=0.0025441

Table 5.9: Combined Pair-Wise Comparison Matrix at Level 2 for

Confidentiality
T11 T12 T13 Weights
T11 1.000000 0.985314 1.357784 0.361084
T12 1.014945 1.000000 1.626124 0.387257
T13 0.736541 0.614713 1.000000 0.251659

C.R.=0.0026120

Table 5.10: Combined Pair-Wise Comparison Matrix at Level 2 for

Integrity

T21 T22 T23 T24 T25 T26 T27 T28 Weights
ras 1000 L [ omtasJossta] ot o sanerl 1 ame7 [ 02038 30
raa 0571 | onoe [0 r7as ool o a7 020337 0 87 [0.2150 ) 001
raa | 7 || s sl o Jossonl e 02147 10
1241 "0y | Tsa | ea0 | 000 | ias | 8o | w54 | asa |0-127255
ras | 22201 2 | 2z |1gzresf 10000 fo a7l 1308 0438 3
ras | o201 | oee | 1a7ers fosurael 1 ame [ 0000 232 1047 sy
rar | ogssr | szms [0 gssas o a0s o 067 o.rsar 10000 02621 000
ran | g15* | game | rase [l 2 s o eaer 2 153 10000 g

C.R.=0.0330124100
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Table 5.11: Combined Pair-Wise Comparison Matrix at Level 2 for
Access Control

T41 T42 T43 T44 Weights
T41 1.000000 1.5973121 1.1648124 0.7168241 0.254350
T42 0.6262541 1.000000 0.4561471 0.3274145 0.130199
T43 0.8585152 2.192280 1.000000 1.0804125 0.282926
T44 1.3951125 3.0544412 0.925615 1.000000 0.332525

CR=0.01870140

Table 5.12: Combined Pair-Wise Comparison Matrix at Level 2 for
Authentication

T41 T42 Weights

T41 1.000000 1.08040 0.519323

T42 0.92560 1.000000 0.480677
CR=0.000000

Table 5.13: Final Weights of Hierarchy

I Local . Local .
Characteristics ) Characteristics ) Global Weights
Weights of Weights of
of Level 1 of Level 2 of Level 2
Level 1 Level 2
T11 0.361084 0.086346378004
T1 0.239131 T12 0.387257 0.092605153667
T13 0.251659 0.060179468329
T21 0.073495 0.006982906940
T22 0.049661 0.004718390932
T23 0.103253 0.009810274036
T24 0.127255 0.012090752060
T2 0.095012
T25 0.140713 0.013369423556
T26 0.173187 0.016454843244
T27 0.076066 0.007227182792
T28 0.256370 0.024358226440
T3 0.119936 T31 - 0.119936000000
T41 0.254350 0.026273591950
T42 0.130199 0.013449166103
T4 0.103297
T43 0.282926 0.029225407022
T44 0.332525 0.034348834925
T51 0.519323 0.229864304229
T5 0.442623
T52 0.480677 0.212758695771
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Now, the researcher has to figure out the impact of risk factors in
alter preferences with respect to criteria. Ten successive healthcare web
applications (i.e., HWA1, HWA2, HWA3, HWA4, HWA5, HWAG6, HWA7,
HWAS8, HWA9, and HWA10) from the local hospitals of Uttar Pradesh,
India, have been taken to estimate the security risk. The researcher takes
input on the technological data with the help of table 5.2 on all 10
alternatives as depicted in table 5.14. The researcher assessed normalized
fuzzy decision matrix as shown in table 5.15 by using equations (18-20)
and by using equation (21), and evaluated the weighted normalized fuzzy
decision matrix as shown in table 5.16. Additionally, the researcher
assessed the satisfaction degree and gap degree by using equations (22-
26), as depicted in table 5.17.

Table 5.14: Subjective Cognition Results of Evaluators in Linguistic

Terms
HWA1l | HWA2 | HWA3| HWA4 | HWA5 | HWA6 | HWA7 | HWA8 | HWA9 |HWA10
4.0900,(3.0900,|5.1800,/4.0900,|3.0900,|5.1800,({4.0900,|3.0900,|5.1800,| 4.8200,
T11|6.0900,|5.0000,/7.1800,/6.0900,/5.0000,/7.1800,|6.0900,|5.0000,|7.1800,| 6.8200,
7.9100 | 6.8200(8.9100(| 7.9100(6.8200|8.9100| 7.9100| 6.8200| 8.9100| 8.5500
4.8200,(2.0900,|5.1800,/4.8200,{2.0900,|5.1800,({4.8200,({2.0900,{2.0900,| 4.0900,
T12|6.8200,(3.9100,|7.1800,/6.8200,[3.9100,|7.1800,(6.8200,{3.9100,{3.9100,| 6.0900,
8.5500 | 5.8200(8.9100| 8.5500(5.8200|8.9100| 8.5500|5.8200(5.8200(| 7.9100
4.0900,(4.0900,|3.0900,/5.1800,{4.0900,|3.0900,(5.1800,{4.0900,|3.0900,|5.1800,
T13|6.0900,|6.0900,/5.0000,|7.1800,/6.0900,/5.0000,|7.1800,|6.0900,[5.0000,| 7.1800,
7.9100 | 7.9100|6.8200|8.9100(7.9100|6.8200|8.9100| 7.9100|6.8200| 8.9100
2.4500, (4.8200,(|2.0900,{5.1800,{4.8200,|2.0900,|5.1800,(4.8200,({2.0900,| 2.0900,
T21|4.2700,|6.8200,|3.9100,/7.1800,(6.8200,[3.9100,|7.1800,|6.8200,/3.9100,| 3.9100,
6.2700 | 8.5500(5.8200| 8.9100( 8.5500|5.8200|8.9100| 8.5500(5.8200| 5.8200
4.0900,(4.0900,|3.0900,/5.1800,{4.0900,|3.0900,(5.1800,{4.0900,|3.0900,| 3.0900,
T22|6.0900,|6.0900,|5.0000,/7.1800,[6.0900,|5.0000,|7.1800,|6.0900,/5.0000,| 5.0000,
7.9100 | 7.9100|6.8200|8.9100( 7.9100|6.8200|8.9100| 7.9100| 6.8200| 6.8200
4.8200,(4.8200,|2.0900,/5.1800,{4.8200,|2.0900,(5.1800,({4.8200,{2.0900,| 4.8200,
T23|6.8200,|6.8200,/3.9100,/7.1800,|6.8200,[3.9100,|7.1800,|6.8200,[3.9100,| 6.8200,
8.5500 | 8.5500(5.8200| 8.9100( 8.5500|5.8200|8.9100| 8.5500(5.8200| 8.5500
4.0900,(4.0900,|2.3600,/2.0900,{4.0900,|2.3600,({2.0900,|{4.0900,|2.3600,| 4.0900,
T24|6.0900,|6.0900,|4.2700,/3.9100,(6.0900,[4.2700,/3.9100,|6.0900,|4.2700,| 6.0900,
7.9100 | 7.9100|6.2700|5.8200( 7.9100|6.2700| 5.8200| 7.9100| 6.2700| 7.9100
5.1800,(4.8200,{4.0900,{3.0900,(5.1800,{4.0900,|3.0900,(5.1800,{4.0900,| 3.0900,
T25|7.1800,|6.8200,|6.0900,/5.0000,|7.1800,|6.0900,|5.0000,|7.1800,/6.0900,| 5.0000,
8.9100 | 8.5500|7.9100| 6.8200(8.9100| 7.9100|6.8200| 8.9100| 7.9100| 6.8200
4.8200,(2.0900,|4.8200,/2.0900,{5.1800,|4.8200,(2.0900,|5.1800,{4.8200,| 2.0900,
T26|6.8200,(3.9100,|6.8200,/3.9100,|7.1800,|6.8200,(3.9100,|7.1800,/6.8200,| 3.9100,
8.5500 | 5.8200|8.5500|5.8200(8.9100| 8.5500|5.8200| 8.9100| 8.5500| 5.8200
4.0900,(4.0900,|3.0900,/5.1800,{4.0900,|3.0900,(5.1800,{4.0900,|3.0900,| 2.3600,
T27|6.0900,|6.0900,|5.0000,/7.1800,[6.0900,|5.0000,|7.1800,|6.0900,/5.0000,| 4.2700,
7.9100 | 7.9100|6.8200| 8.9100( 7.9100|6.8200|8.9100| 7.9100| 6.8200| 6.2700
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T28

5.1800,
7.1800,
8.9100

4.0900,
6.0900,
7.9100

3.0900,
5.0000,
6.8200

5.1800,
7.1800,
8.9100

4.0900,
6.0900,
7.9100

3.0900,
5.0000,
6.8200

5.1800,
7.1800,
8.9100

4.0900,
6.0900,
7.9100

3.0900,
5.0000,
6.8200

5.1800,
7.1800,
8.9100

T31

2.4500,
4.2700,
6.2700

4.8200,
6.8200,
8.5500

2.0900,
3.9100,
5.8200

5.1800,
7.1800,
8.9100

4.8200,
6.8200,
8.5500

2.0900,
3.9100,
5.8200

5.1800,
7.1800,
8.9100

4.8200,
6.8200,
8.5500

2.0900,
3.9100,
5.8200

2.0900,
3.9100,
5.8200

T41

4.0900,
6.0900,
7.9100

4.0900,
6.0900,
7.9100

2.3600,
4.2700,
6.2700

2.0900,
3.9100,
5.8200

4.0900,
6.0900,
7.9100

2.3600,
4.2700,
6.2700

2.0900,
3.9100,
5.8200

4.0900,
6.0900,
7.9100

2.3600,
4.2700,
6.2700

3.0900,
5.0000,
6.8200

T42

4.8200,
6.8200,
8.5500

4.0900,
6.0900,
7.9100

3.0900,
5.0000,
6.8200

5.1800,
7.1800,
8.9100

4.0900,
6.0900,
7.9100

3.0900,
5.0000,
6.8200

5.1800,
7.1800,
8.9100

4.0900,
6.0900,
7.9100

3.0900,
5.0000,
6.8200

4.8200,
6.8200,
8.5500

T43

4.0900,
6.0900,
7.9100

4.8200,
6.8200,
8.5500

2.0900,
3.9100,
5.8200

5.1800,
7.1800,
8.9100

4.8200,
6.8200,
8.5500

2.0900,
3.9100,
5.8200

5.1800,
7.1800,
8.9100

4.8200,
6.8200,
8.5500

2.0900,
3.9100,
5.8200

4.0900,
6.0900,
7.9100

T44

5.1800,
7.1800,
8.9100

4.0900,
6.0900,
7.9100

2.3600,
4.2700,
6.2700

2.0900,
3.9100,
5.8200

4.0900,
6.0900,
7.9100

2.3600,
4.2700,
6.2700

2.0900,
3.9100,
5.8200

4.0900,
6.0900,
7.9100

2.3600,
4.2700,
6.2700

5.1800,
7.1800,
8.9100

T51

2.4500,
4.2700,
6.2700

2.0900,
3.9100,
5.8200

4.0900,
6.0900,
7.9100

2.0900,
3.9100,
5.8200

2.4500,
4.2700,
6.2700

2.0900,
3.9100,
5.8200

2.4500,
4.2700,
6.2700

2.0900,
3.9100,
5.8200

4.0900,
6.0900,
7.9100

2.0900,
3.9100,
5.8200

T52

4.0900,
6.0900,
7.9100

3.0900,
5.0000,
6.8200

5.1800,
7.1800,

8.9100

3.0900,
5.0000,

6.8200

4.0900,
6.0900,

7.9100

3.0900,
5.0000,

6.8200

4.0900,
6.0900,

7.9100

3.0900,
5.0000,

6.8200

5.1800,
7.1800,
8.9100

3.0900,
5.0000,
6.8200

Table 5.15: The Normalized Fuzzy-Decision Matrix

HWA1

HWA2

HWA3

HWAA4

HWAS

HWA®G

HWAT7T

HWAS

HWA9

HWA10

T11

0.5900,
0.8000,
0.9700

0.6000,
0.8100,
1.0000

0.5000,
0.7100,
0.8900

0.5900,
0.8000,
0.9700

0.6000,
0.8100,
1.0000

0.5000,
0.7100,
0.8900

0.5900,
0.8000,
0.9700

0.5200,
0.7400,
0.9400

0.5200,
0.7400,
0.9400

0.5100,
0.7200,
0.9000

T12

0.5200,
0.7400,
0.9400

0.4200,
0.6900,
0.9900

0.5000,
0.7100,
0.8900

0.5200,
0.7400,
0.9400

0.5900,
0.8000,
0.9700

0.6000,
0.8100,
1.0000

0.5000,
0.7100,
0.8900

0.5900,
0.8000,
0.9700

0.6000,
0.8100,
1.0000

0.5000,
0.7100,
0.8900

T13

0.5000,
0.7100,
0.8900

0.5200,
0.7400,
0.9400

0.4200,
0.6900,
0.9900

0.5900,
0.8000,
0.9700

0.5200,
0.7400,
0.9400

0.4200,
0.6900,
0.9900

0.5000,
0.7100,
0.8900

0.5200,
0.7400,
0.9400

0.4200,
0.6900,
0.9900

0.5000,
0.7100,
0.8900

T21

0.4200,
0.6900,
0.9900

0.5900,
0.8000,
0.9700

0.6000,
0.8100,
1.0000

0.5000,
0.7100,
0.8900

0.5900,
0.8000,
0.9700

0.6000,
0.8100,
1.0000

0.5000,
0.7100,
0.8900

0.5900,
0.8000,
0.9700

0.1600,
0.4200,
0.7200

0.4200,
0.6900,
0.9900

T22

0.5200,
0.7400,
0.9400

0.5200,
0.7400,
0.9400

0.4200,
0.6900,
0.9900

0.5900,
0.8000,
0.9700

0.6000,
0.8100,
1.0000

0.5000,
0.7100,
0.8900

0.5900,
0.8000,
0.9700

0.6000,
0.8100,
1.0000

0.5000,
0.7100,
0.8900

0.5900,
0.8000,
0.9700

T23

0.6000,
0.8100,
1.0000

0.5200,
0.7400,
0.9400

0.5200,
0.7400,
0.9400

0.5200,
0.7400,
0.9400

0.4200,
0.6900,
0.9900

0.5000,
0.7100,
0.8900

0.5200,
0.7400,
0.9400

0.4200,
0.6900,
0.9900

0.5000,
0.7100,
0.8900

0.5200,
0.7400,
0.9400

T24

0.5900,
0.8000,
0.9700

0.6000,
0.8100,
1.0000

0.5000,
0.7100,
0.8900

0.5900,
0.8000,
0.9700

0.6000,
0.8100,
1.0000

0.5000,
0.7100,
0.8900

0.5900,
0.8000,
0.9700

0.5900,
0.8000,
0.9700

0.6000,
0.8100,
1.0000

0.4300,
0.6400,
0.8600

T25

0.5200,
0.7400,
0.9400

0.4200,
0.6900,
0.9900

0.5000,
0.7100,
0.8900

0.5200,
0.7400,
0.9400

0.4200,
0.6900,
0.9900

0.5000,
0.7100,
0.8900

0.5200,
0.7400,
0.9400

0.6000,
0.8100,
1.0000

0.5000,
0.7100,
0.8900

0.5900,
0.8000,
0.9700

T26

0.4200,
0.6900,
0.9900

0.5900,
0.8000,
0.9700

0.6000,
0.8100,
1.0000

0.5200,
0.7400,
0.9400

0.4200,
0.6900,
0.9900

0.5000,
0.7100,
0.8900

0.5200,
0.7400,
0.9400

0.4200,
0.6900,
0.9900

0.5000,
0.7100,
0.8900

0.5200,
0.7400,
0.9400

T27

0.5900,

0.6000,

0.5000,

0.5900,

0.6000,

0.5000,

0.5900,

0.5200,

0.1600,

0.5700,
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0.8000,(0.8100,(0.7100,{0.8000,{0.8100,{0.7100,(0.8000,(0.7400,{0.4200,{0.7800,
0.9700 | 1.0000|0.8900|0.9700|1.0000|0.8900]0.9700]0.9400]0.7200]0.9600
0.5200,(0.4200,(0.5000,/{0.5900,/{0.6000,{0.5000,(0.5900,(0.6000,{0.5000,{0.5900,
T28| 0.7400,|0.6900,(0.7100,{0.8000,(0.8100,(0.7100,|0.8000,/0.8100,|0.7100,/0.8000,
0.9400 | 0.9900]0.8900|0.9700|1.0000|0.8900]0.9700|1.0000|0.8900|0.9700
0.5200,(0.5000,(0.5200,{0.5200,/{0.4200,{0.5000,(0.5200,(0.4200,{0.5000,{0.5200,
T31|0.7400,|0.7100,(0.7400,{0.7400,(0.6900,/0.7100,|0.7400,/0.6900,|0.7100,|0.7400,
0.9400 | 0.8900]0.9400|0.9400|0.9900|0.8900]0.9400| 0.9900|0.8900 0.9400
0.5900, |0.6000,(0.5000,(0.5900,(0.5900,/0.6000,|0.5000,{0.5900,|0.6000,{0.5000,
T41)|0.8000,|0.8100,|0.7100,/0.8000,/0.8000,/0.8100,/0.7100,|0.8000,/0.8100,/0.7100,
0.9700 | 1.0000|0.8900|0.9700|0.9700|1.0000]0.8900]0.9700]1.0000]0.8900
0.5200,(0.4200,(0.5000,{0.5200,{0.5200,{0.4200,0.5000,(0.5200,{0.4200,{0.5000,
T42|0.7400,|0.6900,(0.7100,{0.7400,(0.7400,/0.6900,|0.7100,|0.7400,|0.6900,|0.7100,
0.9400 | 0.9900| 0.8900|0.9400|0.9400| 0.9900] 0.8900] 0.9400] 0.9900] 0.8900
0.5900, |0.6000,(0.5000,(0.5900,(0.6000,/0.5000,|0.5900,{0.5200,|0.4200,{0.4300,
T43| 0.8000,|0.8100,(0.7100,{0.8000,(0.8100,/0.7100,|0.8000,|0.7400,|0.6900,|0.6400,
0.9700 ] 1.0000|0.8900|0.9700|1.0000|0.8900]0.9700]0.9400] 0.9900]0.8600
0.5200,|0.4200,(0.5000,(0.5200,(0.5900,/0.6000,|0.5000,{0.5900,|0.6000,{0.5000,
T4410.7400,|0.6900,(0.7100,{0.7400,(0.8000,/0.8100,|0.7100,|0.8000,|0.8100,|0.7100,
0.9400 | 0.9900| 0.8900|0.9400|0.9700|1.0000] 0.8900]0.9700]1.0000]0.8900
0.5900,|0.6000,(0.5000,(0.5900,(0.5900,/0.6000,|0.5000,{0.5900,|0.6000,{0.5000,
T51| 0.8000,|0.8100,(0.7100,{0.8000,(0.8000,(0.8100,|0.7100,/0.8000,/0.8100,|0.7100,
0.9700]1.0000|0.8900|0.9700|0.9700|1.0000]0.8900]0.9700]1.0000]0.8900
0.5200,|0.4200,(0.5000,(0.5200,(0.5200,/0.4200,|0.5000,{0.5200,|0.4200,{0.5000,
T52| 0.7400,|0.6900,(0.7100,{0.7400,(0.7400,/0.6900,|0.7100,|0.7400,|0.6900,|0.7100,
0.9400 | 0.9900| 0.8900|0.9400|0.9400| 0.9900) 0.8900] 0.9400] 0.9900] 0.8900

Table 5.16: The Weighted Normalized Fuzzy-Decision Matrix

HWA1l | HWA2 | HWA3 | HWA4 | HWAS5 | HWAG6 | HWA7 | HWA8 | HWA9 | HWA10

0.00000,(0.00200,/0.00500,/0.00100,/0.00200,/0.00500,/0.00100,/0.00000,/0.00200,/0.00200,
T11/0.00200,(0.00900,(0.01600,0.00500,/0.00700,/0.01600,/0.00500,/0.00200,/0.00700,/0.00700,
0.00900]0.03000{0.04800/0.01800/0.02400{0.04800|0.01800/0.00900{0.02200|0.02400

0.00400,(0.00300,/0.00200,/0.00100,/0.00000,/0.00200,/0.00500,/0.00100,/0.00000,/0.00200,
T12/0.01400,|0.01200,/0.01000,/0.00500,/0.00200,/0.00900,/0.01600,/0.00500,/0.00200,/0.00700,
0.04400|0.04100)0.03700{0.01800/0.00900{0.03000{0.04800/0.01800{0.00900/0.02200

0.00400,(0.00300,/0.00100,/0.00300,/0.00400,/0.00300,/0.00000,(0.00200,/0.00500,/0.00100,
T13/0.01400,(0.01200,(0.00500,0.01100,/0.01400,/0.01200,/0.00200,/0.00900,/0.01600,/0.00500,
0.04400|0.04200|0.01900/0.03600/0.04400/0.04100/0.00900{0.03000|0.04800/0.01800

0.00100,{0.00000,/0.00200,/0.00500,/0.00400,/0.00300,/0.00400,/0.00300,/0.00200,/0.00100,
T21/0.00500,(|0.00200,/0.00700,/0.01600,/0.01400,/0.01200,/0.01400,/0.01200,/0.01000,/0.00500,
0.01800[0.00900|0.02200{0.04800/0.04400{0.04200{0.04400/0.04100{0.03700/0.01800

0.00100,(0.00000,/0.00200,/0.00200,/0.00100,/0.00000,/0.00400,/0.00300,/0.00100,/0.00300,
T22/0.00500,(0.00200,(0.00700,/0.00700,/0.00500,/0.00200,/0.01400,/0.01200,/0.00500,/0.01100,
0.01800|0.00900|0.02200/0.02400/0.01800/0.00900/0.04400{0.04200]/0.01900/0.03600

0.00100,|0.00000,/0.00500,/0.00100,/0.00100,/0.00000,/0.00100,/0.00000,/0.00200,/0.00500,
T23/0.00500,(|0.00200,/0.01600,/0.00500,/0.00500,/0.00200,/0.00500,/0.00200,/0.00700,/0.01600,
0.01800(0.00900/0.04800{0.01800|0.01800{0.00900{0.01800/0.00900{0.02200/0.04800

0.00000,(0.00200,/0.00500,/0.00100,(0.00000,/0.00200,/0.00500,(0.00100,/0.00200,/0.00200,
T24/0.00200,(0.00900,(0.01600,0.00500,/0.00200,/0.00900,/0.01600,/0.00500,/0.00700,/0.00700,
0.00900|0.03000]0.04800/0.01800/0.00900/0.03000/0.04800{0.01800]|0.02200/0.02400

0.00400,|0.00300,/0.00200,/0.00100,/0.00400,/0.00300,/0.00200,/0.00100,/0.00500,(0.00100,
T25/0.01400,(|0.01200,/0.01000,/0.00500,/0.01400,/0.01200,/0.01000,/0.00500,/0.01600,/0.00500,
0.04400[0.04100)0.03700{0.01800|0.04400{0.04100{0.03700/0.01800{0.04800/0.01800

0.00400,(0.00300,/0.00100,/0.00300,/0.00400,/0.00300,/0.00100,/0.00300,/0.00200,/0.00100,
T26/0.01400,|0.01200,/0.00500,/0.01100,/0.01400,/0.01200,/0.00500,(0.01100,/0.01000,/0.00500,
0.04400]0.04200]0.01900/0.03600/0.04400/0.04200/0.01900/0.03600]/0.03700/0.01800
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T27

0.00000,
0.00200,
0.00900

0.00200,
0.00900,
0.03000

0.00500,/0.00100,
0.01600,/0.00500,
0.01800

0.04800

0.00100,/0.00000,/0.00200,/0.00500,
0.00500,(0.00200,/0.00700,/0.01600,

0.01800

0.00900

0.02200/0.04800

0.00100,/0.00300,
0.00500,/0.01100,
0.03600

0.01900

T28

0.00400,
0.01400,
0.04400

0.00300,
0.01200,
0.04100

0.00200,(0.00100,
0.01000,(0.00500,
0.01800

0.03700

0.00000,(0.00200,/0.00500,/0.00100,
0.00200,(0.00900,/0.01600,/0.00500,

0.00900

0.03000

0.04800/0.01800

0.00100,(0.00000,
0.00500,(0.00200,
0.00900

0.01800

T31

0.00400,
0.01400,
0.04400

0.00300,
0.01200,
0.04200

0.00100,/0.00300,
0.00500,/0.01100,
0.03600

0.01900

0.00400,/0.00300,/0.00200,/0.00100,
0.01400,/0.01200,0.01000,/0.00500,

0.04400

0.04100

0.03700/0.01800

0.00100,/0.00000,
0.00500,/0.00200,
0.00900

0.01800

T41

0.00100,
0.00500,
0.01800

0.00000,
0.00200,
0.00900

0.00200,(0.00500,
0.00700,[0.01600,
0.04800

0.02200

0.00400,(0.00300,/0.00000,/0.00200,
0.01400,(0.01200,/0.00200,/0.00900,

0.04400

0.04200

0.00900/0.03000

0.00500,(0.00100,
0.01600,(0.00500,
0.01800

0.04800

T42

0.00100,
0.00500,
0.01800

0.00000,
0.00200,
0.00900

0.00200,/0.00200,
0.00700,/0.00700,
0.02400

0.02200

0.00100,/0.00000,/0.00400,/0.00300,
0.00500,(0.00200,/0.01400,/0.01200,

0.01800

0.00900

0.04400/0.04100

0.00200,/0.00100,
0.01000,/0.00500,
0.01800

0.03700

T43

0.00000,
0.00200,
0.00900

0.00200,
0.00900,
0.03000

0.00500,(0.00100,
0.01600,(0.00500,
0.01800

0.04800

0.00100,(0.00000,/0.00400,/0.00300,
0.00500,(0.00200,/0.01400,/0.01200,

0.01800

0.00900

0.04400/0.04200

0.00100,(0.00300,
0.00500,(0.01100,
0.03600

0.01900

T44

0.00400,
0.01400,
0.04400

0.00300,
0.01200,
0.04100

0.00200,{0.00100,
0.01000,{0.00500,
0.01800

0.03700

0.00100,{0.00000,/0.00100,/0.00000,
0.00500,{0.00200,/0.00500,/0.00200,

0.01800

0.00900

0.01800/0.00900

0.00200,(0.00500,
0.00700,/0.01600,
0.04800

0.02200

T51

0.00400,
0.01400,
0.04400

0.00300,
0.01200,
0.04200

0.00100,{0.00300,
0.00500,(0.01100,
0.03600

0.01900

0.00300,(0.00400,/0.00100,/0.00000,
0.01100,(0.01400,/0.00500,/0.00200,

0.03600

0.04400

0.01800/0.00900

0.00200,/0.00200,
0.00700,[0.00700,
0.02400

0.02200

T52

0.00100,
0.00500,
0.01800

0.00000,
0.00200,
0.00900

0.00200,(0.00500,
0.00700,(0.01600,
0.04800

0.02200

0.00100,(0.00400,/0.00100,/0.00000,
0.00500,(0.01400,/0.00500,/0.00200,

0.01800

0.04400

0.01800]0.00900

0.00500,(0.00100,
0.01600,/0.00500,
0.01800

0.04800

Table 5.17: Closeness Coefficients to the Aspired Level among the
Different Alternatives

Alternatives (A) . di Gap Degree of Satisfaction
CCi+ Degree
HWA1 0.0454474 0.0268745 0.3667985 0.63224587
HWA?2 0.0368854 0.0345687 0.4694754 0.52248579
HWA3 0.0364563 0.0421154 0.5838745 0.48518563
HWA4 0.0367745 0.0259665 0.4831957 0.57487563
HWAS5 0.0401124 0.0468745 0.5348574 0.46799654
HWAG6 0.0327741 0.0477456 0.6447526 0.35978546
HWA?7 0.0452347 0.0265623 0.3961698 0.61385652
HWAS 0.0349578 0.0433748 0.5367895 0.46385634
HWA9 0.0390114 0.0468874 0.5335587 0.46678956
HWA10 0.0450448 0.0265574 0.3961965 0.61305689
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Satisfaction Degree of CC-i

HWAZ
HWAS3
= Satisfaction Degree of
CC-i
HWA4
"HWAS

HWABG

Figure 5.4: Satisfaction Degree of CC-i

Finally, the obtained global weight of factors from fuzzy AHP is
sent to fuzzy TOPSIS approach as input, which generates a rank for
alternatives. Now, the performance has been tested by using fuzzy AHP-
TOPSIS. The determined performance of ten healthcare web application’s
alternatives is as: HWAl, HWA7, HWA10, HWA4, HWA2, HWA3,
HWA5, HWA9, HWA8 and HWAG. According to the findings of our
study, HWA1 produce the best result.

5.3.1 Sensitivity Analysis

Sensitivity analysis is threat to validity procedure that allows
security practitioners to validate their results through numerical
calculations. Additionally, threat to validity confers the idea to security
experts on how various sources of outcomes may affect the proposed
model. This section provides a clear understanding about the effectiveness
as well as certainty of the results by altering the crucial criteria. For
testing the sensitivity analysis, the researcher has chosen 10 alternatives
in order to implement threat to validity. The detail of analyzed results of
sensitivity analysis is shown in Table 5.18. Furthermore, a graphical
representation of sensitivity analysis is depicted in Figure 5.5 for easy
and detailed information.
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Table 5.18: Sensitivity Analysis

HWA1l | HWA2 | HWA3 | HWA4 | HWAS | HWAG6 | HWA7 | HWAS | HWAS9 |HWA10

0.632245|0.522485|0.485185|0.574875]0.467996 |0.359785 |0.613856 |0.463856 |0.466789 |0.613056
87 79 63 63 54 46 52 34 56 89
0.62554510.517585|0.474288|0.569499 0.461596 |0.359388|0.611165 |0.455296 |0.461596 |0.611196
74 67 56 65 65 57 25 58 58 58
0.64784510.527585(0.487296|0.580955|0.471011 |0.359844|0.616163 |0.471285|0.471078|0.616155
84 47 58 68 22 59 24 64 54 64
0.644266 |0.533055 |0.480274|0.586955|0.475522|0.361388|0.619111 {0.479255|0.475545|0.619174
53 26 51 67 11 74 24 65 21 58
0.635255 |0.710552 |0.492855|0.596855 |0.466333 |0.370344|0.615863 |0.456225 |0.466352 |0.615896
64 64 26 64 22 56 21 41 24 54
0.7213750.614152 |0.570885|0.655455|0.554366 |0.442866 |0.638112 |0.548726 |0.554322|0.638112
84 63 64 47 32 59 54 35 54 56
0.674055|0.565155 (0.526085|0.61214410.507922 |0.399185|0.650822 |0.495226 |0.507952 |0.650832
64 64 47 85 66 47 31 35 63 51
0.629555 |0.527285 |0.481055|0.562555 |0.466155 |0.354145|0.608185 |0.443252|0.466121|0.608112
66 47 65 95 22 85 21 47 25 36
0.625055 |0.531155(0.476485|0.548255 |0.465944 |0.348652 |0.600563 |0.438296 |0.465952 |0.600552
64 63 21 68 44 65 54 35 63 14
0.644985 |0.515585 |0.4832220.576955|0.459277 |0.369223|0.614145|0.464253|0.459211|0.614122
47 75 41 67 47 54 33 14 47 31
0.643256 |0.526599 (0.484711|0.575555|0.462944 |0.364863|0.614163 |0.464211|0.462944|0.614111
54 65 22 69 15 25 25 25 56 33
0.627285 |0.502585 |0.4862330.573555|0.470211 |0.355226 |0.612622 |0.462252 |0.470274 |0.612622
62 69 63 64 25 41 37 46 58 33
0.619685 |0.497585 |0.487066 |0.572555|0.473522 |0.350223|0.611675|0.461225|0.473554 |0.611655
47 74 36 74 63 57 96 63 74 66
0.707285|0.748044 |0.564722|0.6712440.554522 |0.442233|0.658675 |0.554722 |0.554575|0.658622
67 58 54 58 14 69 84 33 96 33
0.669985 |0.554555 (0.5232220.620255|0.508511 |0.408522|0.658145 |0.508722 |0.508552 |0.658166
64 96 65 69 25 35 69 11 35 11
0.674285(0.561554 (0.513788|0.685955|0.505022 |0.399845|0.582185|0.504211|0.505025|0.582177
62 58 54 23 36 12 47 77 34 44
0.729256 |0.602088 [0.553255|0.658966 |0.546022 |0.441852|0.692145 |0.5472990.546052 |0.692166
23 54 64 22 34 63 96 65 34 55
0.590852 |0.482155 |0.448222)0.60652210.429111 |0.323823|0.522556 |0.405055 |0.429112|0.522585
64 96 36 56 29 41 87 47 54 69
0.590885 |0.485555 |0.440755|0.536444 10.429022 |0.321811|0.576178 |0.4242660.429012|0.576174
47 65 64 47 54 25 58 54 54 56

TO

T11

T12

T13

T21

T22

T23

T24

T25

T26

T27

T28

T31

T41

T42

T43

T44

T51

T52

The first row of table 5.18 shows the original weights of this study.
The calculated results of table 5.18 are acceptable, and it is clear from
above table that the deviation in the whole security risk factors is
negligible. The results of sensitivity analysis are dependent on the weight

of the security risk factors.
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Figure 5.5: Graphical View of Sensitivity Analysis

Additionally, the researcher has used a confusion matrix for the
assessment of the correctness of the outcomes and standard error rate. The
confusion matrix is a scientific method. This is used for assessing the
performance of the proposed method and its outcomes. Table 5.19 depicts
a 2*2 dimensional confusion matrix. It works on the basis of 4 types of
numbers, including TP, TN, FP, FN (True Positive, True Negative, False

Positive, and False Negative respectively).

TABLE 5.19: Confusion Matrix

Actual/Predicted Predicted
NO YES
e [TN]* [FP]?
Actual
YES [FN]? [TP]

Furthermore, in our case when the resources are changed and the
values didn’t vary then it is denoted by 1TN. The values that do not
fluctuate as predicted by the researcher are denoted by 2FN. The values
that fluctuate as predicted by researcher are denoted by 3FP, and the
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values that fluctuate actually is denoted by 4TP. On the basis of table
5.19, the researcher evaluates the accuracy of results with the help of

equation (27).

TP+TN

Accuracy = ——
Y = INtFP+FN+TP

(27)
After evaluating the accuracy, the researcher has calculated the

error rate by using equation (28).

FP+FN
Error Rate = ——— (28)
TN+FP+FN+TP

The researcher has calculated the average accuracy of the result is
82%, and the error rate is 0.5% on the basis of equations (27) and (28)
respectively. The results from the confusion matrix calculation show that

the assessed results are extremely accurate and have a low error rate.

5.4 Comparison of the Results

MCDM approaches are used in a number of research initiatives to
assess various factors and their impact on various fields. Comparison of
results from different approaches may provide a considerable as well as
clear perspective on computed results. In addition, comparing the
outcomes of the same data through different approaches is a crucial part

of scientific calculation.

For comparing the results of Fuzzy AHP-TOPSIS, the researcher
has used various approaches, including Fuzzy Weighted Method, Fuzzy
ANP-TOPSIS, Classical ANP-TOPSIS, Classical AHP-TOPSIS, and
Simple Average Method.
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Table 5.20: Comparison through Fuzzy AHP-TOPSIS Technique

Fuzzy Fuzzy Fuzzy Classical | Classical Simple
Alternatives AHP- Weighted ANP- AHP- ANP- Average
TOPSIS | Method TOPSIS | TOPSIS TOPSIS Method
HWA1 0.63224587(0.63225632 {0.63455655(0.62458577|0.62229966 [0.62028658
HWA?2 0.52248579(0.52255236 {0.53595565(0.51694454 | 0.50355565 [0.51305568
HWA3 0.48518563|0.48525523 |0.49725547 |0.47314466 | 0.46115544 {0.47275565
HWA4 0.57487563|0.57495215 |0.58164458 |0.56855585 | 0.56185569 [{0.56398596
HWAS5 0.46799654|0.46652263 {0.46972265|0.45865574 | 0.45546658 [0.45755566
HWA®6 0.35978546|0.35982254 {0.33232235|0.36834459|0.39585574 [0.35835547
HWA7 0.61385652|0.61312236 (0.59825562 |0.61615535|0.63104459 {0.60719965
HWAS 0.46385634|0.46321235 |0.48865523{0.46162263 | 0.43625568 {0.44825569
HWA9 0.46678956|0.46652215 |0.46975564 |{0.45862257 | 0.45545567 [0.45755535
HWA10 0.61305689(0.61311125{0.59822285|0.61617758|0.63105521 [0.60712235
Fuzzy AHP-TOPSIS
Fuzzy Weighted
Method
HWAD HWAS3 Fuzzy ANP-TOPSIS
Classical AHP-TOPSIS
HWAE HWAL

HWAT =

HWAG

Simple Average
Method

Figure 5.6: Comparison of Results

Classical ANP-TOPSIS

The capabilities and accuracy of the chosen approach are illustrated

in this type of comparison. In comparison to the preceding techniques, the

results of the fuzzy AHP-TOPSIS can confer a little more precise and

preferable result, as shown in table 5.20.

5.5

Validity is basically the

Empirical Validation

“measure of what

is intended to be

measured to the field”, i.e. it explains how the recorded data is related to
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the field under study. Validation is when results and specifications meet
the requirements. This is the process to confirm that the developed
application may fulfil the intended purpose. Validation is a method of
deriving the truthfulness of any application. It acts as a benchmark to test
the accuracy of the work done during development for which the
requirements were collected and analysed. It can also be defined as when
the software satisfies or meets the user requirements, or in other words
validation is a process that leads to the acceptance of any model,

approach, methodology, etc.

There are mainly two categories of validation processes, namely
theoretical and empirical. Theoretical validation consigns to the
estimation of the measure being taken for the quantum of attributes used
in the development of the application. It addresses the question that
whether the measurements being undertaken for the estimation of the
attributes are true to user requirements. On the other hand, empirical
validation refers to the question of measures taken or is useful in the

impression that relates it to other variables in a typical way.

Table 5.21: Impact of Alternatives (Fuzzy AHP-TOPSIS Method Vs
Fuzzy Weighted Method)

Alternatives/Methods Fuzzy AHP-TOPSIS Fuzzy Weighted Method
HWA1 0.63224587 0.63225632
HWA?2 0.52248579 0.52255236
HWA3 0.48518563 0.48525523
HWAA4 0.57487563 0.57495215
HWAS 0.46799654 0.46652263
HWAG6 0.35978546 0.35982254
HWA7 0.61385652 0.61312236
HWAS 0.46385634 0.46321235
HWAS9 0.46678956 0.46652215
HWA10 0.61305689 0.61311125
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Table 5.21shows the impact of alternatives by comparing two distinct
methods (Fuzzy AHP-TOPSIS Method Vs Fuzzy Weighted Method) on all
the selected parameters. This shows the weight metrics of HWA.

aflimFuzzy Weighted
Method

et Fuzzy AHP-TOPSIS

Figure 5.7: Graphical Representation of Comparison between Fuzzy
AHP-TOPSIS Method and Fuzzy Weighted Method

The comparative study of above table 5.21 and results has been
presented in figure 5.7. Hence it is found the results obtained from both

the methods are close and bound to each other.

Table 5.22: Impact of Alternatives (Fuzzy AHP-TOPSIS Method Vs
Fuzzy ANP-TOPSIS Method)

Alternatives/Methods |Fuzzy AHP-TOPSIS [Fuzzy ANP-TOPSIS
HWA1 0.63224587 0.63455655
HWA?2 0.52248579 0.53595565
HWAS3 0.48518563 0.49725547
HWAA4 0.57487563 0.58164458
HWAS5 0.46799654 0.46972265
HWAG 0.35978546 0.33232235
HWATY 0.61385652 0.59825562
HWAS 0.46385634 0.48865523
HWA9 0.46678956 0.46975564
HWA10 0.61305689 0.59822285
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Table 5.22 shows the impact of alternatives by comparing two
distinct methods (Fuzzy AHP-TOPSIS Method Vs Fuzzy ANP-TOPSIS
Method) on all the selected parameters. This shows the weight metrics of
HWA.

elimFuzzy ANP-TOPSIS

et Fuzzy AHP-TOPSIS

Figure 5.8: Graphical Representation of Comparison between Fuzzy
AHP-TOPSIS Method and Fuzzy ANP-TOPSIS Method

The comparative study of above table 5.22 and results has been
presented in figure 5.8. Hence it is found the results obtained from both
the methods are close and bound to each other.

Table 5.23: Impact of Alternatives (Fuzzy AHP-TOPSIS Method Vs
Classical AHP-TOPSIS Method)

Alternatives/Methods Fuzzy AHP-TOPSIS Classical AHP-TOPSIS
HWA1 0.63224587 0.62458577
HWA?2 0.52248579 0.51694454
HWA3 0.48518563 0.47314466
HWA4 0.57487563 0.56855585
HWAS 0.46799654 0.45865574
HWAG6 0.35978546 0.36834459
HWA?7 0.61385652 0.61615535
HWAS 0.46385634 0.46162263
HWA9 0.46678956 0.45862257
HWA10 0.61305689 0.61617758
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Table 5.23 shows the impact of alternatives by comparing two
distinct methods (Fuzzy AHP-TOPSIS and Classical AHP-TOPSIS) on all
the selected parameters. This shows the weight metrics of HWA.

all=C|assical AHP-TOPSIS

et Fuzzy AHP-TOPSIS

Figure 5.9: Graphical Representation of Comparison between Fuzzy
AHP-TOPSIS Method and Classical AHP-TOPSIS Method

The comparative study of above table 5.23 and results has been
presented in figure 5.9. Hence it is found the results obtained from both

the methods are close and bound to each other.

Table 5.24: Impact of Alternatives (Fuzzy AHP-TOPSIS Method Vs
Classical ANP-TOPSIS Method)

Alternatives/Methods Fuzzy AHP-TOPSIS Classical ANP-TOPSIS
HWA1 0.63224587 0.62229966
HWA?2 0.52248579 0.50355565
HWAS3 0.48518563 0.46115544
HWA4 0.57487563 0.56185569
HWADS5 0.46799654 0.45546658
HWA®6 0.35978546 0.39585574
HWA7 0.61385652 0.63104459
HWAS 0.46385634 0.43625568
HWA9 0.46678956 0.45545567
HWA10 0.61305689 0.63105521
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Table 5.24 shows the impact of alternatives by comparing two
distinct methods (Fuzzy AHP-TOPSIS and Classical ANP-TOPSIS) on all
the selected parameters. This shows the weight metrics of HWA.

all=Classical ANP-TOPSIS

e=$mmFuzzy AHP-TOPSIS

Figure 5.10: Graphical Representation of Comparison between Fuzzy
AHP-TOPSIS Method and Classical ANP-TOPSIS Method

The comparative study of above table 5.24 and results has been
presented in figure 5.10. Hence it is found the results obtained from both

the methods are close and bound to each other.

Table 5.25: Impact of Alternatives (Fuzzy AHP-TOPSIS Method Vs
Simple Average Method)

Alternatives/Methods Fuzzy AHP-TOPSIS Simple Average Method
HWA1 0.63224587 0.62028658
HWA?2 0.52248579 0.51305568
HWAS3 0.48518563 0.47275565
HWA4 0.57487563 0.56398596
HWAS 0.46799654 0.45755566
HWAG 0.35978546 0.35835547
HWA7 0.61385652 0.60719965
HWAS 0.46385634 0.44825569
HWA9 0.46678956 0.45755535
HWA10 0.61305689 0.60712235
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Table 5.25 shows the impact of alternatives by comparing two
distinct methods (Fuzzy AHP-TOPSIS and Simple Average Method) on all
the selected parameters. This shows the weight metrics of HWA.

N/ \\/ NS

- Method

N
~A/ Y /\A-A/ e=$==Fuzzy AHP-TOPSIS

Figure 5.11: Graphical Representation of Comparison between Fuzzy
AHP-TOPSIS Method and Simple Average Method

The comparative study of above table 5.25 and results has been
presented in figure 5.11. Hence it is found the results obtained from both

the methods are close and bound to each other.

Comparison of results with different methodologies may bestow
significant as well as understandable results. Furthermore, the comparison
of results of the same data through various approaches is an important

part of scientific calculation.

5.6  Statistical Analysis

Statistics is the branch of mathematics that deals with gathering,
organizing, analysing, interpreting and presenting data. The process of
collection and interpretation of information in order to identify the trends
and patterns is known as statistical analysis. The F-test is used to compare

statistics-based models that have been fitted to a dataset. F-test usually

103



comes into play when a model is fitted to the data through the least-

squares method.

5.6.1 Hypothesis Testing

Hypothesis testing is the statistical analysis used to take decisions
based on statistics of experimental data. An analysis that is statistical in
nature is the basis of the assumption of hypothesis testing. The null
hypothesis shows that there is no significant relationship among two or
more parameters, while the alternate hypothesis confirms the relationship
among the concerned parameters. In other words, acceptance of an
alternate hypothesis depends upon the affirmation of the relationship

between parameters or rejection of the null hypothesis.

Table 5.26: Results between Fuzzy AHP-TOPSIS Method and Fuzzy
Weighted Method

F-Test Two-Sample for Variances
Variable 1 Variable 2
Sample Average (Mean) 0.520013 0.519733
Sample Standard Deviation 0.0873396 0.0874179
Observations 10 10
Degree of Freedom 9 9
F 0.9979
F-Critical one-tail 0.9982

Null hypothesis (HO): There is no significant difference between Fuzzy
AHP-TOPSIS Method and Fuzzy Weighted Method.
HO: pl1-p2 =0

Alternate hypothesis (Ha): There is a significant difference between

Fuzzy AHP-TOPSIS Method and Fuzzy Weighted Method.
Ha: pl-u2 #0
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Table 5.26 shows the final outcomes of Fuzzy AHP-TOPSIS Method
and Fuzzy Weighted Method, and difference between the results of both
methods are negligible. Further, the calculated F-value is 0.9979, which is
less than the value of F-critical value i.e., 3.179 for one tail test at the
0.05 level for 9 degree of freedom. Hence the null hypothesis is accepted,

and the alternate hypothesis rejected.

Table 5.27: Results between Fuzzy AHP-TOPSIS Method and Fuzzy
ANP-TOPSIS Method

F-Test Two-Sample for Variances
Variable 1 Variable 2
Sample Average (Mean) 0.520013 0.520635
Sample Standard Deviation 0.0873396 0.0889392
Observations 10 10
Degree of Freedom 9 9
F 0.9644
F-Critical one-tail 0.9578

Null hypothesis (HO): There is no significant difference between Fuzzy
AHP-TOPSIS Method and Fuzzy ANP-TOPSIS Method.
HO: pl1-p2 =0

Alternate hypothesis (Ha): There is a significant difference between
Fuzzy AHP-TOPSIS Method and Fuzzy ANP-TOPSIS Method.
Ha: pl-u2 #0

Table 5.27 shows the final outcomes of Fuzzy AHP-TOPSIS Method
and Fuzzy ANP-TOPSIS Method, and difference between the results of
both methods are negligible. Further, the calculated F-value is 0.9644,
which is less than the value of F-critical value i.e., 3.179 for one tail test
at the 0.05 level for 9 degree of freedom. Hence the null hypothesis is

accepted, and the alternate hypothesis rejected.
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Table 5.28: Results between Fuzzy AHP-TOPSIS Method and Classical
AHP-TOPSIS Method

F-Test Two-Sample for Variances
Variable 1 Variable 2
Sample Average (Mean) 0.520013 0.516281
Sample Standard Deviation 0.0873396 0.0867921
Observations 10 10
Degree of Freedom 9 9
= 0.9854
F-Critical one-tail 1.0127

Null hypothesis (HO): There is no significant difference between
HO: pl-p2 =0

Alternate hypothesis (Ha): There is a significant difference between
Fuzzy AHP-TOPSIS Method and Classical AHP-TOPSIS Method.
Ha: nl-u2 #0

Table 5.28 shows the final outcomes of Fuzzy AHP-TOPSIS Method
and Classical AHP-TOPSIS Method, and difference between the results of
both methods are negligible. Further, the calculated F-value is 0.9854,
which is less than the value of F-critical value i.e., 3.179 for one tail test
at the 0.05 level for 9 degree of freedom. Hence the null hypothesis is

accepted, and the alternate hypothesis rejected.

Table 5.29: Results between Fuzzy AHP-TOPSIS Method and Classical
ANP-TOPSIS Method

F-Test Two-Sample for Variances
Variable 1 Variable 2
Sample Average (Mean) 0.520013 0.5154
Sample Standard Deviation 0.0873396 0.0889183
Observations 10 10
Degree of Freedom 9 9
F 0.9583
F-Critical one-tail 0.9648
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Null hypothesis (HO): There is no significant difference between Fuzzy
AHP-TOPSIS Method and Classical ANP-TOPSIS Method.
HO: pl1-p2 =0

Alternate hypothesis (Ha): There is a significant difference between
Fuzzy AHP-TOPSIS Method and Classical ANP-TOPSIS Method.
Ha: pl-p2 #0

Table 5.29 shows the final outcomes of Fuzzy AHP-TOPSIS Method
and Classical ANP-TOPSIS Method, and difference between the results of
both methods are negligible. Further, the calculated F-value is 0.9583,
which is less than the value of F-critical value i.e., 3.179 for one tail test
at the 0.05 level for 9 degree of freedom. Hence the null hypothesis is

accepted, and the alternate hypothesis rejected.

Table 5.30: Results between Fuzzy AHP-TOPSIS Method and Simple
Average Method

F-Test Two-Sample for Variances
Variable 1 Variable 2
Sample Average (Mean) 0.520013 0.510613
Sample Standard Deviation 0.0873396 0.0867052
Observations 10 10
Degree of Freedom 9 9
F 0.983
F-Critical one-tail 1.0147

Null hypothesis (HO): There is no significant difference between Fuzzy
AHP-TOPSIS Method and Simple Average Method.
HO: pl1-p2 =0

Alternate hypothesis (Ha): There is a significant difference between
Fuzzy AHP-TOPSIS Method and Simple Average Method.
Ha: pl-p2 #0
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Table 5.30 shows the final outcomes of Fuzzy AHP-TOPSIS Method
and Simple Average Method, and difference between the results of both
methods are negligible. Further, the calculated F-value is 0.983, which is
less than the value of F-critical value i.e., 3.179 for one tail test at the
0.05 level for 9 degree of freedom. Hence the null hypothesis is accepted,

and the alternate hypothesis rejected.

The F-test analysis applies for verifying the significance between
the Fuzzy AHP-TOPSIS approach and other traditional approaches, which
are shown in Table 5.26 to 5.30. The table 5.26 to 5.30 shows the variance
value of two variables means that squared differences from the mean of
fuzzy AHP-TOPSIS and other traditional approaches simultaneously. On
the basis of hypothesis test, it is observed that the complete value of our
research hypothesis and easy to choose the kind of best-suited test for
research work. In this study, six independent approaches for estimating
the impact of security risk factors are used on healthcare web
applications. We shall test the hypothesis at 95% confidence interval.
Since there are 10 observations, therefore the degree of freedom is 9.
Hence, it is validated that the risk assessment rate of the Fuzzy AHP-
TOPSIS approach is better than those of traditional approaches.

5.7 Conclusion

Security has a significant impact on the overall healthcare web
application and it significantly influences the Healthcare Information
System’s trustworthiness. To address security risk factors and to evaluate
the impact of risk factors on the hospital information system, the current
endeavour is assessed through MCDM techniques. The researcher has used
an integrated fuzzy AHP-TOPSIS approach for assessment because these
are highly effective techniques for addressing decision-making problems
and provide efficient results. On the basis of expert’s opinions and current

research findings, the identification and selection of security risk factors
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for evaluation have been made. Further, this assessment is validated by F-
test. This validation establishes the fact that the proposed work has given
the framework that is satisfactory from a security perspective. Hence, the
null hypothesis (HO) formulated at the beginning of statistical analysis is
accepted, and the alternative hypothesis (Ha) is rejected. Therefore, the
researcher claims that the integrated approach, i.e., the fuzzy AHP-
TOPSIS approach provides better assessment and gives a better result as
compare to traditional approaches.
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Chapter 6
SUMMARY AND CONCLUSIONS

6.1 Introduction
This chapter summarizes the main contributions of the research and

also presents future work in the area of creating a secure healthcare web
application. The early detection and estimation of security issues are
beneficial for the healthcare web application. This framework provides a
blueprint and a comprehensive roadmap for making viable transformations
in designing a secure application. A perspective security framework for
assessing security through security attributes revealed many things that
include good security models and methods to assess security risk in an
application from start-to-end. The current study involves various aspects
for designing a security risk estimation framework, such as identification
of factors, mapping of security risk factors with their corresponding
security attributes, assessment of risk factors, statistical analysis and
review and revision. In addition, an integrated fuzzy AHP-TOPSIS with
MCDM is also included in this research. The integrated fuzzy AHP-
TOPSIS approach effectively analyses any MCDM issue with various

alternatives and variables.

In this research, a comprehensive review of literature has made for
identifying the pertinent security risk at early stage of development and
then a hierarchical structure of attributes was proposed. Next, the
opinions of various experts are collected. These experts are from the
software field and academia. The main objective of this study is to
estimate the impact of security attributes on the healthcare web
application. Various attributes of security that has an impact on
healthcare web application is evaluated as well as estimated. Furthermore,

their weights are calculated, and the ranking of the alternatives are
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determined. The results obtained from this study would assist the security
practitioners to identify and prioritize the most effective risk factor.
6.2 Significant Contributions

A depth study of the existing literature on healthcare information
systems and a challenging research process done by the researcher has

made the following major contributions:

e Some Common Software Security Risk Factors at Design Phase
A significant review has been done on some of the most common
security risk factors on the basis of a literature survey during the
preliminary stages of research work. It has been perceived that from the
past few years, research in the field of security has been going on
worldwide. Software security is currently one of the most important
concerns to the world as researchers depend on information technology
rapidly. Continuous growth and heavy dependency on information
technology and IT-based resources have produced a new problem
because attackers have adopted new attack mechanisms to break the
software's confidentiality, integrity, and authenticity. So, security is
the elementary requirement of secure software development. The
development of secure and software products is the demand of time.
Identification and prioritization of security risk factors is the first step

towards providing a secure environment.

e A Pertinent Review on Some Software Security Risk Management
Frameworks
After reviewing the several available literatures in the area of security
risk management framework, the researcher has done a detailed review
on some pertinent security risk management frameworks. At last, the
researcher has concluded that there is need of a framework to reduce
risk, with most effective controls & uses a low-cost strategy, and

should be tested on a large scale.
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e Major Software Security Risks and their Mitigation Strategies: A
Design Phase Perspective
In this contribution researcher have suggested mitigation strategy for
the previously identified security risk factors, i.e., published in “Some

Common Software Security Risk Factors at Design Phase”.

e Estimation of Software Security Risks through CVSS: A Design
Phase Perspective
In this contribution, the researcher has laid stress on software security
risk at the design phase. They have listed most common security risk
and from CWE (i.e., Common Weakness Enumeration). Furthermore,
the researcher used the CVSS 3.1 mechanism to calculate the scores of
identified risks. The objective of the study is to prioritize the impact of
identified security risk factors.

6.2.1 Other Findings

e A Phase-wise Review of Software Security Metrics

An Enhancement of Two-Tier ATM Security Framework
Prediction of COVID-19 Pandemic Spread in Kingdom of Saudi Arabia

A Critical Analysis of Fraud Cases on the Internet

6.3 Research Findings

During the course’s study, the research objective has to find out the
answers to research questions posed in 1°' chapter. In this, the researcher
has also tried to solve the security challenges acknowledged during the
survey of the literature. The present section answers the research

questions raised in 1°' chapter.

e What are the factors that directly influence the security of healthcare

web applications?
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Research Finding: Confidentiality, Integrity, Availability, Access
Control and Authentication are the factors that directly influence the
security of healthcare web applications.

Is there any standard framework available for estimating security risk
through the MCDM technique for healthcare web application?

Research Finding: The literature survey reveals that there is no
standard framework is available for estimation of security risk through
the MCDM technique for the healthcare web application. The researcher
made a contribution in this regard to develop and validate a perspective
framework that assesses the security risk factors at the design phase of
the healthcare web application.

What are the major challenges with respect to secure healthcare web
application development?

Research Finding: A major challenge towards a secure healthcare web
application development is the lack of security knowledge and expertise
among ordinary security developers.

Can we develop an integrated security approach that incorporates all
the security risk factors?

Research Finding: Yes, we can develop an integrated approach that
incorporates all security factors.

Can we develop a framework that may be used in the design phase to
estimate the security risk of the healthcare web application?

Research Finding: yes, it is feasible to develop a framework that may
be used in the design phase to estimate the security risk of the
healthcare web application.

Which security risk attributes needs to be focused upon according to
their respective weightage?

Research Finding: T31 attribute needs to be focused upon according to

their respective weightage.
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How general are the lessons learned in this study? Can they be applied
in situations involving other environments or organizations with
different operational contexts?

Research Finding: The current study has proposed a security risk
estimation framework for the healthcare web application, using which

various models and mechanisms are developed.

6.4 Future Directions

Research is an ongoing activity. Reaching one milestone encourages

the way to the next. As a future research plan, there may be the following

tasks to be performed:

In future, the researcher has intended to implement the proposed
framework for other big healthcare projects.

The proposed framework for the estimation of the security risk of the
healthcare web application can be modified so that it can help to
maximize the security of all types of healthcare web applications not
limited to given alternatives.

The researcher will develop an automatic tool for the proposed
framework to elicit security risk attributes more efficiently.

The researcher is planning to conduct more experiments with the help
of different healthcare web applications to draw more concrete
conclusions.

The researcher also plans to extend the proposed methodology with
detailed features appropriate to several modern technologies, including
Internet of Things (1oT), edge computing, cloud computing etc.

Various implementations of the proposed framework for security risk
assessment are possible. A researcher may implement the same

framework by choosing another set of security risk attributes.
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6.5 Conclusion

The main objective of this research is to assess security risk in
healthcare web applications at the design phase. In addition, a
comprehensive literature review has been made for the identification of
security risk factors and security attributes affecting the secure
development of healthcare web applications. After that, a hierarchical
structure is fabricated. Furthermore, the opinion of various experts is

collected. These experts are from the software field and academia.

In this research, for the estimation of security risk, an
integrated fuzzy AHP-TOPSIS approach is applied. The weight and
priority of risk factors are calculated with the help of fuzzy AHP, whereas
the impact of attributes on different alternatives is calculated with the
help of fuzzy AHP-TOPSIS. Furthermore, the comparison of results has
been done and founded that the obtained weight is more accurate as
compared to other techniques. In addition, the researcher suggested that
the proposed framework may be used to set the benchmark for any
organization. It may also form the basis of development of new, modified
or refined approaches. The proposed framework may encourage other
researchers to undertake the development of other new methods in this

area.
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ABSTRACT

The modern world is critically reliant on a broad range of software
applications. Dependency on software applications is so high that life
cannot be imagined without them. Information, no matter to which part of
the globe it belongs, is available with a click of the mouse. Intensive
security-oriented services ranging from internet banking, trading to
online, buying and selling, booking an appointment to a doctor etc., are
carried out unhesitatingly. These services require the privacy of the
information and asset. When security intensive information is floating
everywhere, anyone having malicious intent can misuse the information.
This may harm an organization or individuals. Since decades, efforts are
being made to estimate security risk in order to increase accountability,
demonstrate compliance, and determine whether and by how much our

investments in the product make our systems more secure.

Furthermore, the health sector is one of the most prime sectors
where all the hi-tech applications are used. In this sector, medical
personnel are entrusted with a vast number of responsibilities, and dealing
with them is a more sophisticated as well challenging task. The healthcare
sector has been linked to the technological world in order to ease the
responsibilities as well as workloads of the healthcare staff. This was
made possible by integrating IT (Information Technology) into the
healthcare sector. Apart from these technological advancements, several
statistics have demonstrated data breaches instances that have affected
both, i.e., patients and Healthcare Information Systems (HISs). Thousands

of healthcare records can be compromised by security breaches.

In addition, to secure an individual’s as well as HIS’s data, three
major security factors and privacy goals are needed, which is commonly

known as the CIA triad. The significant necessity of the CIA trio is;



confidentiality must be included for highly sensitive data, integrity is
important because it may be fatal to provide an inaccurate procedure
based on faulty data of medical, and availability is necessary because the

data must be available on time for adequate treatment.

In the healthcare web application, the privacy of individual and
organizational data is extremely important, and currently it has become a
major challenge to shield healthcare information. The major challenge
introduced in the healthcare web application is due to huge data growth.
Furthermore, COVID-19 (i.e., the current pandemic situation) has resulted
in an unexpected spike in healthcare data, which has impacted both the
healthcare web applications and hospitals. Managing these healthcare data
and securing it from intruders has become a complex task for security
experts. Nowadays, the main objective of the researchers and security
experts is to minimize security vulnerabilities in the healthcare web
application by mitigating and assessing the security risk factors. So, some
dedicated steps are required to enhance the security of healthcare web
applications, which may help in securing and protecting them in order to
ensure transparency and assess security risk. This is why security
professionals prefer to take a step up on the design phase to reduce
security risks. It will assist in designing secure web applications in the
healthcare sector. Furthermore, it may also assist in overcoming from
threats and protecting it from cyber-attacks by early detection and

mitigation of security risk factors in the design phase.

In order to gain a competitive edge, developers and researchers
need to create a viable security risk assessment framework so as to
minimize critical healthcare web application failures. Though it is highly
difficult to create a perfectly secure healthcare web application system,
but one can surely reduce the security risks by following a fool-proof and

meticulously designed strategy with the inclusion of security attributes. In



addition to this, the researcher has made an effort to overcome this issue
and proposed a framework to assess security risk of the healthcare web
application. This framework incorporates five phases, including Factors
Identification, Mapping, Assessment, Statistical Analysis and Review and
Revision.

The first phase, 1i.e., Factors Identification, in which the
identification and selection of security risk factors as well as their
corresponding security attributes have been made on the basis of a
comprehensive literature review and expert’s opinions. The relationship
among security attributes and security risk factors has been developed in
the second phase. In addition, an integrated Fuzzy AHP-TOPSIS approach
is used for security risk assessment in the third phase. Where Fuzzy AHP
is used to prioritize security risk factors, and the impact of security
attributes on various alternatives is calculated with the help of Fuzzy
AHP-TOPSIS. Furthermore, sensitivity analysis and empirical validation
are carried out in the second last phase of the framework. In the last
phase, review and revision will be undertaken only when required, which
facilitates a retrospect of the entire development activity and aid in

making changes whenever necessary.

It is apparent from the validation of the proposed framework that it
may be significantly helpful to keep in check the potential risk and
vulnerabilities from the early design phase till the end. The proposed
framework has shown satisfactory results with respect to other mentioned
approaches. It may also form the basis for the development of new
modified or refined approaches. Like any other research, the current work
may also suffer from certain limitations, therefore to achieve a
generalized result and implementation of the proposed model, further

study may be conducted on large applications.
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Annexure - A

Questionnaire Form for Estimating the Impact of Security Risk

Details and Description: Information security is critical consideration
for the integration and communication with healthcare systems when
sharing private medical information. To evaluate the impact of security
risk for secure and trustworthy healthcare web application, a
questionnaire/feedback form has been developed. Feedback is required
from domain experts in the healthcare management sectors. The

methodology is based upon Multi Criteria Decision Analysis Methods.

Your suggestions will surely help to improve the methodology. So
you are requested to kindly give your opinion for the given set of
questionnaire. The scale for answers has been given in the table 1. The
responses are to be given in numeric form. The reciprocal numeric values

represent the opposite of the importance level.

Table 1: Scale of Linguistic Values with Numerical Values

S. No. Linguistic Values PP Recipraos]
Values Values

1 Equal Important (Eq) 1 1

3 Intermediate Value between Equal and Weekly 5 5
(E & W)

3 Weekly Important (WI) 3 3!

p Intermediate Value between Weekly and 4 4
Essential (W & E)

5 Essential Important (EI) 5 5!

p Intermediate Value between Essential and Very p 61
Strongly (E & VS)

7 Very Strongly Important (VS) 7 7!

5 Intermediate Value between Very Strongly and 8 g-!
Extremely (VS & ES)

9 Extremely Important (ES) 9 9-!
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Please read the following questions and put check marks on the pair
wise comparison matrices. If a criteria on the left is more important than
the matching one on the rigl{t, put your check mark to the léft of the
importance ‘‘Equal (1)’" under the importance level you préfer. If a
criteria on the left is less important than the matching one on the right,
put your check mark to the right of the importance ‘Equal (1)’ under the
importance level you. Reciprocal value means the opposite effect of the
factor of assigned value. Here, total five groups are available. Please put

your mark for e ach group;

Importance of One Criteria Over Another
Q. N. 98 [7 65143212314 56" [7-F 8 [o!
1| T 3 2
2 Tl T T3
3. TI e T4
4 | TI ! e TS
o T2 [ T3
6 T2 A T4
¥ T2 I TS
8 T3 ] 7 T4
9 | T3 Z; Ts
10 T4 i TS
Importance of One Criteria Over Another
Q.N. 9|8|7|6|5]|4(3|2|1R"' 345 (6']| 7" 8|9
1 T11 v Ti2
T11 N T13
33 T12 N T13
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Importance of One Criteria Over Another

Q.N 8l7(6|s[af3]2][1]2"[3 4[5 6" [77]87]9"
| 121 o/ T22
2 [ T21 [ T23
3 T21 A T24
4 [T21 o T25
5 [T21 D T26
6 |[T21 A T27
7 | T21 T28
8 | T22 L7 T23
9 T22 A T24
10 | T22 A T25
11 | T22 W% T26
12 | T22 | T27
13 | T22 7 T28
14 | T23 Pz T24
15 | T23 = T25
16 | T23 > T26
17| T23 [ T27
18 | 123 W% _ T28
19 | T24 w T25
20 | T24 P T26
21 | T24 <t T27
22 | T24 7 T28
23 | T25 T26
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25 | T25 W T28
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28 | T27 R T28
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Importance of One Criteria Over Another

Q.N. 9(8[7]6[5[a[3]2]1[2"]3 |45 6|78 |9

1 | T4l o T42
2 [ T4l A T43
3 [T41 3 T44
4 T42 A T43
5 | T42 i T44
6 T43 v T44

Importance of One Criteria Over Another
Q.N. o[s[7[6[5[a[3]2]1]2 ]3[4 ][5 [6[7"]|8"|9"
1 |T51 N T52

Your Comments (Please mark corrections as and where required): Please
find details in E-Mail:

Expert’s Name and Signature: D+ Wans Khawn W

Please return this to: Syed Anas Ansar (syed000anas@gmail.com),
Department of Information Technology, SIST, Babasaheb Bhimrao
Ambedkar University, Lucknow, Uttar Pradesh, India. 226025
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Annexure - B

Form for Rating the Security Risk Framework

Details and Description: Information security is critical consideration for
the integration and communication with healthcare systems when sharing
private medical information. To evaluate the impact of security risk for
secure and trustworthy healthcare web application, a
questionnaire/feedback form has been developed. Feedback is required
from domain experts in the healthcare management sectors. The
methodology is based upon Multi Criteria Decision Analysis Methods. A
computational methodology has been proposed to evaluate the impact of
security risk on healthcare web application. To demonstrate the same, the
researcher has taken ratings of various attributes of security. Further,
ratings of the attributes may be helpful for researcher to evaluate the

crucial impact.

Your ratings for attributes will surely help to improve the
methodology. So you are requested to kindly give your opinion for the
given attributes. The scale for answers has been given in the Table 1. The
responses are to be given in numeric form.

Table 1: Rating Scale

S. No. Linguistic Value Numeric Value of Ratings
1 Very Low (VL) 0.1
2 Low (L) 0.3
3 Medium (M) 0.7
4 High (H) 0.9
5 Very High (VH) 1.0

You need to rate the different attributes with the given scale. The
ratings have been divided in five parts including 0.1 (lowest rating) while

1.0 (highest rating) of the attributes.
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S. No. Name of the Security Risk Attributes ~Ratings

Access to critical Private Variable via Public
Method

Password in Configuration

Missing Encryption of Sensitive Data

Unverified Password Change

Race Condition within a Thread

Untrusted Search Path

r

N | & WoN

Download of Code Without Integrity Check

Concurrent execution using shared resource

crler=FET |3

8 with improper synchronization (‘Race
Condition”)

External Initialization of Trusted Variables or

data stores

Improperly Controlled Modification of

10  FA

Dynamically-Determined Object Attributes

Your Comments (Please mark corrections as and where required):
Please find details in E-Mail:

Expert’s Name and Signature: D« (Ja<ic  Khan @

Please return this to: Syed Anas Ansar (syed00Oanas@gmail.com),

Department of Information Technology, SIST, Babasaheb Bhimrao
Ambedkar University, Lucknow, Uttar Pradesh, India. 226025
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Annexure — C

@ SAQ Infosys D

Dated: 10* February 2021

TO WHOM | NCERN

This is to certify that Mr. Syed Anas Ansar, a Ph.D Scholar from Department of Information Technology,
Babasaheb Bhimrao Ambedkar University (A Central University), Lucknow, India, has conducted some
security nisk assessment work with our company. He has used our project details along with the other details
for research purposes.

The identification of these projects has been concealed, as per our desire and company policy. The source
data that is going into thesis is correct to the best of my knowledge and belief.
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