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ABSTRACT

In recent era, 10T technology is capable to integrate numerous heterogeneous and
homogenous in the form of a device object. Such objects tend to integrate
environmental components and produce various services associated with them. These
objects transform into smart objects because they generate a tremendous amount of
information related to the physical environment through sensors, actuators, and
general multipurpose computers. Due to the exponential growth of RIFD devices,
which ensures heavy growth in network traffic? Therefore available Search engines
simultaneously receive a large number of queries that are unable to handle and
manage them efficiently through the currently available system.

Through this vision, many algorithms are introduced for real-time systems. The
common characteristics were found in these algorithms targeted on the centralized
system which are unable to scale up appropriately several numbers of devices and a
tremendous amount of queries received. So handling the problem of scalability
associated with such a centralized system, the term came into existence called Social
Internet of Things. Due to the introduction of SIoT social relationships among social
objects established by smart objects came into existence. The SloT environment
provided the ability to configure social relationships between human to human,
tangible objects to tangible objects, and tangible objects to humans, hence social
networking is a place where people communicate with smart objects [9]. The
construction of social structure so formed has a social relationship fetter which turns a
smart object into a social object. .

Various researcher has analysed that due to specific rules and regulations set by the
owner of devices and frequently changing behaviour (malicious or cooperativeness)
of social node are unable to serve desired services in the SloT environment. For the
same trust among social nodes is the effective major that can be utilized to have
healthy and secure communication. Keeping in mind, the importance of trust in SloT
the researcher tried to focus the problem of identifying malicious nodes present in the
social networks through evaluation of trust. We have found the major issues concerns
with the trust evaluation by conducting the literature survey thoroughly related to trust
evaluation models, mechanism and application in the field of Social Internet of
Things. We find very few articles which focuses on computation of trust. For the
same we identify the effective parameter of trust while having collaboration of social
nodes with in social networks in terms of of trustor and trustee. The major effective



factors are quality of service, quality of data, past reputation and recommendation.
The researcher also tried to find the sub factors as depicted in chapter two and classify
them in appropriate manner.

To achieve the aim of our study we have proposed the framework of for trust
evaluation by focusing the need and importance during research and computation of
results. We have categorize the tust in the form direct and indirect collaboration of
social of social object In chapter three we have depicted the working flow of our
framework through flow charts. The planning and preparation phase firstly deals with
the the problem of the identifying malicious social nodes during collaboration in two
scenario i.e service requestor to service provide and service provider to service
requestor and perform the thr selection group of experts in relevant fied to collect the
data samples. Further we have defined the scope and boundaries asocial with fuzzy
AHP. Through relative scale of importance we have converted the linguistic terms
into triangular fuzzy number. Based on expert opinion, a fuzzified pairwise
comparison matrix is constructed as depicted in chapter three and the performed the
defuzzification using the value integration method.We also perform the normalization
process at get authentic eigenvectors. A test is conducted to check the consisitency of
fuzzified pairwise matrix through utilizing the values consistency ratio and random
index. We have integrated fuzzy AHP with synthetic extent analysis and degree of
possibility to prioritize the weight in effective manner and introduced the mechanism
for direct and indirect trust to determine trust value of social nodes in both scenarios.
After that we have applied the sensitivity analysis to check appropriateness of results.

Following the research methodology shown in chapter we determine the trust trust for
ten social nodes in a local adhoc network in SR to SP and SP to SR and computed
change in percentage of trust value for direct and indirect trust in Scenario 1 and 2
respectively. We have analysed our results by performing validation process
theoretically as well as statistically by incorporating the experts’ advice and
suggestion and compute the trust value for same set of nodes for reassessment and
found negligible changes. Hence our computed results satisfy the need of validation
appropriately. The detailed explanation of validation is depicted in chapter five.

On the basis of trust evaluation in SIoT platform, the proposed model may classify the
trustee and un-trustee nodes and it may use as measurement tool for identification of
malicious of the node in social networks. It also sets the benchmark value of trust

computation in industrial based social environment.
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CHAPTER 1: INTRODUCTION

“If we do not trust one another, we are already defeated. ”
-- Alison Croggon --
1.1 Background

From last two decades, the trends of 10T have changed and enchanted a great deal of research.
Scientists and researchers developed various smart devices, where a large number of distinct
types of objects are connected to resolve critical problems. Data generates from various 10T
device activities like information sharing, trust of nodes, security management, and privacy.
These devices produced a huge data in different formats that can collect, integrate, treated,
and analyzed to extract useful information. All these data are generated from heterogeneous
devices and decentralized network environments[1]. Objectives of the 10T enabled devices are
a high impact on the behavior and activities of the owners. The involvement of these 10T
devices with society changes the nature and activities of human beings. To resolve some of
the social issues, a new paradigm was involved, known as the Social Internet of Things
(SloT). Sample of data has represented the notion of everything, anything to access [2]. The
notion of representation of data in various formats, change of time, and social networks
change the behavior and activity of loT devices. The sensitivity of visual devices makes
things more sociable. It means, lIoT gives social development and implements novel
relationships between the social and objects as shown in figure 1.1 [3]. The combination of
lIoT and Social Networks (SN) leads to the SloT, known as the Social Networks (SNs) of
intelligent objects. The domains of the 0T environment expanded the novel integration. The
domains of a social network within the current loT models, reproduce additional novel

frameworks for modern society.

It allows people and objects to interface with each other in a social network. The structure of
the SloT network depends on the requirement of navigability, performing objects, services
innovation, and to make ensure the scalability of the objects in social networks[4]. However,
the value of the trust may certify the strength of the degree of interaction among the objects.
Further, these findings can extend the heterogeneous performance and diplomatic
information, which is being shared with the connected objects. This dynamic behavior of the
objects brings new challenges to developing a trustworthy environment between connected
objects[5]. From various research papers, it is found that these dynamic challenges are
communicated only by the security issues involved with the devices and users. But the social

and individual issues among loT objects and services are left. Therefore, the concept of trust
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in SIoT environment can be observed as a key challenge[7]. Most of the researchers focused
to establish trustworthy and reliable services between the connected objects.

Social Internet of
Networks Thing

Social Internet
of Things

Figure 1. 1: Notion of Social Internet of Things

Various scientists and researchers defined trust in their own words as “Trust is a belief
between trustor and trustee that the trustee will provide or achieve a trusted goal as trustor’s
assumption”. The device that needs to depend on another device is known as the trustor (also
known as the service consumer). The device that provides resources or services to trustors is
known as a trustee (also known as a service provider) [8]. In the case of SIoT environment,
the trustor may be a human being, devices, systems, applications, data, and services. It is a
way of representation, with distinct meanings for both users and the framework, influenced by
both determined and non-determined parameters. In extreme situations, trust can be elaborate
as “It is a qualitative or quantitative property of a trustee measured by the trustor for a
particular objective in special conditions and a specific period”[9]. It is an elementary
decision that affects the requirement of an object to assess a particular service or device
provided by a spare one. It is observed in day-to-day life that when we purchase any product,
we generally buy a branded product due to trust in brands that provide quality products in
comparison to unknown products[10]. It comes from our experience or with the reputation of
the brands. It also comes from the opinion of different people who have experience and is
recommended by family and friends about the product [11]. For some other trust issues, it is
difficult to evaluate the accurate value of trustworthiness of an object or device. It is very
difficult when distinct object performs isolated explanations and observations regarding
trustworthiness. Therefore, it is very difficult to assign the trustworthiness value to the service
provider and services [12]. Like, a customer assigns the “very trustworthy” to the provider for
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a transaction from the same provider. Such types of distinction are to distinguish the accuracy
of the trust of an object.

Still, there is not any comprehensive solution in respect of trust modeling, trust management,
trust management framework, and trust quantification for assessing services and quality of
data in a social environment. Therefore, the objective of the work is, to highlight reasonable
research issues in the area of SIoT and view a plan of action, which can assist to establish
trustworthy services, and data [13].

1.2 Social Internet of Things

Information Technology emerged as a new technology termed the Internet of Things (10T). In
the last two decades, there are drastic changes in the usage of 10T devices. Billions of people
are connected with smart objects. On the base of usage, communities are developed in a
heterogeneous environment on common needs and interests as well as the advantages of
social relationships[14]. The first idea of socialism of objects was introduced by Holymquist
et. al. Billions of 10T devices were developed and connected with the internet. These devices
interface between the owners of devices and society. To take critical decisions and data
transmission in society. It is important to make ensure the trustworthiness of the information
and services. It is a collective measure of smart objects and the social relationships between
them. As shown in figure 1.2, a number of the populations are connected with the objects
[15].

A
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Figure 1. 2: Population connected with devices
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In our daily life, the role of these internet-enabled objects is to solve the complexities of
social relationships based on common interests. To solve these complexities, people interact
with the communities and collaborate with the people of the society.[16] The progressive
timeline of smart objects improves the performance of these smart objects as shown in figure
1.3.

V/
/

1999 2008 2011 2014 2017
Smart Connected Smart Connected Socially Aware Smart Socially Aware Smart Social Collaborative Connected
i Vehicles j Vehicles Things

Things
X \

i i N
loT loV > ‘ >, SloV
y  J/

Figure 1. 3: Timeline of SloT

These social object parameters allow them to interact between social networks and social
communities and control the relationship without human intervention. It makes it different
from other integrated devices [17]. Table 1.1, presents the comparison of two domains, 10T
and SloT. The social environment produced their relationship according to their interactions,
and protocols acquire services within the network. Such malicious nodes are required to
identify and restricted in the connected social network. Therefore, trust is the fundamental

issue in the selection of the node.

Table 1. 1: Comparison of 10T and SloT

Paradigms Trust Attributes Features Challenges Disadvantages Interactions
Characteristics
IoT Temporal Trust, Intelligence, Scalability Privacy issues,
Reliability Trust. Connectivity. Security Technology over
Dependence Trust, Sensing, Privacy reliance, H2H
Fuffillment Trust Analyzing, Maintenance unemployment T2T
Competence Trust Active Data
o . ent
iy Maintenance
SloT Relationship Trust, | Social Interactions, Compatibility Direct interaction,
Confidence Trust, | Dynamic Nature, VO Data facilates laziness, H2H
Spatial Trust, Social Role, Configuration ethical imlications T2T
Persistence Trust, Intelligence Relationship H2T
Willingness Trust, Object Discovery Harfiware
Event Trust, Selection
Context Specific
Trust
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1.3 Trust Evaluation

With the increase of importance of trust in SIoT, mass research groups and agencies involved
in trust-related domains in heterogeneous network environments like peer-to-peer (P2P)
networks, wireless sensor networks, social networks, e-commerce, e-business, banking
network, transport network, etc. in many applications and services to exchange or share the
access control. To develop a proper trust platform, numerous domains of trust are taken into
consideration like trust evaluation, trust management, and trust quantification. In this thesis,
the researcher focuses on trust evaluation in the SIoT environment[18]. Besides these, the
researcher also focuses on the mapping between trust attributes, the weight of trust attributes,
and trust updates. Some of the researchers proposed trust evaluation technigues based on a set
of information which is known as Direct Trust. It isolates the trustee's characteristics by
observing trust behavior. These domains are used to describe the characteristics of trust
attributes which are known as Trustworthiness Attributes (TAs) [19]. These trust attributes are
combined to make overall trust represent the trustee's trustworthiness. By using the third part
parameters like Quality of Service (QoS), Quality of Data (QoD), and Social Relationship
(SR) have been used which is known as Indirect Trust [20]. The platform cooperates with
applications, and services to secure activities and provide a better quality of services and

information.

1.4 Trust Evaluation in SIoT

Trust is not related to a specific area. It is a very broad concept, over multiple applications,
disciplines, and subject areas. There is not any common definition of trust. Studying the
impact of trust is very important in our real world or digital world. The working of SloT
network performance is different from social networks [21]. It is a huge size and dynamic
behavior with its limitations. Here, we consider two types of trust known as direct and indirect
trust. Direct trust is associated with honesty, collaboration, and appreciation values[22]. The
value of direct trust is assigned from one object to another object based on the experience and
the communication between the two devices. If the two devices had never communicated with
each other known as indirect trust. It depends on the monitoring and prior experiences of one
device with another device. The domain of honesty and indirect trust is used to define the

guidelines and mechanisms to implement trust-related attacks.

1.5 Relevant Issues

Human beings take decisions on a trust basis that we have to depend on a third party. These
decisions are inherited and help us to investigate risk features to build a perception of trust.
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With these features, humans may take necessary actions at the stated time to avoid any threats
due to malicious nodes. Various trust-based solutions discussed in the review literature are
based on distinct problems [3]. These issues take place as a common drawback in this area to
reduce trust-related attacks in the SloT. Incapacity of things to build up useful information
like devices generate vulnerable data related to the environment. As a consequence, it is
crucial to implement trust as a significant value to be used in a digital society[13]. To relieve
risks and realize insight of trust for self-evaluation, which shows the research objective of the
work. Therefore, the problem is used to quantify trust as a computational property in a
digitized society. The available solutions provide a malicious free network and demonstrate a
trustworthy SIloT environment for its users. It is used in many applications across various
disciplines and research areas, but still, there is not any common consented definition.
Various platforms exist for the SloT implementation. The creation of groups and establishing
the relation between objects is the main task of the SloT network [23]. 10T devices
established communication with peer nodes to access services using a set of protocols and
heuristics [24]. The existing mechanism for trust evaluation is quite common in Cyber-
Physical System (CPS) like Peer-to-Peer (P2P), Mobile Ad-hoc Network (MANET). There is
not any pervasive evaluation model or platform to extract TMs from CPSS [25]. Physical
devices are controlled by human beings and socially connected by physical-cyber social
systems. Collaboration of objects is self-governing, which generates new challenges like
security, privacy, trust, service, classification, behavioral classification, prediction, identity
management, etc. Data management, data integration, and query processing are the major
obstacles to the real-time deployment of SloT networks[26]. In some circumstances, it is
impossible to estimate the trust level of the services and data. There is not any guarantee for
reliable communication among objects in SloT environment. Therefore, the main requirement
is to build trust and provide service invention in SloT environment. The following issues

should be considered for building a trusting and healthy SloT network.

o What are the factors that assess the autonomous decision-making process among
objects?

o What are the mechanisms to identify malicious objects in SIoT are vital?

o What are the factors that directly influence the social network?

o What are the factors affecting the trust of the objects or nodes?

o Is there any relationship between trust attributes?

o How can we relate one factor of trust to another factor?

o Is there any evaluation mechanism available for trust evaluation?

o Is it possible to evaluate the trust of the object at an early stage of collaboration?
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o What is the quality of measures to evaluate the structure of SloT network for
assessing the information and collaborations?

o What are the methods required for easy and flexible assessment of
resources/services inside and outside the SIoT communities?

From the above discussion, it can be concluded that the detection of malicious nodes in SloT
environment is a new challenge for the software industry and the social communities.
Therefore, with the help of trust evaluation, the trust evaluation framework and evaluation
mechanism improve the confidence level of the objects or nodes to collaborate with the

network or the objects.
1.6 Problem Formulation

Trust evaluation is one of the emerging techniques in the computerized environment. It shows
one of the important domains represents mitigating hazards concerned with privacy, security,
and protection of the integrity of the interaction of the objects. The notion of trust develops a
healthy and trustworthy environment for its users. Therefore, there is a requirement for a
framework or technology to solve before executing in a physical world to avoid redundant
issues which can take action within the system. Therefore, based on the above problems, and

motivated by the researchers which are as follows:

o Regularize the concept of trust evaluation in SIOT environment:
o Design and development of trust evaluation mechanism for SIoT environment:

o Prioritize the trust attributes to evaluate the impact on trust in SIoT environment:

Keeping the above point in mind, the researcher has formulated a problem to develop a
framework to evaluate trust in the social network.

“TRUST EVALUATION IN SIOT ENVIRONMENT”

1.7 Objectives of the Research

The investigation intends to recognize the benefits of organizing trust in a SIoT environment
to measure the services, quality of data, and social relations. These domains defined the
limitations of its interpretations and proposed a trust evaluation framework to decide the
applications and services to objects independently to establish trust among them. Therefore
the proposed solution should be able to fill the research gap between the existing techniques
and propagated techniques. Therefore, to achieve the generic goal an approach for estimating

the trust and identifying the untrusted nodes with the following objectives are as follows:
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o To review and critically study the literature on the Internet of Things, Social
Internet of Things, Trust evaluation mechanism, and to measure the untrusted
nodes.

o To identify the new attributes of trust management.

o To identify the new sub-attributes of trust management.

o To identify the relation between trust attributes.

o To appreciate the need, importance, and significance of identifying the
untrusted nodes and malicious nodes in the early stage in the SIoT environment.

o To develop a viable and perspective framework for Trust evaluation using its
properties.

o To prioritize the weight of each attribute and assign the ranking using the Fuzzy
approach.

o To validate the proposed framework.

1.8 Research Methodology

The proposed work includes the task to evaluate the trust of the nodes and measure the weight
of each sub-domain. The proposed framework and its implementation is used to provide the
malicious free network to the users and the connected devices. The methodology is supposed

to incorporate various phases which are as follows:

o Conceptualize, review, and revision of the specification.
o Proposed Framework.

o Implementation of Framework.

o Implementation of Trust Evaluation Phases.

o Expert Review and Revision.

. Validation of framework.

. Documentation and finalization.

In this research, we will be focusing on the evaluation of trust in SloT environment. The
result will help in improving the social network. In addition, the results will also help in

identifying the malicious nodes and improve the security of the network.
1.9 Significance of the Study

To capture the significance of quality of the service or quality of data related to information
for trustworthy evaluation. Quality of service increased to improve the trust between the

nodes. It is reasonable to assume that, the higher quality of service, and the quality of
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information, the more trust is built up among the associated devices. If we decreased the
quality of service, then trust automatically will be decreased.

1.10 Limitations

Everything has good and bad aspects. If we think research point of view, both have their
importance. The good presence recommends new measurements for the novel study while the
bad presence focuses on the failure of the work. Subsequently resolving the failure of the
work, the redesign of the work discovers new features. There are various reasons for the
adaption of the new approach, and its limitations also. In addition to the successful

completion of the research work, the study was organized with the following limitations:

o The approach can be applied for trust evaluation by considering only three
attributes.

o Due to the lack of industry data, the proposed framework is validated through a
small set of data.

o To evaluate trust, quality of service and quality of data are chosen from various
trust parameters.

1.11 Thesis Outline

A thesis of the research has been prepared to meditate on the detailed study of the research
problem and previously mentioned research questions.

Chapter -1: Introduction

The first chapter is the introduction of the thesis. The chapter starts with the background of
the internet of things and the social internet of things. some points are highlighted about the
social internet of things, that need to identify the cause of malicious nodes. The second part is
the trust of the nodes. The research question is generated to collect views to improve the
value of the trust. Based on the incorporation of the suggestions, trust is improved. The

objective of the research is framed. At last, the limitation of the research work is discussed.
Chapter-2: Literature Review

This chapter is related to the existing approaches to the Internet of Things and the Social
Internet of Things. A detailed review of trust evaluation and the social internet of things over
the last decade is presented. A detailed review of some significant existing models from the
last decade is presented. Based on the review it is identified that the value of trust is increased
by improving the quality of service and social relationships. Malicious node detection in a

social environment is identified as a key factor in the network through literature surveys and
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reviews. Therefore, there is a requirement of trust value to detect whether the node is a trustee
or untrusted.

Chapter-3: Proposed Framework

This chapter presents a framework for trust evaluation in the social internet of things
environment using a fuzzy approach. The chapter covers detecting the malicious nodes in the
social environment at the time of the entry of nodes in the network. The assumption of the
framework is presented. A framework for trust improvement of the network in SloT
environment is proposed. This framework consists of five phases, including the identification

phase, categorization phase, evaluation phase, validation phase, and wrapping phase.
Chapter-4: Implementation of Framework

The objective of this chapter is to implement the proposed framework. The whole framework
is divided into five phases. Identification phase, categorization phase, computation phase,
validation phase, and wrapping phase. To evaluate trust, five factors are identified for
evaluation of trust; quality of service, quality of data, and social relationship every four sub-
factors, and the remaining two main factors are considered as reputation and recommendation.
By using the fuzzy approach, multi-criteria decision analysis is used to evaluate the trust value

of the node.
Chapter-5: Validation of the Framework

This chapter shows the theoretical and empirical validation of the proposed framework. As an
experimental validation, pre-tryout is carried out of trust evaluation design. On the bases of
the trust evaluation framework, metrics values of attributes are computed. On the base of
experts suggestions for the improvement of trust. Trust value is evaluated. It is then verified
that the QoS, and Social relationships are maximized and QoD is minimized. After
reevaluating of trust evaluation value is improved from the previous value. For the tryout
purpose, ten nodes are connected. The same process is reproduced and is resolved that the
approach performs well in this experiment. Various statistical studies and hypothesis tests

were carried out for the acceptability of the framework.
Chapter-6: Conclusion and Future Scope

The last chapter of the thesis is the conclusion of the work. In this chapter, major research
findings along with the other findings are presented. The research objectives of the first
chapter are incorporated one by one in this chapter. The significance of the research is also

discussed at the end. Plans for extending the study are also discussed.
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"When the trust is high, communication is easy, instant, and effective."

-- Stephen Covey --

2.1 Background

With the rise of smart SIoT communication, several next-generation applications have
been incepted providing large-scale services in education, health care, manufacturing
remote area monitoring and control, and surveillance systems. Such services are
provided by different social node devices using social relationships connected through
existing ISP (trustee). Hence various trust-related issues, quality of service level, and

quality of data are major areas to focus on.

Trust is explained as “The powerful and sustainable conviction of any entity to act
securely, reliably and integrally within a specified context and an extent of subjective
belief analyzing the behaviors of a particular entity”. The anticipated behavior of any
entity's actions can be observed by self-observation or by history-based calculations
termed repudiation[27]. The idea of trust has its origin in social science literature to
identify the specific stage where a member of a particular society called the trustor has
faith and belief in a task executed by another member of a different society called the
trustee. Security and trust are expletive to each other like security parameters in daily
life such as fences, locks, and gates. The trust is needed to appropriate behavior of
SloT devices anywhere anytime like same we put these fences, locks, and gates in the
SloT platform to maintain various phases for inert process communication.[28] Trust-
based models enhance the layers of SIoT integrity and architecture and provide a
supporting role in data and service management and also boost social service in SloT.
Trust Evaluation is a prominent issue that prevailed in SloT. It allows various users,
devices, and entities to communicate their views about trustworthiness to nearby
objects.[29] The data transfer and minimizing uncertainty among various nodes and
objects, the factor of trust matters a lot in the SIoT environment. In the context of
SloT, the achievement of trustworthiness among social nodes operating multiple
services can be very difficult[30]. The further section of this chapter has a

11



Chapter 2 Literature Review

critical review of the literature regarding trust evaluation platforms, social node
selection, and multi-criteria decision-making techniques utilized in SIoT environment.

2.2  Trust Evaluation and Node Selection

There are many trust evaluation common models, which can be evaluated in the
literature review. Some papers considered reputation-based, knowledge-based,
aggregation method, application purposed, and intelligent based. Trust evaluation
methods have been investigated under various parameters including lIoT with different
objectives and goals. To evaluate the trust, some of the points are described here

which are as follows:

Trust management plays an important role in the field of loT for reliable data
transmission and quality of service and enhancing user privacy. Quality of service
refers to the belief that an 10T device can provide service to the service requester. It
refers to performance and is measured by competence, cooperativeness, reliability,
capability etc. to measure the QoS trust. In [31], define end-to-end connection, energy
consumption, and packet delivery ratio to measure QoS trust. Some of the strong

effort done by the researcher is discussed below:

e In 2011, Aztori et. al.; presented the first architecture for S1oT in 3 levels
namely the physical layer, component layer, and application layer. The
physical layer deals with smart tangible devices, communication protocols,
and network technologies. The component layer is associated with service
search, device identification, node selection, and semantic management. The
application layer deals with a client, services, object interface, and

application programming interface (APIs) [32].

e In 2014, Bao et al.; measured social trust by connectivity, intimacy, and
honesty. It is especially common in social 10T systems where 0T devices
should be evaluated not only based on QoS trust but also based on social
trust. When considering a reputation and recommendation, an 10T device
may trust its socially connected devices over unrelated devices [9].

e 1In 2012, Tang et. al.; proposed a network department technique based on the

statistics diffusion version for communities falling under the SloT
environment. The two modules of the proposed technique comprise of
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network fracturing module for the friend section and the network meeting
module. The propagation of smart devices is quantified using these modules
and bright parts include adaptability, and scalability in a large complex SloT

environment [33].

e In 2015, Xiao et. al.; proposed a SloT-based domain guarantor and
reputation to evaluate trust. To get access to the services from an object, it is
categorized into parts. Perfect solutions service provider gets a higher rank
while those who do not participate in any appropriate service by the objects
with lower rank are known as malicious objects. Such a type of approach is
used to determine the dishonesty of the objects. Such types of concepts
perform in a social network and develop a social structure in I0T objects in
SloT environment. It defines as the social relationship between the device
owners and is measured by intimacy, honesty, privacy, and connectivity [34].

e In 2015, Chen et. al.; proposed 3 types of relationships consisting of clients'
communication through social friendship and social interrelation and Col by
utilizing the social trust parameter. The problem with this work is they have
not considered various attack approaches to objects[35].

e In 2016, Ruan et. al.; proposed a trust management framework to support
agents to evaluate their partners ,trustworthiness”. Trust cannot be fully
measured. It is not possible to measure accurate trust due to a large domain
from natural to physical connection of the trust relationship[36].

e In 2016, Nitti et. al..; In this paper the author address issue of smart
discovery of object through object detection algorithm-based similarity of
structure in a distributed environment to provide a particular application-
based service. Efficiently query solving by using the suggested algorithm
major benefit of this article while scalability, cost, semantic-based length
among services, and response time are out of focus [37].

e In 2017, Kasnesis et. al.; presented an amalgamation of cognitive IoT and
SIoT using semantic-based web engineering and social agents. The social
friendship among smart devices has a semantic synonym to make a complex
decision using two ontologies for goal management. In conclusion, the
scalability under decision-making boosts relationship management using

machine learning algorithms [38].
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In 2017, Truong et. al.; proposed different scenarios for models where that
include the triad of reputation, experience, and knowledge-based mobile
crowd sensing through TMS to compute trust for several parameters. The
SloT services deal with reputation, recommendation, and knowledge. Car-
sharing service is used as one of the best examples to consider their approach
[39].

In 2018, Roopa et. al.; analyzed 5 approaches to focus on the problem of
friend selection within a social network of SIoT in terms of genetic algorithm
to determine specific services by smart objects located in SIoT networks. The
positive side of the article deals with SIoT performance regarding mean path
length, means clustering, and mean node degree while the downside, the

proposed methodology is latency and cost is out of the author*s vision [40].

In 2018, Farhadi et .al.; examine the problem module of relationship
management through a brand new strategy able to control and management
of friend requests in a SloT environment. They used Naive based
methodology and weighted-based strategy for friendship creation and a
random service model to test various relationship management algorithms.
The advantageous part of the article presents gradual improvement in terms

of, delay, throughput, path length, and friendship degree [41].

In 2019, Atzori et. al.; handle social friendship among smart objects the
authors depicted a novel architecture-based framework that can perceive
information required to produce social relationships and make the SloT
environment updated by utilizing algorithms of determining. The relationship
Management component presented under this mechanism can able to
discover new social friendships. The building of social friendship among
smart objects using relationship management improves mobility and dynamic
linkage is the merits of this article. Handling incoming traffic through a
recently added smart device under a detection algorithm didn“t produce a

better result[42].

In 2019 Yan et. al.; understand the specification and informational
parameter within the profile of socially smart devices having social
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relationships perform appropriately service detection and friend selection
utilizing the proposed novel framework. Achieving adaptability, scalability,
and search time positive significance of the paper while they did not analyze
the variation of friendship among smart physical objects through the

presented algorithm shows the downside of this article[30].

e In 2019, Chen et. al.; proposed a newly Temporal Based End User
methodology for smart social objects based on a recommendation system
with social similarity which offers a selection of Friendships under a SloT
environment. The time-aware efficient recommendation that satisfies all

primary rules is the most important advantage of this approach [43].

e 1n 2019, et. al.; proposed an ontology-driven recommendation-based system
for friend selection and relationship management under the SloT
environment which perform recommendation according to user requirement
and interest like opinion, motive, demographical information, and sequence
of traveling. The merit of this strategy under recommendation is possible
accurate outcomes utilizing user information implicitly and explicitly both
[44].

e In 2019, Xiao et. al.; proposed a decentralized environment, desirable
service discovery, and building social friendship relationship-based required
services through a proposed novel social-like semantic technique. They
utilize the ontology OWL tree to describe service. The outcome of the
proposed methodology maximized the navigability under the SloT
environment based on features of a local network using social friendship
relationships. The network traffic and energy consumption reduces using an
adaptive forwarding approach [45].

e In 2019 Rehmani 2019 et. al.; depicted the improvement of SloT
community-based network navigability through a set of rules based on the
proposed singular query primarily mechanism and try to improve scalability
and friendship choice selection in a complex SIoT environment using small

global residences [46].
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e In 2019, Aljubarney et, al.; proposed a Bayesian-based prediction model
and examine the physical object in the SloT network under upcoming
friendship. Here author considers two algorithms to identify the point of
contact of the smart object and examine the relative position where and when
the two objects meet. The outcome of a proposed model is more effective
than other approaches analyzed.

e In 2019, Halder et al.; proposed a novel methodology for lifetime selection
of a friend through clustered-based solutions in SloT using Lifetime Based
maximizing Optimal Clustering model they utilized Static CH-based

clustering criteria but did not evaluate mobility[47].

e In 2020, Lee et. al.; proposed a knowledge Desire Intention model based on
a recommendation approach to social friend selection SIoT environment. In
the present article, the basic achievement of high accuracy through recall
outcome is based on precision value while comparing the result with other
solutions. The major weaknesses of this article depict an unscalable system
and cost-effective criteria are missing [47].

e In 2020, Kowshalaya et. al.; proposed Community Detection Algorithm
(CDA) to analyze SloT environment service quality and its structure by using
parameters of triangular participation ratio and modularity associated with it.
Further, the author described effective service discovery to find social

community through Inter and Intra community-based algorithms[48].

e In 2020, Khanfor et. al.; perform a spatial task in the SloT environment
through Spatial Crowdsourcing (SMCS) author proposed an Integer Linear
program regarding spatial recruitment using SMCS for SloT networks to
extract smart objects finally. Lowest time complexity and community

overlappings merits and demerits respectively [49].

e In 2020, Rajendran et al.; use social relationships under the SloT
environment to enhance the relationship management process through
recommendation-based techniques. The merits of this proposed model are
searchability and high accuracy. However, termination and updation are

losing factors governing relationship management are demerits[50].

16



Chapter 2 Literature Review

e In 2020, Marche et al.; proposed a model based on Naive Bayesian
Classifier based Algorithm and Randomly allocation of services by utilizing
a Proposed genetic-based Methodology for the creation of social friendship
to locate an optimum solution. The network parameter is Average degree,
average path, and mean clustered coefficients. The main disadvantage of this

study is scalability factors were not taken into consideration [51].

e In 2020, Rehman et. al.; proposed a novel framework Utilizing a query-
based information search strategy to enhance network navigability in the
SloT environment. The used Data searching model is based on a rule query
mechanism for Social objects Prioritizing based on the service class criteria
while the real world is missing[52].

e In 2021, Mendoza et al.; change the exposure of the client's nearby objects
and QoS to evaluate the trust value between the trustor and the trustee. Each
client may deposit the information of each trustee and store all the details of
the nodes and their experiences. The proposed model detects the malicious
nodes and stores the information in a form of a table for lightweight loT
devices [53].

e In 2021, Narang et al.; proposed the implementation of a SloT-based
service network in a multi-vendor environment of heterogeneous devices is
the issue of trust. A hybrid trust management framework that makes use of
Probabilistic Neighborhood Overlap (P-NO), a method for estimating tie-
strengths between the nodes [54].

e 1In 2021, Awan et. al.; offered a model for TMS to manipulate trust deals with
inter-domain communication during deploying services in 10T networks. The
model presented concentrates on centralized controlling of client service
requests and performs storage for data trust value and generates certificates that
are not capable of ensuring scalability of the system. In addition to that, the
objects with strong social friendships and spiteful clients that perform various

types of attacks are not considered part of the system [55].

2.3  Multi-Criteria Decision-Making Techniques

In early 1970, Thomas L. Saaty introduced a multi-standard for performing
reasonable decisions using the keyword analytical hierarchy process(AHP). It was

introduced for structuring, measurement, and synthesis to perform the pairwise
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comparison using a comparative significance fuzzy scale depicting the preference of
decision-makers to select criteria and cost-effective parameters for a given problem.
Such comparisons transform into matrices and are used to evaluate the weightage of
specific criteria and metrics by following the intermediary of NFCM. There are two
different methods are utilized for the formation of a pairwise comparison matrix
namely scaling associated with a crisp digit (i.e. one to nine) and scaling on fuzzy
digits. The methods given by Saaty utilize scaling (one to nine) for decision-makers

through lingual terms like just equal, weakly important, etc.

The appropriate ideology related to fuzzy grouping given by Zadeh, 1965 is
frequently utilized in literature to represent the ambiguity in human perception. It
signifies the pertinence of an object in a range of 0-1 and has found many applications
used in the last two-three decades. Some of the applications were fuzzy sets include
are healthcare, traffic management, and control theory. The theory related to fuzzy
sets depicts fuzzy values as integers and membership functions associated with
boundary values as shown in figure 3.2. in the chapter. These values may be the same
utilized by researchers to signify lingual terms to remove uncertainty and vagueness
in personal perception. Hence fuzzy-AHP is the integration of fuzzy logic with AHP
which utilizes arithmetic operation laws, random index, and consistency ratio to

depict FPCM is consistent or not, to compute weight values.

To entertain these problems, numerous techniques have been proposed for many years
to extract comparison matrices for better efficiency. Such techniques are admired by
the various researcher in their work (Van Laarhoven and Pedrycz, 1983; Boender et
al., 1989; Buckley, 1985; Deng, 1999)[56],[57]. Students and academicians are
referred for critical literature analysis based on the F-AHP mechanism and platform
applicable. Various academicians and researchers have frequently used the MCDM
strategy for performing service selection and ranking of parameters. Hence, MCDM is
a bunch of several techniques like AHP, TOPSIS (Technique for Order Preference by
Similarity to Ideal Solutions), ANP (Analytic Network Process), ELECTRE
(elimination and Choice Translating Reality), and many more ranking mechanisms
utilized by academician to elucidate issues and major problems related to the physical

world.
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e In 2020, Bharti et. al.; to optimize the process of friend selection within the
SloT environment the author proposed a novel framework called Optimal
Resource Discovery and Section (ORDS).To represent knowledge parameter
author utilize the capability of Ontology-based on a semantic description.
Further, they used a fuzzy-based set of rules to understand what knowledge
has generated. The benefit of this approach suggested is more qualified than
the existing results of other algorithms. On the other hand, the study shows a
poor aspect of scalability [58].

e In 2019, Cuka et. al.; proposed a fuzzy-based mechanism for the smart
selection of smart physical devices that are deployed in the SIoT environment
by utilizing a fuzzy logic model. They used Device remaining energy, device
inter Contact time, device inter distance, and device buffer occupancy as
network parameters. The main demerit analyzed due to High Complexity due

to numerous constraints associated with the existing system [59].

e 2018, Alshehri et. al.; proposed a fuzzy logic-based protocol for detecting on-
off attacks, contradicting behavior attacks, and other bad nodes. This protocol
allowed nodes to transfer securely from one cluster to another. Additionally,
the protocol utilized fuzzy logic to identify bad nodes and limit their untrusted
role of making erroneous recommendations regarding nodes in the
network[60].

e In 2020, Baranwal et. al.; proposed a framework that makes use of multi-
criteria decision making (MCDM) as a combination of known approaches
under the names Analytic Hierarchy Process (AHP) and Technique for Order
Preference by Similarity to Ideal Solution (TOPSIS) for conducting the
selection process where QoS parameters of various component of IoT act as
criteria. the effectiveness of the proposed approach along with the sensitivity

analysis for showing the robustness of the proposed framework [20]

e In 2018, Kowshalya et al.; offered a fuzzy AHP hybrid model for community
detection in SIoT networks for the management of trust among social objects.
They depicted how to direct trust infers computation of trust before and after
collaboration through utilizing centrality as well as dependability as the main
factor for hierarchy. Through this work, they have tried to make

communication among social objects reliable and secure. The results confirm
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that the given model is highly reliable for establishing integrity among smart

social objects to great extent[48].

e In 2020, Talbi et al.; described an interest-based model for the formation of

social relationships among social loT nodes autonomously regarding the

virtual-based community. The presented model is sufficient in computing the

trust of S1oT social nodes on the preference made by client users on an interest

basis.

Further, they have also depicted a new system based on

recommendations signifying similarity associated with service requester and

service provider to enhance the desired services [61].

2.4  Relevant Findings

After careful study of the existing available approaches and techniques for the trust

evaluation, various research papers of the following inferences are identified which

are as follows:

Existing trust evaluation and social relationship metrics have been
reviewed exhaustively over the last ten years.

Existing approaches to trust evaluation are based on the quality of
service, recommendation, or reputation parameters. Most of the
researchers used a single domain to measure trust. These trust
evaluation models are based on internet devices known as loT
devices. None of the researchers have used multiple parameters to
evaluate the trust.

loT devices are connected with society, then social internet of things-
based devices are involved in society.

Based on the literature review it is found that sharing information and
avail the services from social devices is very risky. There is not any
such framework; to evaluate the trust of internet-enabled social
devices for multiple domains.

There is a research gap between SloT devices and the trust evaluation
mechanism. Therefore the gap needs to be focused.

2.5 Conclusion

In conclusion, various approaches have been discussed in the literature to verify the

trustee and untrusted nodes. Consequently, there exist substantial efforts to classify

20



Chapter 2 Literature Review

them. In this chapter's classification of trust, models are described in an elaborated
manner and adapted. This chapter consists of the latest applications of trust solutions

for the SloT through various types of references, publications, and articles.

After reviewing the various papers on loT, SIoT, and trust evaluation methods of
various models, we identify that the most effective and efficient trust computation
models are applied and evaluated the trust values. Various trust computation
techniques are used by the researchers. We further identify the research gaps in loT
and SloT trust computation. Due to the relatively small amount directly related to
work for trust evaluation. Therefore, we try to attempt to establish our work within the
broader context related to the service provider, quality of data, and social relation of
objects and present a critical review for the selection of trust evaluation models for

our work.
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CHAPTER 3: PROPOSED FRAMEWORK

Whoever is careless with the truth in small matters cannot be
trusted with important matters.

-- Albert Einstein--

3.1 Background

loT is a new paradigm that depicts the interconnection of a large number of
computing devices or electronic gadgets connected to the internet. Such devices can
be categorized based on low and high computational capability associated with them.
These 0T devices utilize meta information and unique identifiers to create their social
objects in the 10T environment. Such social objects have enhanced capability to allow
them to create their social network by utilizing specific social relationships like
PLORand CLOR to provide desired services to client-user. They can initiate
collaboration evolve, join different communities, and manage their relationship
without the intervention of humans. Hence the enhancement taking place in the field
of 10T systems produce new terminology called Social Internet of Things (SloT) [62].
Therefore SIoT is an extension of loT which is capable of establishing social
relationships among several social objects concerning humans. Like humans these
social objects as becoming part of social 10T networks that show suspicious behavior
(malicious or cooperative)while collaborating with another social objects in SloT
networks. Users connected with these suspicious social networks are always worried
and under threat while sharing their data and violation of their privacy [63].

Several applications have been introduced which utilize the concept of SloT in
various domains like education, medical field, telecommunication, transportation etc.
Because SIoT devices are interconnected over the internet, the quality of service and
quality of access by the user is most under threat in such SIoT networks. The services
and data produced by SloT device can be tampered with or intercepted during direct
and indirect interactions between trustor and trustee. Hence the authenticity of the
trustor and trustee is at great risk in terms of effective quality-based service and
transmission of appropriate data. One effective solution to such issues prevailed in the
SloT environment is the trust evaluation of trustor and trustee. The impact of direct

and indirect trust provides a better and safe environment for interaction with social
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nodes very article have been covering the aspect of trust evaluation found by the

researcher during the literature survey [64].

Trust has multi meanings in multi-environment so it can't be analyzed on a single
metric. It is an integration of various properties like confidentiality, ability faith, and
belief. Trust counts the degrees of closeness among its characteristic to make the
environment healthy for reliable communication between trustor and trustee. In this
chapter, the researcher has proposed the framework to overcome the problem of
identifying the malicious nodes present in SIoT networks by following the same path
a description of various trust-related mechanisms has been discussed in section 3.2 of
this chapter and performed the categorization of trust in terms of the direct and
indirect trust for quality based services accessed by client user[65]. Further the
researcher has depicted the picture of the proposed framework for trust evaluation in
SloT environment by identifying various effective trust attributes through a literature
survey and classifying them in a hierarchical structure. In section 3.8 of this chapter,
we have depicted the mechanism associated with trust evaluation among social nodes
in 2 scenarios i.e SR to SP and SP to SR by utilizing fuzzy AHP exten analysis and
degree of possibility. At last, we have discussed the significance of the framework in
terms of the identification of malicious nodes in SIoT networks.

3.2 Trust Evaluation Mechanisms

Over the last two decades, people have more attention to it. 10T device users regularly
change the devices, therefore the trust value changes concerning the environment,
scenario, and circumstances of users of the devices. [66] review such characteristics as
well as offer an adaptability-based framework for aggregating trust in SIoT model. In
2017 [67], described the two approaches for computing the trust-based integrity of
social nodes by using peer-to-peer scenarios in a social environment. Each social
object evaluates the integrity of its neighbor nodes by utilizing the interaction and
suggestions received. In this model, a particular social object utilizes its direct
exposure to concerned nearby objects, to maintain the secrecy of the nodes. [43]
offering a trust-based 10T mechanism for determining the trust value of a physical
object through semantic-based analysis for social networks by utilizing authorization-
based cross-layer protocol. Chen et. al. [68] described a set of procedures to determine

the trust and reputation of 10T objects. The parameters used for the model
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are similarity measures, social contract, and community of interest. Privacy was not
part of the design of the model.

Moin et. al. [69], proposed a block-chain-based scheme utilized to protect and
maintain the secrecy of various nodes. Here the author compared the existing
blockchain applications dependency as well as essential issues associated with 10T
devices. However, trust is a concern with users' previous knowledge, with the
additional characteristics of the SIOT being personalization. Generally, two peoples
have different opinions about a particular person. Therefore, trust may be asymmetric
in that case. It means two people are attached in a relationship with a distinguished

level of trustworthiness.

In [70] proposed loT-based services model utilizing the concept of trust update. Here
the proposed strategy shows dependency on collaboration and getting feedback from
friends by applying social contacts, the similarity between node*s centrality and
honesty whereas the community is used like riddle parameter. In [71] advised a
central model for management of trust by utilizing loT to deliver trustworthy
information among nearby smart devices. All the information related to trust value is

kept for observation and stored in secondary storage through supernodes.

In [72], proposed a model based on trust evaluation to provide loT service to the
client by using machine learning techniques. The same model uses two techniques (i)
to identify the number of clusters through k-means clustering (ii) to identify the
boundaries of trusted and untrusted nodes by utilizing a support vector machine.

In [73], proposed a model to utilize various parameters to measure the level of trust
associated with the device using the MCDM approach. The factor considered for
computing trust values is security level, device security and ownership trust. The
fuzzy-based approach is utilized to compute the impact of trust through ranking value.
Similarly, a study conducted by [74], offered a mechanism to evaluate trust
management in SloT environment. The mechanism was based on 3 phases : (i)
Several parameters are considered according to types of attacks in the trust evaluation
phase The trustee node was selected based on the trust parameter. (ii)the trust value is
determined by ANN in the trust aggregation phase. (iii)the time-driven based
mechanism is used in the trust update phase. In [44], described a model shows

dependency on the recommendation of dynamical management of trust in a network
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of wireless sensing wireless sensor networks (WSNs). The value of trust depicts that
node is evaluated in two manners: (i) The trust value in the case of direct trust is
calculated by estimating its performance to interact with local data. (ii) The trust

value of the device is updated timely to increase its reliability.

The study [75], gathered information about the distribution of power within loT
devices to provide solutions regarding communication. Initially, the mechanism
estimates reputation based on exponential distribution through trust evaluation.
Ambiguity may be possible in the case of direct trust assessed, and the indirect trust
value was updated during the inaccuracies that arise from the direct trust. The results

show accuracy improvements in both cases
3.3  Premises

A framework is a systematic representation of critical problems and processes. It
provides a step-by-step process to perform a particular task. The proposed framework
shows the actual documentation of the model and can be modified or updated from
time to time as per the model requirement. It is a common approach to evaluating the
trust of the nodes. To ensure the trustworthiness of the node, the framework has the

following assumptions:

e  The proposed framework improves the trust environment of the model.

e The trust score of the node may be changed by improving the quality of services
and quality of data by using the sub-criteria during the process of framework
implementation.

e  Trust score may calculate with two techniques: direct or indirect trust.

By using the TMS framework is used to improve the quality of service, quality of
data, and social relationships by evaluating the trust score of the end users/nodes.

3.4 Categorization of Trust

To understand trust, it is required to investigate and determine important facts
regarding trust. To understand the information and its domain, it is required to

categorize the trust which is as follows:
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3.4.1 Direct Trust: The direct contact of two social nodes within SloT networks is
responsible for direct trust concerning one another. The direct trust value is
more trustworthy when compared with indirect trust. Hence services accessed
by the client on basis of direct trust are the most fruitful services

3.4.2 Indirect Trust: Indirect trust is also known as transitive trust because of the
involvement of an intermediate node to determine the trust value of the
respective node. There are more chances that a particular node is malicious in

comparison to direct trust.

3.5 Proposed Framework

The classification of trust metrics is done based on how one parameter is dependent
on the other. For example Quality of service highly shows dependency on latency,
transaction time, scalability, and reliability. The rate of low latency time while
completing the request of the client with minimum propagation delays like
transmission and processing improves QoS. Hence trustworthiness of latency is

responsible to deliver trustworthy services within social networks.

A framework is a schematic representation of a complex process. It provides a step-to-
step guide to performing a task for research. This framework is a living document and
can be updated and modified from time to time as per requirements. This framework
is a common approach to computing the trust of the social object in SloT. The

framework has the following assumptions:

e The framework improves the life of social networks by considering
individual nodes™ trust as an effective measure to identify the malicious
node.

e The list of trust metrics attributes is modifiable during the process of
framework implementation. One can choose other factors which show strong
dependency on certain parameters as per user requirements and can also add
more security durability attributes.

e The levels of trust metrics hierarchy are not final. Due to the changes in the
number of

attributes it is changeable.
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Use of this trust evaluation framework Framework is the next step to determining the
trust of a social object for enhancing the strength of social networks in terms of
identifying malicious nodes, better QoS, and better network navigability. The
proposed framework for trust evaluation comprises five phases as shown in figure 3.1

which are as follows:
e ldentification Phase
e  Categorization Phase
e Computation Phase
e Validation Phase

e  Wrapping Phase

= Wentifying Trust Factors
= Kentifying Trust Sub-Factors

Figure 3. 1: Trust Evaluation Framework
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In the first phase i.e., the relevant trust-based set of rules, relevant trust factors, and its
different sub-categories are identified. In the next phase, i.e. the classification phase,
for each identified trust factor, it is mapped whether the construct adheres to the
identified set of rules to compute trust values. In the computation phase, prioritization
of trust attributes is done to measure trust among social objects utilizing trust value in
the case of the direct and indirect scenarios through that construct. The fourth phase
involves the validation of the results or assessments that are developed. The fifth
phase i.e.; the packaging phase evaluates performances based on validation. After
this, Review and revision are common in all phases. In this phase, the whole approach
is revisited for possible improvement and goes back to its last phase from the current

one.
3.6 ldentification of Trust Factors and Sub Factors

The proposed framework for trust evaluation is strongly designed by covering all
necessary aspects of the social internet of things. As we come to know from the
literature review the importance of various trust metrics' dependency on one another,
we reviewed the most crucial factors which affect the trust among social objects
within social networks. Frequently changing behaviors of the social object may
deliver low-quality services, malicious data, and more transaction time are important
risks that occur in SIoT networks. Therefore trust among such social objects is a key

point to having quality based and secure data transmission.

Trust metrics or parameters associated with SloT networks is a knowledgeable
criterion in the fuzzy expert system to locate the truthfulness of social object. From
the above review literature, it is found that trust can be evaluated on various metrics.
In our work, the various trust metrics are taken under consideration including quality
of data (QoD), transaction time, latency, reliability, scalability, quality of service
(QoS), intrinsic, accessibility, recommendation, contextual representational,

reputation from the reviewed articles as shown in figure 1.
3.6.1 Quality of Services (M1)

The QoS metric is utilized to determine the performance of a social 10T node
successfully responding to an end-user request by following certain criteria of service
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level agreement. The QoS metrics include sub-metrics are latency, transaction time

scalability, and reliability.

a)

b)

d)

3.6.2

Transaction Time (SM1): Transaction time signifies the minimal period
associated with the SIoT server to complete a service request between the two
SIoT nodes within a specified time frame. If the particular transaction doesn®t
completed in the given period, it has to be started again to achieve
concurrency|[76].

Latency (SM2): It is the time taken by the SIoT server to complete the client™s
request which experiences various propagation delays like transmission and
processing while providing the desired service to end-users through utilizing

the capability of social virtual object[22].

Scalability (SM3): Scalability signifies the capability of handling workload
within the SIoT system. According to our scenario scalability in terms of trust
metric depicts network throughput surpassing as the number of clients
increases gradually. The bulkiness of the SIoT network is observed in terms of
service requests receives by the server and the number of data streams
produced. Hence, the scalability is responsible for a scalable system for
reinforcement of QoS to produce maximum throughput under heavy workload
in a SloT-based environment[20].

Reliability (SM4): It is responsible for measuring the manner, in which
services complete successfully without failure within a particular timeframe
and under certain conditions. It can be analyzed in SloT systems, that the
number of client request decline by SP at peak time following certain
conditions. Hence, reliability is the possibility that an SP provides desired
services to its client under a specific set of rules without failure for a particular
period[27][78].

Quality of Data (M2)

It determines the level of accuracy, and completeness offered by a smart social object

while providing a service to a client or during collaboration with other nodes. It is the

level of intrinsic, contextual, accessibility, and representational format of data

provided by the smart social object.
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a)

b)

d)

Intrinsic (SM5): The intrinsic data deals with the functionality of data quality
which includes accuracy, objectivity, believability, and reputation dimensions
during transmitting information among nodes (SP to SR and SR to SP) to
perform an integral transaction in SloT-based services. The accuracy and
objectivity alone are not sufficient to be a reliable quality of data; it must have

ensured effective dimension (source of data) and believability.

Accessibility (SM6): Accessibility of data quality depends on what extent of
availability and obtainability of data by the client while accessing desired
services from the SIOT server. Hence the role of the SIoT system is to make

the platform secure and accessible.

Contextual (SM7): The contextual data signifies the specific context of the
task considering timeliness and completeness up to which extent data are
applicable in delivering services in SIOT using different social relationships
among different smart devices. The client accessing services focused on
contextual data quality (value-added, relevancy, and amount of data) rather

than representation.

Representational (SM8): The representational data quality during sharing of
information between client and service provider maintains the format of data
that must be concise and consistent to interpret data appropriately and easy to

understand.

3.6.3 Social Relationship (M3)

The social relationship responsible for social trust between owners and SIoT devices

is measured by honesty, centrality, cooperativeness, the community of interest, and

connectivity. The social relationship like POR and CLOR represent the nature of

bonding among social objects due to continuous interaction between the client

(trustor) and SP (trustee). Hence it allows the trustor to monitor the inappropriate

(dishonest) nature of the trustee for a particular time frame during successful

interaction in the SloT network.

a)

Honesty (SM9): The social relationship property named honesty signifies
whether a particular social object is honest or not. In SIoT, a malicious node

can act dishonestly during providing services as well as recommendations.
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b)

The selection of honesty as a trust sub-metric because of the dishonest social
object may interrupt trust management and continuity of desired services of
SloT-based application. In SloT based application scenario a social object
relies on direct interaction and indirect evidence (using past reputation and
recommendation) to determine honesty as a trust metric of the connected

node through social relationship[79].

Cooperativeness (SM10): The cooperativeness trust metric characteristic
depicts the extent of social objects' socially interactive behavior towards the
trustor. The social object may have the possibility to follow some set of rules
while interacting with a trusted social object or friends with whom having
strong social tie-up, but simultaneously become uncooperative while
interacting with another social object. In SIoT application, a social object can
compute the cooperativeness characteristic of the different social nodes by
utilizing social tie-up and performing a selection of the socially active

cooperative social objects to achieve high performance of application[16].

Community of Interest (Col) (SM11): The Col trust metric signifies the
property of the SlIoT network whether the trusted social object belongs to a
socially similar group/community (same community, co-location, and co-
work) or not. The two social objects having a greater level of trust-based Col
can produce various interactions and positive experiences among other nodes

which can result in better performance of application[21].

3.6.4 Centrality (SM12): The centrality of a social object, trust sub-metric of social

3.6.5

relationship among other social objects represents its geographical position in
the SIoT network. It signifies the importance of a particular social object ,,i*
concerning social object j but declining other social nodes within the SloT
network. Hence the prime objective of centrality is to stop spiteful social

objects to form more relationships [5].

Past Reputation (M4)

The client™s (trustor) previous trust value signifies the trust of SP*s (trustee) depends

on earlier communication for a specific time frame between the client and SP. There

is a significant impact of past interaction between trustee and trustor to compute the
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trustee”s trustworthiness. If the trustor had direct interaction in the past results in a
positive impact otherwise it may produce a negative impact using the present trust
score [68][69].

3.6.6 Recommendation (M5)

Trust score from the trustworthy social object can be utilized to compute the trust of
the SP specifically when the client doesn“t have any past interaction with the trustee.
Recommendations from the nearby social object are utilized for evaluation when a
particular trustor cannot able to locate a trust score through direct observation.
Further, the recommendation must be honest and strong enough to prevent trust-
related attacks [71].

3.7  Categorization of Trust Factors and Sub-Factors

The classification of trust metrics is done based on how one parameter depends on the
others. For example Quality of service highly shows dependency on latency,
transaction time, scalability, and reliability. The rate of low latency time while
completing the request of the client with minimum propagation delays like
transmission and processing improves QoS. Hence trustworthiness of latency is

responsible to deliver trustworthy services within social networks.

Figure 3.2 shows the hierarchy-based classification of trust factors and their sub-
factors which categorize into two levels. The main category and sub-category depict
different factors association, the trust factors and trust sub-factors are shown in terms
of direct and indirect trust. For example, latency and transaction time has different
impact values on QoS as well but their effects are not the same. Moreover the
classification of trust factors helps to identify weight vectors to determine the
contribution of each parameter. QoS, QoD, and social relations affect the direct trust
value of social nodes while past reputation and recommendation affect the
trustworthiness of nodes indirectly. For the computation of trust, metrics at level 1 are
denoted as M1, M2, M3, M4, M5, and at level 2 are denoted as SM1, SM2, SM3,
SM4, SM5, SM6, SM7, SM8, SM9, SM10, SM11, SM12.
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Sub- category

Main category

‘l‘ Transaction Time (SM1)

Latency (SM2)

Quality of Service

(M1) Scalability (SM3)

Reliability (SM4)

Quality of Data Intrinsic (SM5)

(M2)

Accessibility (SM6)

Contextual (SM7)

Social Relationship Representational (SM8)

Trust Metrics

/NN

(M3)
Honesty (SM9)
Past R(:,'):)tatlon Cooperativeness (SM10)
Community of Interest
(SM11)
Recommendation Centralrity (SM12)

(M5)

Figure 3. 2: Categorization of Trust Factors and Sub-Factors

3.8  Trust Evaluation Mechanism using Fuzzy AHP

Trust is the most promising characteristic among social objects which is related to
service providers and service requesters. Trust computations play a key role to
improve the quality of services, quality data sharing, malicious node-free social
networks and minimizing attacks etc. Therefore, trustworthy nodes provide desired
services to their client through social objects efficiently in a specific time frame with
certain rules set by the owner of the device. Here, the computation of trust comprises

two steps including mechanism selection and description & implementation.
3.8.1 Mechanism and its Interpretation

After evaluating the problem of trust computation, it is found that this is a decision-
making problem which is having multiple criteria in the form of trust metrics
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associated with social objects. Thus, in technical terms, trust computation relates to
multiple criteria decision-making problems. There are multiple methods and
techniques to solve the problem of decision-making. After a literature review of
previous work, researchers have found that there are so many techniques to solve this
type of problem. Further, Multi-Criteria Decision Analysis (MCDA) strategy is
responsible for supporting the respondent to provide a path in case of conflict
occurred. The approach defined above differs in their decision, objective or
subjective. This work is using the Fuzzy AHP for trust e computation for two
scenarios i.e SR to SP and SP to SR. Further, the results help to identify malicious

nodes present in the social network of SloT.
3.8.2 Implementation

In early 1970, Thomas L. Saaty introduced a multi-standard for performing reasonable
decisions using the keyword analytical hierarchy process(AHP). It was introduced for
structuring, measurement, and synthesis to perform the pairwise comparison using a
comparative significance fuzzy scale depicting the preference of decision-makers to
select criteria and cost-effective parameters for a given problem. Although AHP
seems to be better while analyzing decision groups but various academicians accept
that a hybrid form of AHP produces better results by utilizing fuzzy set theory with
AHP strategy to compute trust value. The inclusion of methodology is shown in
Figure 3.3, in the form of a flowchart. It depicts the design process for evaluating trust
in SIoT environment. The computation of trust using a flowchart is breakdown into 5
steps which includes planning and preparation, fuzzification, fuzzy operation,
analysis, confirmation, and estimation. The problem analysis, selection of trust
factors, and sub-factors that determine the scope of AHP are the major concern related
to the planning and preparation phase. The application of fuzzy AHP has been carried
out to compute the weight vector in the most prioritized form by utilizing fuzzy extent
analysis and degree of possibility..Such weight metrics are utilized to compute the
trust for 2 scenarios i.e SR to SP and S to SR.

a) Planning and Preparation Phase

The problem of computing trust is recognized and depicted in previous chapters
and closely related factors that affect trust are identified and categorized in the
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previous section of this chapter. The AHP act as a mathematical tool for decision-

making to prioritize and produce weight vectors by using a hierarchical structure
of multi attributes. According to our work, AHP is the most suited technique to

compute the trust of the social object in SloT-based networks. That is why we

have used fuzzy in our work to produce more refined results.

Preparation

Problem Identification

[ y
‘ Selection of Group of Experts in ‘
Relevant Field

¥

and Planning ‘ Define scope and Boundaries of ‘
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Figure 3. 3: Flow chart for implementation of Fuzzy AHP Method

35



Chapter 3 Proposed Framework,

b) Fuzzy AHP Mechanism to calculate the prioritized Weight Vectors

AHP (Saaty)is observed as the finest MCDM technique to provide levels
(hierarchy) to criteria or factors suitable for decision-based problems while
considering appropriate constraints by minimizing complexity. Further balancing
the metric associated with it, AHP performs Pairwise comparison matric for a
certain number of criteria and parameters which is beneficial for verdict-makers.
AHP is distinct from ANP, which considers the interrelationships and feedback

from the networks between alternatives and criteria [81].

From previous research, it is found that the F-AHP mechanism has been utilized in
various studies and resultant depicts its usage in various applications and adequate
for various situations. From various journals, it is found that the best result for
criteria plays an important role [31]. By utilizing Fuzzy -AHP mechanisms
verdict-makers are much capable to take realistic decisions efficiently through
investigating the prominent parameters. That is why the authors tried to appertain
the Fuzzy-AHP to compute the trustee nodes in a social network. After performing
the planning phase, the basic procedure for hybrid fuzzy AHP starts to perform
fuzzification, defuzzification, construction of normalized matrix consistency,
fuzzy extent analysis, and degree of possibility are utilized to compute the weight
vectors. Before discussing all such terms let's understand what fuzzy set theory is.
The possible definition related to the fuzzy set theory that has been discussed here
understand the concept of fuzzy AHP [82].

In a fuzzy system, the triangular fuzzy number (TFN) is depicted by 3 keywords
lower (1), middle (m), and upper (u) as signified in Figure. 2. The membership

function uN( ) is defined in equation (2).

Ol 1 O

0
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RIN(x)

Y
#

Figure 3. 4: Triangular Fuzzy numbers

Statement 1:

Consider Y and Z are the 2 TFNs Y = (Y1, Ym, Yu) and Z = (ZI, Zm, Zu ). The vertex
approach is utilized to compute the distance between Y and Z as given by Eq. (3).
Table 3.1

D(Y.2)

Vo=l ) (C ) ( )1 O

Table3. 1: Fuzzy Operations

Y1+ 2Zi, Yo+ Zm, Yu + Z)

(Yl - Zl, Ym - Zm, Yu - Zu)

(YlXZl,YmXZm,YuXZu)

( Yl/Zu, Ym/Zm, Yu/Z] )

(1/Y1,1/ Ym ,1/ Yu)

(le ’ kYm ’ kYu)
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In this work, the researcher uses an extent analysis mechanism to produce an accurate

and consistent result. The procedure followed regarding the fuzzy AHP strategy in

eight phases is given below:

Table3. 2: Satty Scaling

Linguistic Value TFN TFN Reciprocal Trust Value
Not Trusty (1,1, (1,1, 0.0
Very Less Trusty (0.5,1,1.5) (0.6,1,2) 0.2
Less Trusty (1,1.5,2) (0.5,0.6,1) 0.4
Strongly Trusty (1.5,2,2.5) (0.4,0.5,0.6) 0.6
Ver_;l/_rS:::;gly (2,2.5,3) (0.3,0.4,0.5) 0.8
Absolute Trusty (2.5,3,3.5) (0.2,0.3,0.4) 1.0

Phase 1. The computation of data value deals with the issue identified based on the

trust metric in the SloT network shown in fig 1. The fuzzy scale of comparative

significance between every element put together in the same pecking order defined in

Table 3.1 signifies linguistic variables (Not Trusty, Very Less Trusty, Less Trusty,

Strongly Trusty, Very Strongly Trusty, and Absolute Trusty)

Phase 2: Based on expert opinion, an FPCM is constructed by transforming linguistic

variables into a fuzzy number using TFN[83]. We used a trust-based fuzzy scale to

convert lingual elements into a set depicting fuzzy values shown in table 1. An

example of FPCM can be depicted as.

Tij=[

where bjj=1, for i=j and Tjj= (tijl, tijm, tiju)

(4)
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Phase 3: In this phase, we construct a single decision matrix (SDM) using an FPCM
based on expert opinion about the trust metric for a social object in SIoT by utilizing
equation 5.

Tij = (Pij, Qii, Rij)

Pij = min {Pij"} (5)
Qjj= —=

Rij= max{Rij'}
Where n represents the size of metrics and k signifies each member in SDM.

Phase 4: The combined pairwise matrix (CPM) acquired through phase 3 is supposed
to check for consistency to acknowledge the expert opinion regarding the trust metric
of the SloT system is consistent or not. First, defuzzification of CPM is done in crisp
format[84]. For example, suppose V= ( a,b,c) is a TFN, its defuzzification into crisp

format is depicted by the formula.
Tcrisp = — (6)

Further, the pairwise matrix is supposed to check for consistency after defuzzification
and the matrix must be normalized by performing a division of each element in a
column by adding all the elements in a column.

ni=y _ forall (ijet) 7)

Where n represents the size of metrics

The eigen-vector (EV) signifies the weight value of every trust metric depicted by

Wi = (8)

Where Wi represents the EV in row i, and ), is the addition of every term in the

row of the normalized pairwise matrix( NPM)[85]. The highest value of EV Amax of
the fuzzy crisp matrix is calculated by the multiplication of every term of the crisp

matrix and EV. Therefore, Amax is given by
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tmax =X *(C ) (9)
Where Y, represents the addition of all column terms of the crisp non-normalized values, Wi depicts the EV and n is the size of metrics.

The consistency ratio (CR) and consistency index are computed through eq. 10 and 11

respectively.

Cl=— (10)

CR= — (11)

Matrix size 1 2 3 4 5 6 7 8 9 10

RI 0 0 [058 | 090| 112 124| 132| 141 | 145|149

In Table 3.3 RI depicted matrix sizes up to 10 metrics. To compute the consistency of
the PCM, CR must be less than 0.10 otherwise the procedure for the PCM has to be
repeated. In other words, the expert's opinion about identified trust metric for social

object selection is acceptable if CR<0.10 otherwise their judgment is incoherent.

Phase 5: In this phase, we have to compute the fuzzy synthetic extent value (FSE)
using an FPCM through eq. 12. The FSE for the ith value is expressed by:

1
=% oL D ] (12)
Where Si signifies FSE and Y; is calculated by using fuzzy addition operational law, is given by eq. 13
5 - > b ) forall (1e[1,2,3...n]) (13)
The expression is ¥ 5 evaluated by using fuzzy addition law on x

. Further, each column element perform addition to compute Y: ¥ through eq. 14 That is,
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5 5 -5 » 3 ) forall (je[l,2,3...n]) (14)

The expression [ 3 X ]-1 is calculated by taking the transpose of the outcome

(eqg. 15). which is given by

x o e — — —) (15)

Finally, the expression % @k X ]-1 is computed by applying fuzzy

multiplication operation law using eq. 13 and 15 and is given by Eq. 16

X ) X

Si=( . ’ . ’ . ) (16)
Forall (i,j €[1,2,3...n])

Phase 6: The degree of possibility (DP) has to be calculated in this phase because
there may a exist TFN value between the 2 fuzzy numbers[86]. Consider, there exist
two triangular fuzzy numbers say H1 = (11,m1, ul) and H2 = (12,m2, u2), then their
DP must be H1 > H2 is given by

V (H1 > H2) = sup [min (uH1(y), pH2(2))] (17)
The above expression can also be defined as given in eq. 17

V (H1 > H2) = hgt (H1 N H2) = ppyy (d)
NO { (18)

Where, ordinate d is the highest point of intersection between pH1, uH2, and DP as
depicted in figure 3.4.

Phase 7: Further, evaluate the degree of possibility (DP) using eq. 19 and 20 for

convex fuzzy number i.e, greater than r CFNSs.
V (H 2 Hl, H2 Hr) = m|nV(H 2 Hk)vke[l‘z‘. K (19)

d'(GK) = minV(H > H) Vi, ke[L2,...n],j#k (20)
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nHGD

WVi{H; = H>)

Figure 3. 5 : Degree of the possibility of the Two TFN

Phase 8: Compute the weight value and normalized it to again evaluate the non-fuzzy

weight vector using eq. 19 and 20.

. T

W = (d' (Gy), d' (G2) . . ., d' (Gp)) (21)
Finally, we obtain the weight computed through eq. 21 and further normalized to
evaluate the non-fuzzy weight vector depicted by:

W = (d(Gy), d(Gy). ..., d(GN) (22)

Where d (Gk), V k€ [1, 2, 3....., n] represent the weight of metric k.

c) Hierarchy-based trust evaluation mechanism

After finding the prioritize weight metric using fuzzy AHP by applying fuzzy extent
analysis we follow a hierarchical based trust computation model to determine the
level of trust in both the scenario i.e SR to SP and SP to SR[87]. The hierarchical
model for scenario 1 and 2 consist of 3 levels, at level 1 we place the goal to
determine the level of trust, at the second level we placed the affecting parameter of
the main category which deals with direct and indirect trust and its sub-category at a
level as shown in figure 4 and figure 3.5. The author considered main category factors

to compute trust value in both scenarios.
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Level 1
Goal

To determine trust
level

Quality of Quality of . :
Leve_l 2 Service Data Past Repuatation Recommendation
Metrics

Transaction Time Intrinsic
Level 3 Latency Accessability
Sub- Metric
Scalability Contextual
Reliability Reprsentational

Figure 3. 6: Trust-based computation hierarchy model (SR to

SP) using fuzzy-AHP

Evaluation of trust is computed through a social object™s trust score by following

criteria of profitability to assign a task, interact and collaborate with other social

objects. The trust in the trustee acts as a function of the interaction data value (present

and Past) obtained from the different social objects[88].

Level 1
Goal

To determine
trust level

Level 2
Metrics

Level 3
Sub- Metric

Social
Relationship

Past Repuatation

Recommendation

~~

Honesty

Cooperativeness

Community of Int

erest

Centrality

Figure 3. 7: Trust-based computation hierarchy model (SP to

SR) using fuzzy-AHP

The computation of trust depends on trust metrics to assign a particular weightage to

every parameter by the trustor. The social object's truthfulness is based on the direct

trust value received from the direct communication of a client and previous reputation

data value with the SP along with suggestions obtained from the social object.
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Notably, TMS working efficiently follows two-way communication SR to SP and SP

to SR in SIoT computing.

So, utilizing capabilities of trust management here we considered the two scenarios

SR to SP and SP to SR where SP provides services to the end-user while SR requests

social object collaboration with others of the same community or groups. Hence the

trust management system (TMS) is split into 2 streams namely direct trust (DT) and

indirect trust (IDT) as given below:

Direct Trust: The direct trust evaluation of social object node SONi by end-
user j depends on QoS and QoD in terms of SR to SP, it also computes the DT
value of j utilizing social relationship (centrality, community of interest, and

cooperativeness) among social object in SIoT network.
Trust Value Tij in case of direct interaction is given by
Tij= aDjjt+ (1-a-B) Xjj + A Yjj (23)
where Dij = Z— is direct trust of node i with respect node j during
direct contact.
Transactional factor (Tf) and Fbk both € (0, 1)
Xijjand Yijj are the weights of Trust metrics.
0<(a,B,A,y) <1 \1, O<Tij<1
a, B, A, are trust adjusting value to maintain the trust value between 0 and 1.

Indirect Trust: It computes the subjective trust value of the SP on basis of
suggestions and prior knowledge received by the client. In other words, the
Indirect trust data value is the integration of recommendations and earlier
experience of social objects in SIoT networks.

Trust Value Tij in case of direct interaction is given by

Tij = Tij (t) (t-At) + BRec kj +oDik
(24)

where 0<(a,) <1, 0<Tij<1
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a and B are the trust adjusting value to maintain the trust value between 0 and
1.

Dik signifies direct trust of node k concerning node i.

Tij(t) (t - At) is past reputation value , Reckj depicts recommendation of of
socil object k regarding socil object j.

3.9 Significance of the Framework

In the SloT environment, the changing behaviors of the social object may produce a
suspicious environment for the end user. In such cases Users connected with these
suspicious social networks are worried while sharing the data and violating their
privacy. Hence, the concept of trust in SlIoT can be considered as a treatment for
malicious or dishonest nodes. Through literature, we come across various problems
associated with the evaluation of trust. Answering those problem show path to
producing trust based frame for social 10T nodes. The above-discussed framework has

the following significance

e It may help to find dishonest or untrusty nodes by computing the trust values
of social objects

e It may help to provide quality-based service to the client with intrinsic data
quality.

e It may help to assess the impact of various trust factors during the
collaboration of social objects in SIoT environment

e It may help to find the impact of direct and indirect trust on particular social
object

3.10 Conclusion

In this chapter, the researcher tries to full fill the needs, and importance required to
perform trust evaluation for the identification of malicious nodes within the social
node. The same researcher has proposed a framework for trust evaluation.to follow
the requirement of the framework, we have found out from the literature major
affecting trust factors of social networks like QoS, QoD, social relationships, etc.
Further, the classification of trust factors has been done using a hierarchical structure.
To achieve the goal we have to provide the full description of a flow chart for trust
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evaluation where we have firstly depicted the planning and preparation phase and
then the mechanism utilized by the researcher to calculate the weight vectors of
different factors. After that, a simple mechanism for the evaluation of trust by
utilizing a weight vector has been depicted based on the hierarchical structure of trust
factors. At last, we presented the major significance of the framework.
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CHAPTER 4: IMPLEMENTATION OF FRAMEWORK

The people when rightly and fully trusted will return the trust.

--Abraham Lincoln--
4.1 Background

In the last two decades, the Internet of Things (IoT) emerges as a revolution in the
field of computer science and a progressive face of challenge for academic
researchers. The transformation of loT to the Social Internet of Things (SloT)
currently gaining much popularity as well as attracting the research community
because of the spacious and flexible nature associated with it. In the SloT
environment, the smart objects are capable of locating appropriate services for client
users by using social networks, such a network consists of a social node that may
show malicious or falsie nature to provide bad services[89]. Therefore evaluation of
trust for the same social nodes provides a path to better network navigability and
detection of malicious nodes. A trust may be expressed as a function of reliable

service through social networks.

Trusty and malicious nodes are dependent on various effective direct and indirect
metrics. Direct metrics at level 1 consist of QoS, QoD, and social relationships while
indirect metrics are past reputation and recommendation. The direct factors at level 2
include latency, transaction time, scalability, reliability, Intrinsic, accessibility
contextual, representation, honesty, cooperativeness, a community of interest, and
centrality. No indirect metric exists at level 2. The QoS and QoD is directly
responsible for quality-based services in SIoT network, so they are categorized as
direct metrics while reputation and recommendation need metrics are measured in
terms of other nodes as an intermediary so they are depicted as indirect metrics.
Hence trust value at an early stage through reputation and recommendation may
improve the performance of social networks but it*s very hard to implement [90].
Therefore evaluation of trust is necessary for the detection of malicious social nodes.
The computation mechanism involves not only quantifying trust factors but also
identifying the most crucial metrics among them. In a nutshell, identification,

categorization Ranking, and evaluation of trust metrics is a critical task.
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Unfortunately, we find none of the authors in the literature performs trust evaluation
for such factors. Hence in this chapter, we attempt to perform ranking and
computation of trust based on direct and indirect metrics using real-time examples of

local ad-hoc networks.

The mechanism process for trust computation for the detection of malicious nodes is
already discussed in chapter 3. According to the mechanism firstly, the author
calculates the local and global weights of each metric and sub-metrics and performs a
ranking of the final weights. To compute the trust value, we use two scenarios of the
fuzzy-based hierarchy model as discussed in chapter 3, to determine direct and
indirect trust. Based on direct and indirect trust, evaluated through fuzzy methods the
overall trustworthiness of the social node (malicious or not) is estimated. The step-by-
step process of trust computation is depicted in the next portion of the chapter.

4.2  Framework Implementation

In this chapter the researcher, presented the mathematical solution for the given
problem to find the malicious nodes in a social network of SloT.For the
implementation, we have taken a social ad-hoc network of 10 to compute the trust
values and tried to identify the no of malicious or dishonest nodes on the basis fuzzy

trust value taken in chapter 3.
4.2.1 ldentification Phase

Trust metrics or parameters associated with SloT networks are a knowledgeable
criterion in the fuzzy expert system to locate the truthfulness of social objects. From
the above review literature, it is found that trust can be evaluated on various metrics.
In our article, the various trust metrics are taken under consideration including quality
of data (QoD), transaction time, latency, reliability, scalability, quality of service
(QoS), intrinsic, accessibility, recommendation, contextual representational,
reputation from the reviewed articles as shown in the previous chapter. To compute
the value of trust for a social object, we adhere to the flow chart depicted in the

previous chapter and follow the procedure step by step.
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4.2.2 Computation Phase

The computation phase deals with the fuzzy AHP mechanism used as a tool to
compute weight vectors of trust factors by following the given procedure in the
previous chapter using fuzzy synthetic extent analysis and degree of possibility. These
weights are further utilized for the computation of trust using the hierarchical-based
model for 2 scenarios i.e. SR to SP and SP to SR.

4.3  Estimating Weights of Trust Factors using Fuzzy Method

The Analytical hierarchy process has been utilized to perform a ranking of factors in
different environments. We have used a novel fuzzy-AHP strategy to compute
ranking to perform to compute weights in the SIoT network. To obtain the trust value
of a social node in SloT, firstly we have to perform a selection of trust base metrics
and sub-metrics. For the same, various metrics were identified from literature in the
SloT environment. Further, the opinion of 15 experts belonging to academics and
industry was used to collect data based on discovered factors. Hence, five metrics and
twelve sub-metrics were selected as depicted in chapter3. Afterward, the hierarchy-
based framework is constructed to compute the trust of a social object which includes
our goal, metrics, and sub metrics as shown in fig 5 and 6. In our constructed
framework, there are three levels where first-level signifies our main goal while the
metric and sub-metric are taken into level 2 and level 3 as depicted in chapter 3. The
ultimate aim of the present study is to perform a ranking of metrics and sub-metrics to
evaluate the trust value of trustees through direct trust and indirect trust in SIoT.

4.3.1 Formation of Pairwise Comparison Matrix

By using the technique fuzzy-AHP, we have surveyed fifteen experts, and the
formation of pairwise comparisons of trust metrics is done. The sample size obtained
from survey experts is quite small but the fuzzy AHP is very subjective.. Various
other researchers have also taken such a small dataset and produces effective results.
Therefore utilizing fifteen experts™ suggestions to collect a dataset for fuzzy-AHP in
our work is quite justifiable. Now, we have performed the formation of a pairwise
comparison matrix through the data collected. The linguistic variables signify their
corresponding triangular fuzzy number (TFN) is depicted in chapter 3 for the
conversion to be done. Thereafter, we obtained an aggregate fuzzified comparison
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matrix by combining fifteen matrixes through equation 5. Finally, the obtained FPCM
for scenario 1 and scenario 2 is depicted in Tables 4 and 8. For example, how the
value of Tij = ( Pij, Qij, Rij ) is calculated and sample data collected from the experts

for the trust metric and sub metric for levels 2 and 3 is given below:

(1,15,2), (0.4,0.605), (152.25), (1,152), (1,152), (0.4,0.6,05), (1,1.52),
(1,1.5,2), (0.4,0.6,0.5), (1,1.5,2), (1.5,2,2.5), (1,1.5,2), (1.5,2,2.5), (1,1.5,2), (1.5,2,2.5)

P = min{Pij}

=min{1,04,15/1,1,04,1,1,04,1,15,1,1,1, 1.5}

=0.4
Qj =-
= —(1.5+0.6 +2 +1.5 +1.5+0.6 +1.5+1.5 0.6+1.5+2+1.5+2+1.5+2)
=145
..k
Rij =max{Rij }

max{2, 0.5, 2.5,2,2,05,2,2,05, 2,25, 2,25, 2, 25}
=2
Hence, Tjj = (0.4, 1.45, 2)

Table 4. 1: Fuzzified Pairwise Comparison Matrix for Main

category (Scenario 1)

QoS QoD Reputation | Recommendation
QoS 1,1,1 0.4,1.4525 | 1,1.89,2.5 1.5,2.16,3.5
QoD 0.4,0.97,2.5 1,11 1.5,2.29,3.5 1.5,2.42,35
Past Reputation |0.4,0.59,1.5 |(0.3,0.42,0.6 1,11 0.4,1.54,2.5
Recommendation (0.3,0.59,1.5 [0.3,0.49,0.6 | 0.4,0.88,2.5 1,1,1
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Table 4.1 depicts the fuzzified pairwise comparison matrix (FPCM) for main category
factors like QoS, QoD, past reputation, and recommendation. Using equation (4), we
have calculated the values of each cell. The example for the same has been discussed
in the previous portion of this chapter. Hence all the values of each cell have been
determine by following the procedure discussed above for FPCM for SR to SP.

Table 4. 2: Fuzzified Crisp Matrix for Scenario 1

QoS QoD | Reputation | Recommendation
QoS 1 1.45 1.85 2.27
QoD 1.13 1 2.36 2.44
Past Reputation | 0.71 0.43 1 1.51
Recommendation | 0.68 0.47 1.07 1

Table 4.2 Shows the defuzzification of TFN value into crisp value using the value
integration method as depicted by equation (6) for the trust factors in chapter3. Hence

the value of the crisp matrix depends on the lower, middle, and upper value of FPCM.

Table 4. 3: Normalized Fuzzified crisp Matrix for Scenario 1

QoS QoD | Reputation | Recommendation
QoS 0.284 | 0.432 0.295 0.375
QoD 0.321 0.296 0.376 0.377
Past Reputation | 0.201 | 0.128 0.159 0.209
Recommendation | 0.193 | 0.14 0.171 0.138
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Amax = 4.165, Cl=0.06, CR=0.06

Table 4.3 depicts the normalization of fuzzified crisp value by dividing each element
in a column by the sum of all elements in the column by using equation 6 for all the
trust factors of the scenariol. The value of Amax is calculated by multiplying each
element of the fuzzy crisp matrix corresponding eigenvector by equation 8. The value
of CR and CI is calculated by equations 9 and 10.

Table 4. 4: Eigen Vectors of trust metrics for Scenario 1

TRUST METRIC EIGEN VECTOR
QoS 0.345
QoD 0.343
Past Reputation 0.174
Recommendation 0.161

Table 4.4: Shows the final value of the eigen-vector. It can be calculated by the sum
of all elements in a row of the normalized pairwise matrix and divided by the number

of trust factors. It represents the weight of trust factors
4.3.2 Validate the consistency of the pairwise comparison matrix

After the formation of PCM, the consistency ratio is computed. For example, we have
evaluated the greatest EV for scenarios 1 and 2 of PCM. For the same, the TFN of a
PCM is defuzzified corresponding to crisp format through equation 6 and the obtained
FCM is depicted in Tables 4.2 and Table 4.3. The fuzzified crisp matrix is further
normalized through eq. 7 and the outcomes obtained are shown in Tables 4.3 and --.

The eigen-vector (EVS) of the fuzzified crisp matrix is computed through eq. 8. The
outcomes of the EVs for 2 scenarios are depicted in Tables 4.4 and --. We have
computed the highest EV (Amax) of the fuzzified crisp matrix through eq. 9.
Therefore scenario 1
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Amax=

(1+1.13+0.171+0.68)*0.345+(1.45+1+0.43+0.47)*0.343+(1.85+2.36+1+1.07)*0.174
+ (2.27+2.44+1.51+1)*0.161= 4.165

Since we have considered 4 factors, so the corresponding value of the Random Index
is 0.90as depicted in chapter 3. Hence Cl is calculated using equation 10.

Cl=—— =0.06
Therefore, the consistency ratio (CR) is computed as using equation 11.
CR=— =0.05

Now, the CR value is 0.05 which is less than 0.10 so the Table 4.1 representing
fuzzified pairwise comparison matrix is acceptable and consistent.

4.3.3 Performing prioritization of weights of trust metric

We have computed the local weight (LW) of the trust metric and sub-metric and
shown the description of our evaluation based on Table 4.1 for scenario 1 of the main

category. we have utilized the extent analysis strategy and the procedure for the same
is given below:

Table4.5: > (j=D*

ij Value for each metric

Trust Metrics z
QoS 3.9,6.5,9.5
QoD 4.4.6.68,10.5
Past Reputation 2.1,3.55,5.6
Recommendation 22.945.6

Table 4.5 depicts the sum of all Tj; by performing fuzzy addition operations

using equation 13.

53




Chapter 4 Implementation of FrameworR,

Table 4. 6: Fuzzy synthetic extent (Si) value for trust metrics

Trust Metrics o
QoS 0.125,0.382,0.779
QoD 0.141,0.341,0.861
Past Reputation 0.064,0.181,0.459
Recommendation 0.054,0.152,0,289

Table 4.6 show the Fuzzy synthetic extent value of trust metrics for comparison of
fuzzy numbers, which is calculated by using equation 12. It depicts the "extent" to
which a metric satisfies a goal by performing comparison of fuzzy values.

The Si of the PCM in Table 4 was calculated using eq. 12
Si=y o 3 -1

» is computed using eg.13 and results depicted in Table 15 and the value of

s xcalculated by eq.14 is given by
s x=(12.4,19.67,31.21)

Further the inverse value of 3, . computed using eq.15 which is given below
P 1 =[— — — )l

Therefore, the FSE value (Si) is computed as

[Si]=] ] ® [0.032, 0.051, 0.082]

The result obtained for each value of Si is depicted in Table 4.6.The degree of
possibility (DP) for one TFN is highest than other is computed through eq 17 and 18.
Further, the DP associated with convex fuzzy values (CFV) highest than the three is
evaluated through equation. 19 and 20. as given by
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d'(S1) = least {WV(S1 > S2, S3, S4)}

=least{ WV(1,1,1)}=1

d'(S2) = least {WV(S2 > S1, S3, S4)}

= least {WV/(0.937, 1, 1)} = 0.947

d'(S3) = least {W V(S3 > S1, S2, S4)}

= least {WV(0.529, 0.537, 1)} = 0.585

d'(S4) = least {WV(S4 > S1, S1, S3)}

= least {WV/(0.358, 0.322, 0.853)} = 0.416
The weight vector is computed through utilizing eg. 21

W'=(1, 0.947, 0.585, 0.416)T

Now, we can compute the normalized weight vector W by taking the transpose of W’

utilizing eq. 21

W = ( )T =0.342 ,0.321,0.198,0.141

Weight value for scenario 1 B Weight

04 1
03 %" .,
02 1

01+

Figure 4. 1: Graphical Representation of Weight obtained in scenario 1
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Figure 4.1 shows the prioritize weights of QoS, QoD Reputation, and

recommendation. The most prioritized factor is QoS. The QoS and QoD show a very

close impact.

For scenario 2 (SP to SR), In the same manner, we can calculate the weight

vectors for social relationships, past reputation, and recommendation.

Table 4. 7: Fuzzified pairwise comparison matrix for scenario 2

Social

_ | Reputation | Recommendation
Relationship
Social
_ _ 1,11 1.5,2.234,3 1,2.26,3
Relationship
Past Reputation | 0.3,0.42,0.6 1,1,1 0.5,1.2,2
Recommendation | 0.3,0.44,1 0.5,0.94,1 1,11

Table 4. 8: Fuzzified crisp matrix for scenario 1

Social i _
Relationship Reputation |Recommendation
Social . 21 -
Relationship
Past 0.444 . o
Reputation
0.514 0.89 1

Recommendation
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Table 4. 9: Normalized FCM for scenario 2

Social Reputation | Recommendation
Relationship
Social 0.511 0.549 0,499
Relationship
Past Reputation 0.226 0.228 0.264
Recommendation 0.263 0.235 0.232

Amax = 3.104, Cl= 0.05, CR=0.086
The calculation of eigenvector Amax for scenario 2 is given by equation 9

amax = (1+0.444+0.514)*0.522 + (2.31+1+0.89)*0.239+
(2.17+1.21+1)*0.234 = 3.104

Since we have considered 3 metrics so the corresponding value of Rl is 0.058 using
Table 3. Hence the Cl is calculated using equation 10.

Cl= —— =0.05
Therefore, the consistency ratio (CR) is computed using equation 11.
CR=— =0.086

Now, the CR value is 0.05 which is less than 0.10 so the Table 8 representing PCM
is acceptable and consistent. Using the same procedure, we have validated the CR for
every metric and sub-metric, and the outcomes are depicted in Tables 12, 13, and 14.
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Table 4. 10: Eigen on trust metrics for scenario 2

Trust Metrics

Eigen Vector

Social Relationship 0.522
Past Reputation 0.239
0.234

Recommendation

Table 4. 11 : Fuzzy Synthetic Extent value (Si) value

Trust Metrics

Si

Social Relationship

0.256,0.526,0.995

Past Reputation

0.131,0.246,0.511

Recommendation

0.133,0.224,0.433

The result obtained for each value of S;j is depicted in Table 16. The degree of

possibility (DP) for one TFN is highest than the other is computed through eq 17 and

18. Further, the DP associated with convex fuzzy values (CFV) highest than the three

is evaluated through an equation. 19 and 20. as given by

d'(S1) = least { WV(S1 > S2, S3)}= least (1,1,1)=1

d'(S2) = least { WV (S2 > S1, S3)}= least (0.376,1)=0.376

d'(S3) = least { WV (S3 > S1, S2)}= least (0.474,0.932)=0.474

d'(S3) = least { WV (S3 > S1, S2)}= least (0.474,0.932)=0.474

W'=(1, 0.376, 0.0.474)T

W= (1/1.85),(0.376/1,85),(0.474/1.85)
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W= (0.540),(0.204),(0.256)

Weight value for scenarion2 M Weight

Figure 4. 2 : Graphical Representation of Weight obtained in scenario 2
4.1 Figure shows the social relationship metric gains the highest weight while
reputation at the lowest position which shows the social relationship is the most
important factor for the collaboration of nodes.

4.4  Estimating Weights of sub-Attributes using the Fuzzy Method

Similarly, we have calculated the weights of sub-metric criteria of QoS, QoD, and
Social relationship sub-metrics to determine the weight values.

Table 4. 12: FPCM for Quality of Service for Sub metric

Transaction | Latency | Scalability | Reliability
Time (SM1) | (SM2) (SM3) (SM4)
Transaction 1,1,1 1,1.64,2.5 0.5,1.42,2.5 0.5,1.4,2
Time (SM1)
Latency 0.4.0.55,1 11,1 0.5,1.07,2 0.4.0.7,2
(SM2)
Scalability 0.4,0.73,2 0.5,0.95.2 111 0.4,0.9,2
(SM3)
Reliability 050712 | 0511725 | 01,1.17,25 11,1
(SM4)

Mmax = 4.109, Cl= 0.03, CR=0.04
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Figure 4. 3: Graphical Representation of Weight obtained QoS- Sub-metric

Figure 3 shows the graphical representation of transaction time, latency scalability,

and reliability with a weight of 0.280,0.287,0.183, and 0.251 respectively where
latency is the most prioritized one while scalability is at least position.

Table 4. 13: FPCM for Quality of Data-Sub metric

Intrinsic | Accessibility | Contextual | Representational
(SM5) (SM6) (SM7) (SM8)
Intrinsic
1,1,1 0.5,1.39,2 0.5,1.19,2 1,1.69,2.5
(SM5)
Accessibility
0.5,0.67,2 1,1,1 0.5,1.04,2 0.5,1.39,2.5
(SM6)
Contextual
0.5,0.85,2 0.5,1.03,2 1,11 0.5,1.3,2
(SM7)
Representational
(SM8) 0.4,0.55,1 0.4,0.73,2 0.5,0.77,2 1,1,1

hmax = 4.106, C1= 0.035, CR=0.038
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Weight value for scenarion 2

B Weight

Figure 4. 4: Graphical Representation of Weight obtained-QoD sub-metric

Figure 4.4 depicts the sub-metric of quality of data where intrinsic achieve more

weight as compared to other while representation gains very weight.

Table 4. 14: FPCM for Social relationships- Sub metric

Communit

Honest . Centralit
y Cooperativenes y of y
s (SM10 Interest
(SM9) (k) oy | cM12
Honesty 1,1,1 0.5,1.32,2 1,1.44,2 0.5,1.34,2.5
(SM9)
Cooperativenes |o50.72,2 111 0.5,1.09,2 1,1.05,2
s (SM10)
Community of | 50842 0.4,0.56,0.6 11,1 0.5,1.3,2
Interest (SM11)
Centrality (940581 0.4,0.72,2 0.4,0.47,2 1,1,1
(SM12)

Mmax = 4.175, C1= 0.058, CR=0.064
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Social Relationship -Submetric
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Figure 4. 5: Graphical Representation of Weight obtained- Social
relationship-sub-metric

Figure 4.5 depicts the weight obtained by the social relations sub-parameter where

honesty is the most prioritized one while centrality is at least positioned.

4.5 Estimation of Weights of Metrics and sub metric through Fuzzy
Method

The trust metric weight for Scenario 1 and scenario 2 are shown in Tables 4.14, and
depict local and global weights respectively. The computed global weight (GW) using
fuzzy AHP of each trust metric reflects its priority over other metrics. The GW of
every metric is the product of its local weight (LW) and level 1 metric weightage. The
LW depicts each metrics' impact on one another metric in the same category[91]. For
instance, the LW of SM2 is 0.287 and it is the top graded metric in the class of QoS
because of its weight when inspect with others at the same level.

From the previous discussion, it is clear that recommendation and past reputation
signifies indirect trust whereas QoD and QoS signify direct for scenario 1 and social
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relationship for scenario 2. Therefore, it can be observed that SM2 is the high-rank

global metric for scenario 1 while past reputation gains the highest rank among

all[92]. In scenario 2, honesty (SM9) achieved the highest rank globally for the direct

trust metric while recommendation overall ranked high. Within level 1 for scenario 1,

QoS is the top rated metric whereas recommendation achieves the lowest rank In level

1 for the scenario, 2 social relationships emerged as the highest prioritized metric

because of their maximum weight by examining other metrics whereas reputation

seems to be the lowest one. Based on the result depicted in figure 4.5, latency is the

top graded metric locally and it is the rated higher metric globally and achieving the

third rank overall.

Table 4. 15: Final Weight of each metric local and Global and ranking for

Scenario 1
| sub- _ Nativ Univers Univer
: Weig . | Native e sal
Metric metri . . al :
ht weight | ranki : rankin
C weight
ng g
SM1 | 0.280 2 0.0957 4
QoS(M1) SM2 | 0.287 1 0.0981 3
0.342 SM3 0.183 4 0.0625 10
SM4 0.251 3 0.0878 6
SM5 | 0.284 1 0.0911 5
SM6 0.259 2 0.0831 7
QoD(M2)
0.321 | SM7 | 0.231 3 0.0741 8
SM8 | 0.223 4 0.0715 9
Past Reputation 0.198 0.198 .
(M4) ' ) ) ] '
Recommendatio 0141 0.141 ,
n(M5) ' ) ) ] '
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Figure 4. 6: Ranking of Metric for scenario 1

It signifies that experts have taken latency as an important metric while computing
direct trust. The other highest-ranked metric is transaction time, intrinsic data,
accessibility, and reliability with native weights of 0.280, 0.284, 0.259, and 0.251.

Moreover, in the case of indirect trust past reputation performs better than the
recommendation. This scenario points out experts considered the significance of
past reputation over recommendation while receiving inputs from nearby nodes.
In addition, recommendation and past reputation have no further sub metric so
they obtained higher rank among sub-metrics. So, reputation based on past

communication obtained the topmost rank overall.
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Table 4. 16: Final Weight of each metric local and Global and ranking for

Scenario 2
) Sub- | Local | Local Global
: Weig . | Global :
Metric Metr Ranki . Ranki
ht ) ) Weight
ic | Weight | ng ng
SM9 0.290 1 0.1566 3
Social SM10 | 0.253 2 0.1366 4
Relationship( | 549
M3) SM11 | 0.238 3 0.1285 5
SM12 | 0.218 4 0.1177 6
Past
Reputation | 0.204 - - - 0.204 1
(M4)
Recommend
ation 0.256 - - - 0.256 2
(M5)
B Metric
B Sub-metric
0.6
0.541
0SS
04
E. < 0.256 = 0.253
= : e 0.218
0.204
0.2
0.1
o
M3 Ma MS sSM¢g SM 10 SMii SM12
Metric Sub-metric

Figure 4. 7: Ranking of Metric for scenario 2
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As depicted in figure 8, locally honest has gained the highest rank and highest top-
rated sub-metric for DT evaluation. This implies that experts acknowledge the fact
associated with honesty prominently to compute trustee's trust about the social object
to social object collaboration. Again, honesty is the highest-ranked sub-metric as
compared to all with a global weight of 0.1566. In the case of an IDT, the
recommendation obtained a higher rank than the past reputation. This means that the
respondent acknowledges recommendation is extra effective than reputation achieve
through past communication from social object to social object colluding[93]. Since
recommendation and reputation do not have further factors, therefore these are top

graded in GW where recommendation gained the highest rank.

4.6  Estimation of trust using the hierarchy-based model for

scenarios 1 and 2

After computing the weight vectors value, hierarchical-based models are utilized for
trust computation for both scenarios which are depicted in chapter 3. The computation
of the trust value for ten nodes computed on the local ad-hoc network for SR to SP
and SP to SR is shown below in Table 4.17. Further, the direct and indirect trust is
calculated by using equations 23 and 23. In our, we have taken only level for
computation trust of social objects to identify the malicious ones. The trust value of
all social nodes can be utilized to depict whether a particular node is trusty or not by

referring the table 3.2 of chapter 3.

Table 4.6.1 shows the comparison trust value obtain in both scenarios i.e SR to SP
and SP to SR where direct trust value gained more weightage in comparison to
indirect trust value at level 1. The sensitivity analysis has been done to check the
variation of trust values in both scenario by changing the trust adjusting factor to

maintain the trust value.
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Table 4. 17: Depicts the trust value of 10 nodes obtained from local ad-hoc

network
Level -1 Scenario 1 Level-1 Scenario 2
Nodes Change Change
Direct Indirect in Direct | Indirect in

Trust Trust Trust | Trust Trust Trust
(M1+M2) | (M4+M5) | value | (M3) | (M4+M5) | value
in % in %

Node 0.6422 0.6089 5.18% |0.7082 0.6379 9.92 %

Node 0.7584 0.6953 8.32% |0.8625 0.7571 12.22%

Node 0.9599 0.8374 12.76 % | 0.9749 0.8189 16.00%

Node | 06563 0.6149 630% |0.4795 | 04267 | 11.01%

Node 0.7805 0.6947 10.99 % |0.6984 0.6095 12.72%
&)

Node 0.8347 0.7275 12.84% |0.7679 0.6476 15.66%
6

Node 0.4658 0.4079 12.43% |0.9532 0.8121 14.80%

Node | 08963 07944 | 11.36% |06084 | 05372 | 11.70%

Node 0.6995 0.6462 7.619% |0.8463 0.7268 14.12%

Node 0.2621 0.2267 13.50 % |0.4847 0.3956 18.38%
10
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4.7 Assessment of Social objects using trust values

The trust value depicted in the previous table shows the decrease in trust of social
nodes while performing collaboration using an indirect trust (transitive trust). It
signifies that direct trust computes more trust among social objects while indirect
collaboration minimizes its trust among social objects in SIoT networks. The value of
trust adjust factors a, p and y have taken by the researcher 0.6,0.3 and 0..3
respectively to measure trust value which reflects balancing behavior to main the trust
of the social object in both the scenario i.e SR to SP and SP to SR.

(SRto SP)

12

1
08 |
0.6 ==g=Direct Trust

V == ndirect Trust
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0

1 2 3 4 5 6 7 8 9 10

Figure 4. 8: Comparison of trust values for scenario 1

The comparison of direct trust and indirect trust for the same node is shown in figure
4.8 and figure 4.9. The average change in trust observed in case of scenario 1 (SR to
SP) 7.10 % while in another case i.e SP to SR is 11.74 %. which signifies that the
client accesses better services and quality of data is based on QoS and QoD metrics

while past reputation and recommendations responsible for poor or false services

68



Chapter 4 Implementation of FrameworR,

SR to SP - Scenario 2
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Figure 4. 9: Comparison of Trust values for scenario2

The range of trust value for various linguistic term like no trusty ,very less trust, trust,
strong ly trust and absolute trusty is depicted in previous chapter is applied to check
consistency of our local adhoc network. We find 80 % nodes are comes in range of
trust while 20 % nodes show malicious behavior or untrusty. The validation of trust
values computed for assessment has been done in chapter 5 Since without theoretical
and statistical validation for trust evaluation framework does not certify to be

applicable all scenario.
4.8 Validation Phase

The validation of trust values computed for assessment has been done in chapter 5
Since without theoretical and statistical validation for trust evaluation framework
doesn“t certify to apply to all scenarios. The theoretical validation is performed by a
selection of experts of same from the same industry who have a strong background in
social 10T networks.15 experts have given their valuable suggestions and comment

.most of them praised the usage of a fuzzy environment integrated with the social
internet of things due to the high reliability of results[94]. Therefore the implemented
framework passes the test of theoretical validation successfully. The detailed
description of theoretical validation is given in chapter 5The statistical validation only

makes sense when the current framework qualifies the theoretical framework. It is a
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mathematical tool for collecting, organizing, analyzing, and interpreting numerical
data in a structured way to represent the statistical significance or validation of the
proposed framework, statistical analysis is performed on the ten nodes by
incorporating suggestions for a reassessment of the local ad-hoc network in terms of
SR to SP and SP to SR. The trust value calculated for assessment of trust in both
scenarios and after considering the suggestion and comment show s negligible
changes. A detailed description of statistical validation is depicted in the upcoming

chapter.
4.9 Wrapping Phase

Every study is limited by some facts that need to be discussed. The present strategy is
based on experts* opinions they may create vagueness and inconsistency at the time
of trust evaluation of social nodes in SIoT. The present work only considers the 5 trust
metrics among a range of other Metrics. With the help of different trust metrics,
security trust among social nodes can be increased. Using Small data set of 10 nodes
is a major limitation of our work We consider the direct and indirect trust while other
aspects can also be analyzed like local Vs Global, subjective Vs objective, and Rank
Vs Threshold

4.10 Conclusion

In this chapter, the researcher has depicted the conceptual working of the trust
evaluation frame by following the theory and principle disused in chapter 3. They
determined the weighted vectors associated with trust factors using fuzzy AHP
mechanism. We have also computed the local as well as the global impact of trust
factors on social networks and perform an overall ranking utilizing weight metrics.
And then further computed the trust value for two scenarios SR to SP and SP to SR
for the social object for 10 nodes on a local ad-hoc network and analyze the change in
trust between a direct and indirect trust for both scenarios. Further, we have also
pointed out the importance of validation and a few limitations associated with our

work
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CHAPTER 5: VALIDATION OF FRAMEWORK

"When the trust is high, communication is easy, instant, and effective."

-- Stephen Covey --

5.1 Background

With the development of the digital world, various physical devices are enabled by
the internet known as the Internet of Things (I0T). These 10T devices connected with
the digital world in cyberspace through various instruments like sensors, smart
objects, and RFID are used in society. Smart objects like electronic gadgets and
electronic consumers are connected to compute the resources and share information to
access billions of new services connecting everyone with everything. An 10T device
needs to connect to the network and provide services in the network that are
trustworthy[95]. The motivation of the trust system for SIoT environment is very
sensitive to sharing information. Miscellaneous devices and owners are connected
with the objects. Misbehaving owners and devices or attackers activated on the
network may perform attacks to destroy the reputation of other loT devices or owners.
These loT devices may perform homogeneous or heterogeneous services on the
network[96]. In addition to this, users of loT devices are likely to be socially
connected through social networks like Facebook, Twitter, Google, etc. as a
consequence, misbehaving nodes are socially connected to share and access the

ownership of the services.

Trust of the social object plays a vital role while having interaction with one another
in SIoT network. The number of increasing untrusty nodes significantly decreases the
performance of the system to a great extent[97]. It"s difficult to identify the trust of
social nodes at an early stage due to various attacks like bad mouthing, whitewashing
attacks, self-promoting attack etc. Hence untrusty social object is responsible to
influence the QoS and QoD level in a social 10T environment[98]. Thus researchers
are always looking for novel methods and techniques for computing the trust of the
social system to provide fruitful service through these social objects to their clients
and assure them of safe and secure communication. In the designing phase, the

evaluation of trust is more efficient while considering the improvement by utilizing
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the MCDM approach[99]. Therefore the validation accomplished in this chapter was
utilized to validate the overall trust score of the newly joined Social 10T node to be
detected as malicious or not.

Due to the unavailability of fixed and standard values regarding trust evaluation, it is
difficult to validate the outcomes obtained. Because of the involvement of a, 3, and vy,
result analysis has been discussed in this chapter. By considering the importance of
validation, the outcomes obtained on trust evaluation are utilized for both theoretical
as well as empirical respectively. The expert working in the field of Social Internet of
Things finds the methodology and framework for trust evaluation appropriate. The
experts also provided a questionnaire related to the goal and methodology along with
adequate questions dealing with the objective. For determining the effectiveness of
the results obtained the researcher compared their results with other existing
techniques evaluated in the chapter and found them more improved. Further, the
evaluation of validation through statistically improved suggestion; the methodology is
again implemented on social vehicle networks based on suggestion and weightage of

metrics.
5.2 Sensitivity Analysis

Analyzing the impact of an independent variable over the dependent variable under a
certain set of assumptions is termed sensitivity analysis. Sensitive analysis not only
analyzes the effect due to key metric of a network but also check consistency for input
variables according to a range of boundaries as defined. In chapter 3, the researcher
considered the values of a, 3, and y as 0.6, 0.3, and 0.3 during trust evaluation. The
values of a, B, and vy lies in the range of 0 to 1 depicting that a smaller value signifies
the highest imprecision in decision making. The a = 0.6, f=0.3 and y=0.3 shows a
balanced environment because of the uncertainty associated with dependent variables.
Hence such value strongly affects the weight of each metric, ranking and overall trust

evaluation.

The integrity of Fuzzy-AHP can be further enhanced by determining the impact a, 3,
and vy values in the final results, and analysis is required to compute the value of a, f3,
and vy truthfully. Hence to verify the variation involved within the result, researcher

has used 15 combination of a, f and y values for direct and indirect trust on social
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local ad-hoc network as experiment consist of N1(0.6,0.3,0.1), N2(0.6,03,0.4),
N3(0.6,03,0.7), N4(0.6,0.3,0.9), N5(0.6,0.1,0.3), N6(0.6,0.4,0.3), N7(0.6,0.6,0.3),
N8(0.6,0.8,0.3), N9(0.6,0.9,0.3), N10(0.2,0.3,0.3), with N0 (0.6,0.3,0,3).

Table 5. 1: Sensitivity analysis for Scenario 1
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Figure 5. 1: Sensitive Analysis of direct and indirect trust for scenario 1
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Here the value of a, and P is constant while vy is in variation for N1, N2, N3, and N4.
For N5, N6, N7, N8, N9, a, and y are constant while 3 is in variation and further for
N10,N11,N12, N13, N14, B, and y are constant while a is in variation. The results
are depicted in table 5.1.

Table 5. 2:: Sensitivity analysis for Scenario 2
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Figure 5. 2 : Sensitivity analysis for scenario 2
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5.3 Validation

Validation methods are the heart to test any research. It is a way of theoretical
validation that explains the scope and nature of the work. It is the process of
developing and evaluating proof of work, validation, and use. How the validity is to
visualize mentally the scope and nature of validity investigation as well as the method
of gathering information. The acceptance of any result depends upon its validation
and makes the people accept the result of any method. Generally, two types of
techniques are used for validation known as theoretical validation and statistical
validation. Theoretical validation is used to address the question, according to the
evaluation of the methods and what it is supposed to measure. On the other hand,
empirical validation is used to address the question, of whether the evaluation of the
method is experimental and it defines the different variables in the methodology in
various ways. Malvin V. Zelkowitz said “without anything is confirmed, why should
industry select new tools or methods?

The statistics of the data provide a method to collect the data. It is used to process and
analyze the data in an experimental environment. Interpretation of the result of an
experiment is one of the methods to accept or reject the consequences of any research.
The statistical validation involves the Null hypothesis in a sequence of data collection,
data presentation, data experiment, and inference drawn from the result. Based on
some set of statistical rules provided by the statisticians, the Null hypothesis is either
accepted or rejected. Rejection of the Null hypothesis shows the acceptance of the
research or vice versa.

5.3.1 Theoretical VValidation

It is the fundamental technique of validation. It serves as the precondition to illustrate
the importance of a measure or empirical validation. Theoretical validation requires
that an analyst has a deep understanding of the concept being measured. Researchers
had identified 35 experts from India and abroad working in the area and discussed
with them the proposed framework. Out of the 24 experts give their valuable
comments and suggestions. Most experts are of the view that a proper structure of
trust evaluation enhances the performance of the network and provides an opportunity
to improve the services and quality of data to participate in the network. Most of the
experts gave their views and agreed that the trust of the nodes is impressed by the
three attributes including quality of service, quality of data, and social relationship.
Service providers can directly trust the nodes, after evaluating the trust in the
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nodes[100]. It is also suggested by most of the experts that quality of service may be
affected by the other direct or indirect attributes and sub-attributes inclusive latency,
scalability, reliability, and other attributes with the positive or negative
impression[101]. Hence, the proposed trust management framework, may
confidentially improve the quality of service and apply the transactions on the
network. Some of the critical comments and remarks made by experts are as follows:

o Without the implementation of the framework, the proposed framework
evaluation is useless.

o Validation of the framework will deliberate its actual use.

o The proposed framework may be implemented in industrial software
projects also.

All the given comments and suggestions are incorporated by the researcher. The
proposed framework is implemented and validated also.

5.3.2 Statistical VValidation

It is the process by which it can be established that an assessment is useful in the
imagination and that it is related to the other variables as expected in the theory. It is
performed in two ways: pre-tryout and tryout. Pre-tryout involves a small set of data.
If the result of the analysis is satisfactory, the tryout will be applied to a large set of
data.

5.4 Design of an Experiment process

Experiments are organized for testing and investigating a given theory. With the help
of experiments, theoretical predictions are tested against reality. Theories are
validated by using experimentation and data collection tools[102]. The objective of
the experiment is to collect adequate data to acquire a statistical result. The proposed
framework for the evaluation of trust in SIoT environment performed experiments for

validation purposes. In pre-tryout, Local ad-hoc network design is used as input.

With the help of defining the precedency of the trust attributes, the researcher
evaluates the trust of the nodes. After receiving suggestions from the expert and then
incorporating them on the nodes, the updated trust value is increased from the
previous trust value. After analyzing the result of the pre-tryout, hence no significant
changes are received. Therefore, a tryout is performed on a larger set of data. 10
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nodes are considered as input. The same may be repeated for the 10 nodes. Based on
the result, statistical interpretations are done.

54.1 PreTryout

The pre-tryout has been conducted on the local ad-hoc network. Trusts of nodes are
evaluated on direct interaction as well as indirect interaction among nodes of the local
ad-hoc network. Indirect interaction means trust calculated based on recommendation
and reputation and direct interaction means, direct trust calculated based on the
quality of service and quality of data in the social environment which is shown in
table 5.3.

Table 5. 3: Observed change in Trust (SR to SP)

Trust of Node’s | Trust of Node Change
on on in
Direct Indirect Trust (%)
Interaction Interaction
Node’s Trust
0.7305 0.6786 07.10 %
Value

Table 5. 4: Observed change in Trust (SP to SR)

Trust of Node’s | Trust of Node Change
on on in
Direct Indirect Trust (%)
Interaction Interaction
Node’s Trust
Value 0.7628 0.6732 11.74 %

Therefore, we can say that the expert™s suggestion and the implemented framework
established for direct interaction as well as indirect interaction among nodes of the
local adhoc network regarding SR to SP and SP to SR changed by 07.10 % and 11.74
% as shown in table 5.4.

5.4.2 Review and Revision

Results received from pre-tryout are investigated. A critical review of the result
reinforced the acceptability of the proposed framework. For the alteration of the
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evaluation, the classical method is used for correlation between fuzzy and classical

methods. Therefore, the researcher adopted the same framework for a further tryout

with a large set of data.

543 Tryout

Statistical validation is a continuous process and hence these are the degrees of

validity, more testimonials are there, the more valid an approach. Collecting more and

more testimonials is required for the proposed framework[103]. A tryout is carried out

with the following pre-tryout. The tryout contains 10 nodes of the same network.

These are the nodes selected by the administrator of the local ad-hoc network and

assess the impact of direct trust on indirect trust with the same trust metrics

Table 5. 5: Reassessment of the trust for a social object using ten nodes (SR to

SP)
Nodes of Trust of Node’s Trust of Node Change
Local adhoc on on in
Network Direct Indirect Trust (%)
Interaction Interaction

Node 1 0.6436 0.6101 5.20 %
Node 2 0.7587 0.6956 8.31 %
Node 3 0.9595 0.8376 12.70 %
Node 4 0.6561 0.6147 6.31%
Node 5 0.7809 0.6945 11.06%
Node 6 0.8343 0.7282 12.71 %
Node 7 0.4662 0.4081 12.46 %
Node 8 0.8969 0.7941 11.46%
Node 9 0.6998 0.6461 7.67 %
Node 10 0.2625 0.2269 13.56 %
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Due to the unavailability of a relevant model for comparison of results regarding local

ad-hoc networks for the same set of metrics like QoS, QoD, Social relationship,

Reputation, and Recommendation in case of scenarios 1 and 2. We asked experts for

review and suggestions for our results to validate our work. Further, we analyze the

expert's opinions and suggestions provided by them and perform reassessment for
both the scenario (SR to SP and SP to SR) and computed the trust values. After

performing the reassessment of both scenarios for the same set of nodes by utilizing

the expert™s opinion and suggestion, we found negligible changes while computing

the trust values for SR to SP and SP to SP for the local ad-hoc network utilized by the

researcher

Table 5. 6: Reassessment the trust for a social object using ten nodes

(SP to SR)

Nodes of Trust of Trust of Node Change
Local Node’s on in
adhoc on Indirect Trust Value (%)

Network Direct Interaction

Interaction
Node 1 0.7088 0.6382 9.96 %
Node 2 0.8627 0.7569 12.26 %
Node 3 0.9752 0.8187 16.04%
Node 4 0.4799 0.4269 11.04%
Node 5 0.6987 0.6092 12.80 %
Node 6 0.7684 0.6464 15.87 %
Node 7 0.9539 0.8114 14.93 %
Node 8 0.6087 0.5367 11.82 %
Node 9 0.8465 0.7263 14.19 %
Node 10 0.4854 0.3958 18.45 %
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5.5 Statistical Analysis

It is a mathematical tool for collecting, arranging, investigating, and demonstrating
numerical data. It is used to represent the statistical consequence or validation of the
proposed framework. To perform the validation, statistical analysis is executed on the
ten nodes[104]. The collection of sample size from the ad-hoc network is small. The
two-tailed t-test is employed for finding out the level of the significance, like
acceptance and rejection of the null hypothesis. Therefore, the acceptance and
rejection of a Null hypothesis is based on a level of significance for one-tailed and
two-tailed tests. Alpha (a) level of significance may be considered on (0.05) or (0.01)
for a one-tailed test is taken for rejection of the Null hypothesis[105]. The
performance of statistical analysis is performed with the formulation of the null
hypothesis and alternate hypothesis. The trust values are calculated firstly based on
data collected and secondly based on experts' opinions and suggestions for both
scenarios (SR to SP and SP to SR). Hence the pre and post-trust evaluation for social
nodes is taken under consideration to determine the conclusion that whether there is a
drastic change observed or not by utilizing before execution and after execution of the
data[106]. After performing the hypothesis, the computed values ,t* is decision

making, either to accept or reject the hypothesis.
5.6 Hypothesis Testing

The hypothesis is used to conduct quantitative research to make an effort to answer
research questions. The null hypothesis considers that there is no significant
difference between two or more variables. However, the alternate hypothesis rejects
the relationship. Therefore, the rejection of the hypothesis provides a stronger base to
accept the alternate hypothesis. Hence, the presented hypotheses were used for

validation of the proposed framework which is as follows:

Null Hypothesis (Hp1) There is no significant difference between trusty ad untrusty

nodes in the SIoT environment.

Alternative Hypothesis (H11) There i[9]s a significant difference between trusty and

un-trusty nodes in the SIoT environment.

5.7 Statistical Interpretation
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The observation values of trust evaluation as shown in table 5.7, it can be decided
very easily that all the suggestions provided by the experts for all the nodes perform
well. The value of trust evaluation for both scenarios after experts' opinions depicts no
change (negligible) as compared to the previous one. By examination, it appears that
all the suggestions are incorporated and work correctly. The values showed that the
trust of the nodes in all the ten nodes are estimated and found it was the same
approximately. A comparative study and change in trust evaluation for the scenario

are shown in figure 5.3 for a comparison of nodes.

SR to SP scenario 1
1.2
1
06 === Seriesl
V === Series2
0.4
0.2
0
1 2 3 4 B 6 7 8 9 10

Figure 5. 3: Graphical Representation of Trust values using
expert suggestions for scenario 1

To make the evaluation derived from it, acceptable or validate the approach, it should
be verified, therefore the difference in the evaluated values is due to the given
suggestions from the experts or it is just a sampling error. Therefore, the level of the
proposed framework should be evaluated. By using the imaginary data analysis, the t-
test is appropriate for the current situation for a small set of data. When the
homogeneous groups of individuals participate in a pre-test then the group
demonstrates for the treatment. The tested group again participated for retested after
treatment to evaluate the impact of the treatment has been significantly accepted. The
t-test was performed to verify the level of significance approach is acceptable or not.
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Scenario 2 (SP to SR)
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Figure 5. 4: Graphical Representation of Trust values using
expert suggestion for scenario 2

5.8 Level of Significance

To measure the significant difference between the means of trust before connection
and trust after connection as shown in table 5.7. The value of the Pearson coefficient
correlation is 0.8873. The coefficient value shows the relationship between the trust
value calculated before the nodes connected in the network and after incorporating the
expert suggestions, the trust value is improved, this shows that the suggestions are
highly correlated. The degree of freedom is 9 for both the trust values before
connected and after being connected. For the application of the t-test in the structural
homogeneity of the variance i.e the value of F should be tested. The value of
homogeneity is obtained by dividing the larger variance from the smaller variance.
The value of the larger variance is 0.00182 for the before-connected trust value and
the smaller variance is 0.00112 for the trust value. The ratio of the F value is obtained
as 0.89. Therefore, the value of F is less than 1.83 (the critical value of F for 2
variances of a degree of freedom 9), and it can be concluded that the variance is
homogeneous. By applying the test to give support for the acceptance of the t-test.
The computed value of ,t* is 2.26. If the calculated value is increased from the ,,t*

critical value of 1.83 for a one-tailed test at the 0.05 level for 09 degrees of freedom,

the null hypothesis Hp1 is highly rejected. While the value of ,,t™ is less, the alternate

hypothesis Hq1 is accepted. Therefore, it is validated that the trust management
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framework is validated and after the expert suggestion is incorporated trust value of
the node can be improved.

Table 5. 7: T-test Level of Significance

T-test for Level of Significance
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Any model or framework is acceptable only by the society or industry depending on
the validation of the model or the framework. Validation is the process that proves the
usefulness of the methodology in society or industry. All the calculations of models
are done with the help of MATLAB software. For testing the usefulness of the trust
management framework, a systematic validation is performed. Initially, for the
purpose the theoretical validation, an expert review was conducted. The framework
was evaluated by numerous experts in the area and was found to be satisfactory. As a

second step, statistical validation is performed. Statistical validation performs both
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pre-tryout and tryout. Pre-tryout applies to a small set of data whereas tryout applies
to a large set of data. The pre-tryout is performed on a local adhoc network.

Later, a successful pre-tryout shows the researcher to the next step i.e tryout. The
tryout is carried out on ten modules. All the nodes are analyzed and the values before
and after are computed. The trust values of nodes before and after have to go through
statistical analysis. The complete process shows that the framework has been
successfully evaluated. The values for trust value and after trust value have to
experience statistical analysis to establish the fact that the framework has successfully
estimated the trust and has enhanced it. The t-test is performed and it is found that the
t-values obtain by computation performed on the after and before trust nodes exceed
the t-critical values. Therefore, the null hypothesis composed at the beginning of the
statistical analysis, are rejected one by one and alternate hypotheses are accepted.
Researchers declare that the proposed trust management framework can assess the

trust and suggestions can improve the performance of the network.
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CHAPTER 6: CONCLUSION AND FUTURE WORK

“Trust yourself, you will start to trust others.”

-- Santosh Kalwar--

6.1 Background

The Internet of Things has empowered many heterogeneous technologies and
communication devices. This paradigm has taken to the notion of everything,
anything, and any time to access. These various perceptions and visualization of 10T
make things useful for the sociable. The combination of IoT and Social Networks
(SNs) extends the concept of the social internet of things (SIoT). Trust management is
one of the important networks that can be made up of trustworthy nodes, to make
communication will be reliable. SIoT uses a decentralized approach where objects are
independent of each other. Trust evaluation is computed based on the behavior of

objects.

These objects are controlled by their owners and the various types of relationships
with the objects. SIoT can be considered as a collection of these smart objects having

social relationships among them with their owners.
6.2 Significance of the Findings

Therefore, a study was carried out to identify to evaluate the trust value of the nodes.
This trust value is used to quantify whether the connected node is trustee or un-
trustee. The above study helps in identifying the trustee network in reference of
service requester to the service provider (SR-SP) or service provider to service

requester (SP-SR) which is directly or indirectly significant in terms of the following:

It may help in the selection of the domain for the trust evaluation.

It may help to identify the quality of service provided by the node in the
SloT environment.

The proposed framework may also help to identify the quality of the
information provided by the node in the SIoT network.
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It may encourage identifying the trustworthy node.

>
It may support identifying the trusty service provider to the service
requester.

Further, it is observed that the contribution of this successful proposal may provide to
specifically significant in the manner:
>

The proposed model may help to provide to classify the trustee and un-
trustee nodes.

>

The proposed model may be helpful to evaluate the trust value of the node.

The proposed approach may be used as a measurement tool for trust
evaluation of the node in the development of the trustee service providers.

The proposed approach may encourage other researchers to undertake the
development of other new models based on these approaches.

The proposed approach may be used to set the benchmark value for trust
evaluation by the organization.

6.3 Answers to Research Questions

Various research questions may place at the beginning of the research work and

are answered separately by the research findings in the following section:

Research Question: What are the factors that directly influence the trustee
network?

Research Findings: Quality of service and quality of data directly influence the
trust of the network.

Research Question: How to detect whether the connected node is a trustee or an
un-trustee?

Research Findings: By using the trust scaling value to detect whether the

connected node is trustee or un-trustee.

Research Question: Is there any method or technique to evaluate the trust of the
node?
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Research Findings: Yes, the researcher has identified the three factors; quality of
service, quality of data, and social relationship are the key parameters for

evaluation of trust of the node.

Research Question: Is there any standard framework available to evaluate the
trust of the node?

Research Findings: There is not any standard framework to evaluate the trust of

the node with multiple domains.

Research Question: Is the quality of service metric are used to measure the

trustworthiness of the nodes or objects?

Research Findings: Yes, researchers have measured the weight of each domain
and identified the quality of service as the key factor to evaluate the quality of

service.
Research Question: Can we identify the un-trustee node in the network?

Research Findings: Yes, we can identify the un-trustee node in the network by

using the trust score.

Research Question: Is the trust evaluation method applicable for the entire

network?

Research Findings: Yes, the researcher has proposed a framework for trust

evaluation to measure the trust of the network.

Research Question: Is the quality of service contributes evaluation of trust of the
node?

Research Findings: Yes, the quality of service contributes evaluation of trust of
the node.

Research Question: Is there any guidelines available for the selection of the node
or object to collaborate with the network?

Research Findings: No, there are not any such guidelines for the selection of the

node or object to collaborate with the network.
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6.4 Future Direction

Research is an ongoing process. Reaching one milestone may promote the way to the

next. As a future research plan, there may be the tasks to be performed which are as

follows:

> _ :
Researchers can plan to conduct more experiments on industry data to
draw more accurate trust values.

> . L
The trust evaluation framework for classifying the trustee and un-trustee
node may be changed. So that it can help to help to identify easily the un-
trustee nodes.

> .
Researchers can increase the data set, to evaluate the more accurate trust
value.

>

Researchers can develop a dynamic trust evaluation framework to measure
the trust value of the framework.

6.5 Conclusion

The existing approaches for the trust evaluation are quite specific for the domain of
the physical object and display less interest in SIoT environment. From the literature
review, it is found that there is no model to evaluate the trust of the node with multi-
criteria in SloT environment. Therefore, it is the key issue to investigate the trust
evaluation methods when accessing various service requests or services provided to
the user. During service requests or services provided, there may be possibilities of
threats, attacks by the malicious nodes, or un-trustee nodes. Protecting from these
threats, it is also important to review the methodology to enhance the trustworthiness
among objects and improve the services. Therefore, the objective of this research is to
propose a framework to evaluate the trust of the node in SloT environment that

provide trustworthy services in various applications.

To evaluate the trust in the SloT environment is finalized, which can be used as a
standard value for any system, to avoid any conflict due to the existing definitions of
trust. Though, the value of trust is used as the main parameter for decision-making to

access the services from the node or to receive the services from the nodes, should be
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modeled quantitatively. To overcome this issue, a comprehensive trust evaluation
framework is proposed that can be used to measure the trust evaluation on three
domains; quality of service, quality of data, and social. These domains represent
direct trust while reputation and recommendation are used for indirect trust
evaluation. To validate the work opinions collected from the global experts, who had
previous experience in this field and incorporate the suggestions to improve the

services of the nodes.
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APPENDIX A

COMPILED COMMENTS FROM RESPONDENTS

“...This work proposes a quantitative methodology for computing trust among
social object in SIoT environment by utilizing social relationship. The depict
two scenario (SR to SP and SP to SR).The collaboration of social object
required any specific kind of social relation. The practicality of the proposal

needs to be justified with real-world with large dataset

cases. It seems that the author utilizes weights to to computes trust in terms of
SR to SPand SP to SR ......ccooiiiiiieeeeeeeee, Prof. Kasnesis Ambel <
Kasnesis @termido.edu>

....................... The AHP was a known algorithm; no improvement of the

algorithm was

done. Another dimension depict about and process/method performed well .

the result need to be more explained throughly.

....................................... ” Dr. Cuka Garnek, <
Garnek_cuka@NMFU.edu.sa>

...... This work is blend of fuzzy AHP and concept of trust. Such combination
is good part of contribution in research field of SloT.But this work signifies
certain factors level effect trust, on the other hand role of social relation
regarding computation need to focused.The mechanism of trust evaluation
having trust adjusting factor alpha, beta, gama with value 0.6,0.3 and 0.8

bright part of the work ..........” Prof.Maniish Pandey, <@srms.edu.ac.in>

Details and Description: Due to the heavy cost incurred on trust evaluation since quality of

service and quality of data in large amount are basic demand of each client user. This

property of SIoT makes it more trustworthy while accessing services. During computation of

trust various effective metric are required to compute the weight of each trust metric. To help

developers, the researcher has proposed a methodology to evaluate the trust of social object in
two scenarios (SR to SP and SP to SR).
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Appendix

The methodology is based upon Multi Criteria Decision Analysis Methods. Your suggestions
will surely help to improve the methodology. So you are requested to kindly give your pinion
for the given set of questionnaire. The scale for answers has been given in the table X. The

responses are to be given in numeric form.

Table 1: Fuzzy scale of relative importance of Trust

Linguistic Value TFN TFN Reciprocal Trust Value
Not Trusty (1,1, (1,1, 0.0
Very Less Trusty (0.5,1,1.5) (0.6,1,2) 0.2
Less Trusty (1,15,2) (0.5,0.6,1) 0.4
Strongly Trusty (1.5,2,2.5) (0.4,0.5,0.6) 0.6
Very Strongly Trusty (2,2.5,3) (0.3,0.4,0.5) 0.8
Absolute Trusty (2.5,3,3.5) (0.2,0.3,0.4) 1.0

Please read the following questions and put check marks on the pair wise comparison
matrices. If criteria on the left is trusty than the matching one on the right, put your check
mark to the left of the trusty ,,not trusty** under the importance level you prefer. If a criteria
on the left is less important than the matching one on the right, put your check mark to the
right of the trusty ,,not trusty” under the trust level you. Reciprocal value means the opposite
effect of the factor of assigned value. Here, total 5 groups are available. Please put your mark

for each group. Here, total 5 groups are available. Please put your mark for each group.

A. With respect to weight vector to compute trust in SR to SP (Scenario 1)

(1) How much trusty is quality of service (M1) compared with quality of Data (M2)?

(2) How much trusty is quality of service (M1) compared with past reputation (M4)?

(3) How important is quality of service (M1) compared with recommendations (M5)?
(4) How important is quality of Data (M2) compared with M4?

(5) How much trusty is quality of QoD compared M5?

(6) How much trusty is past reputation compared with M5?
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Ques |[Trust | Not Very |Less Strongly | Very Absolute | Trust
No. factors | Trusty |Less Trusty |Trusty [ Strongly | Trusty [ factors
Trusty Trusty

1 M1 M2

2 M1 M4

3 M1 M5

4 M2 M4

5 M2 M5

6 M4 M5

B. With respect to weight vector to compute trust in SP to SR (Scenario 2)

(1) How much trusty is Social relationships (M3) compared with M4?

(2) How much trusty is M3 compared with past M5?

(3) How much trusty is Past reputation compared with M5?

Que |Trust | Not Very | Less Strongl | Very Absolut | Trust
s No. [factor | Trust | Less Trust |y Strongl |e Trusty | factor
S y Trust [y Trusty |y S
y Trusty
1 M3 M4
2 M3 M5
3 M4 M5
C. With respect to weight vector (QoS- Sub Metrics)
1) How much trusty is Transaction time (SM1) compared with guality of
latency (SM2)?
2) How much trusty is Transaction time (SM1) compared with quality of scalability
(SM3)?
3) How much trusty is Transaction time (SM1) compared with quality of Reliability
(SM4)?
4) How much trusty is quality of latency (SM2) compared with scalability (SM3)?
5) How much trusty is quality of latency (SM2) compared with of Reliability (SM4)?
6) How much trusty is scalability (SM3)? Compared with of Reliability (SM4)?
Que |Trust | Not Very | Less Strongl | Very Absolut | Trust
s No. |factor | Trust | Less Trust |y Strongl |e Trusty | factor
S y Trust [y Trusty |y S
y Trusty
1 SM1 SM2
2 SM1 SM3
3 SM1 SM4
4 SM2 SM3
5 SM2 SM4
6 SM3 SM4
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D. With respect to weight vector (QoD- Sub Metrics)

1)
2)
3)

(SM8)?
4)

5) How much trusty is

How much trusty is Accessibility (SM6) compared with contextual (SM7)?

How much trusty is Intrinsic (SM5) compared with quality of Accessibility (SM6)?
How much trusty is Intrinsic (SM5) compared with quality of contextual (SM7)?

How much trusty is Intrinsic (SM5) compared with quality of Representational

Accessibility (SM6) compared with of Representational (SM8)?

6) How much trusty is contextual (SM7)? Compared with of Representational (SM4)?

Que |Trust | Not Very | Less Strongl | Very Absolut | Trust
s No. [factor | Trust | Less Trust |y Strongl |e Trusty | factor
S y Trust [y Trusty |y S
y Trusty
1 SM5 SM6
2 SM5 SM7
3 SM5 SM8
4 SM6 SM7
5 SM6 SM8
6 SM7 SM8

E. With respect to weight vector (Social Relationship)
How much trusty is Honesty (SM9) compared with cooperativeness (SM10)?

1)
2)

3)
4)

5)

How much trusty is Honesty (SM9) compared with Community of Interest

(SM11)?

How much trusty is Honesty (SM9) compared with Centrality (SM12)?

How much trusty is quality of cooperativeness (SM10) compared
with Community of Interest (SM11)?

How much trusty is quality of cooperativeness (SM10) compared with of
Centrality (SM12)?

6) How much trusty is scalability (SM11) compared with of Centrality (SM12)?
Ques |[Trust |Not Very Less Strongly | Very Absolute | Trust
No. factors | Trusty |[Less Trusty | Trusty | Strongly | Trusty factors
Trusty Trusty
1 SM1 SM2
2 SM1 SM3
3 SM1 SM4
4 SM2 SM3
5 SM2 SM4
6 SM3 SM4
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Your Comments (Please mark corrections as and where required): Please find details in E-
Mail:

Expert”s Name and Signature:

(Please return this to: Sunil Singh (8cts.sunil@gmail.com), D/O
Information Technology,

SIST, Babasaheb Bhimrao Ambedkar University, Lucknow, Uttar Pradesh, India)
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CHAPTER 1: INTRODUCTION

CHAPTER 1: INTRODUCTION

“If we do not trust one another, we are already defeated.” -- Alison Croggon --

1.1 Background From last two decades, the trends of I0T have changed and enchanted a great deal of research.
Scientists and researchers developed various smart devices, where a large number of distinct types of objects are
connected to resolve the critical problems. Data generates from various loT device activities like information sharing, trust
of nodes, security management, and privacy. These devices produced a huge data in different formats that can collect,
integrate, treated, and analyzed to extract useful information. All these data are generated from heterogeneous devices
and decentralized network environments (Atzori et al., 2012). Objectives of the |oT enabled devices are the high impact on
the behavior and activities of the owners. Involvement of these 10T devices with the society, change the nature and
activities of the human beings. To resolve some of the social issues, a new paradigm was involved, known as the Social
Internet of Things (SloT). Sample of data has represented the notion of everything, anything to access (Atzori, Luigi,
Antonio lera, 2011). The notion of representation of data in various formats, change of time, social networks change the
behavior and activity of 10T devices. The sensitivity of visual devices, make things more sociable. It means, l0T gives a
social development and implement novel relationships between the social and objects as shown in figure 1.1. The
combination of 10T and Social Networks (SN) leads to the SloT, known as the Social Networks (SNs) of intelligent objects
(Bao & Chen, 2012). The domains of the 10T environment expanded the novel integration. The domains of a social
network within the current 10T models, reproduce additional novel frameworks for the modern society (Malekshahi Rad et
al., 2020).

Figure 1. 1: Notion of Social Internet of Things
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